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ABSTRACT

Earth dams and levees support industrial applications, flood defense, and irrigation in-
frastructure around the world. These structures naturally undergo erosion over time and
massive erosion events can result in catastrophic failure. When these structures fail, disas-
trous floods can displace or even kill nearby residents. Thus, it is important to know when
and where these structures have progressive internal erosion events so appropriate action can
reduce the impact of the erosion. This work explores improvements on the performance of
previous machine learning methods for the continuous health monitoring of earth dams and
levees (EDLs). Specifically, we explore ensemble classification algorithms (Bagging, Boost-
ing, and Random Forest) to combine the passive seismic data from multiple sensors; we note
that previous work only considered the data from one sensor in the wired sensor network.
By considering features extracted from the signals of multiple sensors, Boosting with sup-
port vector machines (SVMs) shows a 1.5 to 41.7% increase in Fj score over single support
vector machine (SVM) models depending on the specific sensor chosen for the single SVM.
We also explore the use of SVM models trained on data from distinct sensors for visualizing

the locations of detected erosion events in the structure.
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CHAPTER 1
INTRODUCTION AND MOTIVATION

Our study explores machine learning techniques for the continuous monitoring of earthen
structures using passive seismic data. Earth dams and levees (EDLs) are structures built
of clay, dirt, sand, and rock designed primarily to control flooding and provide water for
irrigation. Since these earthen structures, by design, retain water, they naturally undergo
weathering and erosion processes. Erosion inside the structure is internal erosion and comes
in different forms with varying severity (see Chapter 2.2 for a detailed discussion). We
utilize passive seismic data collected from multiple sensors installed along earthen structures
to detect these internal erosion events.

Previous work has demonstrated the value of employing machine learning systems for
monitoring EDLs; however, these studies have only utilized the passive seismic data from
one sensor installed in the structure rather than all the data available from the grid of sensors
[1-3]. Machine learning methods are typically most successful in data rich environments [4],
so we intuitively expect that providing more data to our machine learning models will yield
more reliable, consistent, and useful results.

A real world example that motivates our study to design health monitoring systems for
EDLs is the bursting of the Algodoes Dam in northeast Brazil. This dam failed just weeks
after the state engineer assured the public the dam was safe. A 50 meter (164 feet) wide
hole opened in the dam, and the resulting flood, depicted in Figure 1.1, submerged the city
of Cocal da Estagdo under approximately 20 meters (66 feet) of water. This catastrophe
displaced 30,000 residents, destroyed homes, and drowned at least six people [5].

Continuous monitoring systems, like those discussed in our study, augment the current
method of monitoring EDL structures, i.e., where an expert does periodic visual inspections.

With human experts, there is no guarantee that the inspection will detect internal erosion



Figure 1.1: Homes washed away in the aftermath of the failure of the Algodoes dam in Cocal
da Estacao, Brazil. Figure from [5].

soon enough to take appropriate action. Thus, a continuous monitoring system is necessary
to detect internal erosion as soon as possible, allowing time to take corrective action and
possibly execute evacuation plans.

A second real world example of an earthen structure failing, after an expert inspection
deemed the structure healthy, is the disastrous coal fly ash slurry spill at the Tennessee
Valley Authority (TVA) Kingston Fossil Plant in 2008. The failure of an earthen retaining
wall released approximately 4.1 million cubic meters (about 1 billion gallons) of coal fly ash
slurry which covered homes and the surrounding area as shown in Figure 1.2. Environmental
studies completed in the aftermath of the spill found that high levels of mercury and other
metals in the nearby Emory and Clinch Rivers posed long-term threats for the ecological
systems [6]. The day before failure, a regular inspection found no signs of erosion although
the root cause analysis attributed the failure, in part, to seepage erosion [7].

These examples illustrate that failures of earthen retaining structures can have disas-
trous consequences, and expert visual inspections do not always catch potential problems.
Automatic monitoring systems strive to mitigate the results of disasters by providing early
warnings of potential problems. We study approaches to implementing such monitoring

systems. Our specific research question is whether utilizing data from multiple geophone



Figure 1.2: Satellite images of TVA Kingston plant and surrounding area before (left) and
after (right) the failure of an earthen retaining wall. The rectangle overlaid on each image
outlines the retaining wall which failed. Figure adapted from [8].

sensors will improve performance of anomaly detection systems.



CHAPTER 2
BACKGROUND

We begin with an overview of machine learning and anomaly detection. We then present
the ensemble methods in machine learning which we use in Chapter 4 to combine data from
multiple sensors for our particular problem. This chapter concludes with a discussion on the
different types of internal erosion events that exist, as well as related work that has studied

detecting erosion events in EDLs.
2.1 Machine Learning

Machine learning methods aim to improve the performance of computing systems auto-
matically through experience, where experience is most typically data [9]. As outlined by
Tom Mitchell, the components of a well-defined machine learning problem include the task,
performance measure, and experience for the learner. Our study aims to apply learning

methods to the following machine learning problem:

Task, T' Decide whether the state of an earthen structure, like an EDL, is normal for a
particular period of time. If possible, identify the location of the abnormal state in the

structure.

Performance Measure, P Use F} scores to compare performance of learners as is common

in classification problems. Figure 2.1 presents the confusion matrix and the acronyms
used in Table 2.1 to define all performance metrics discussed in our study. In practice,
it may be wise to use an Fj score to account for self-healing events and the larger cost
of erosion events going undetected compared to false alarms. In other words, if we use

Fj instead of F} for performance evaluation, then 5 needs to favor recall over precision

(e.g., B>1).



Experience, I The experience for our learners is passive seismic data collected from a

network of geophones. Geophones are sensors that measure ground displacement using
voltage readings. These voltage readings are proportional to the velocity of elastic
waves propagating through the subsurface of the earth [10]. Typically, we have more
reliable labels and more observations of normal events than anomalies. In other words,
we have more examples of dams in safe operation than examples of dams failing or

dams with confirmed internal erosion events.

Confusion Matrix

Predicted Label

Positive Negative

True Positive | False Negative

(TP) (FN)
Positive
Detected Erosion| Erosion Event
g Event Correctly Missed
i
) False Positive | True Negative
= (FP) (TN)
Negative False Alarm Detected Safe
No Erosion Operation
Event Correctly

Figure 2.1: The confusion matrix for our anomaly detection problem. A positive label (1)
denotes an EDL undergoing internal erosion events while a negative label (0) represents an
EDL in safe operation. Ground truth data determines the true labels for observations; we
note that ground truth data is not always available. Predicted labels are the outputs from
our machine learning models. Correct predictions are those where true and predicted labels
match.

Machine learning methods, or models, improve through experience by “learning” param-
eters of functions f(z) to map training examples, or feature vectors, = to some target output
y. We learn f(x) by extracting patterns from a large matrix, X, of training examples. Then,
we evaluate the “fitness” of the learned hypothesis function by comparing the predictions

for test examples with true labels (as shown in Figure 2.1). The y target can be either a



Table 2.1: Possible performance measures for classification problems. Each metric, restricted
on the range [0, 1], becomes more optimal as its value approaches 1. The confusion matrix
in Figure 2.1 defines the TP, TN, FP, and FN acronyms.

Performance
Measure

Description

Accuracy

Precision

Recall

F} score

Fg score

Percentage of correctly classified observations; accuracy is not a good perfor-
mance metric for imbalanced data sets, because learning to always predict one
. o TP+TN

label could improperly result in high accuracy. +p—Fto—

Measures the correctness of our positive predictions [11]. In other words, how

often there actually was an anomalous event when we predicted an anomalous
TP

event. TP+FP

Measures the fraction of positive observations predicted as positive [11]. In

other words, how many of the total anomalous events did we successfully

TP

detect. TP+FN

The harmonic mean of precision and recall. Fj score combines the metrics of

precision and recall into a single metric.

The weighted mean of precision and recall, which is similar to F} score except

the § parameter allows for weighting precision and recall in the combined F

score. As 3 increases, Fjs favors recall. As 3 decreases, Fj favors precision.

continuous or discrete response variable. In the continuous case, we call the machine learn-
ing methods “regression models”; on the other hand, methods that learn discrete responses
are called “classification models.” In our study, we apply classification models to predict
discrete class labels (normal or anomaly) and draw knowledge from the subfield of anomaly
detection (discussed in Chapter 2.1.1).

We use machine learning methods in our study to extract the normal patterns from
experience E so we can perform task T'. In other words, we seek to learn general functions
that can map passive seismic data readings to labels of normal or anomaly. By doing so, we
“teach” continuous monitoring systems what to consider normal. Then, as the systems detect
anomalous observations, we can raise alarms for expert analysts. An automatic detection
system can assist human experts tasked with conducting regular inspections of the EDLs by

directing their focus to the most urgent problems.



2.1.1 Anomaly Detection

Anomaly detection is a commonly studied application of machine learning where the goal
is to learn what characterizes normal events in a system so we can discern what is not normal
behavior for the system. Our particular application of anomaly detection is for identifying
abnormal events in passive seismic data from a grid of geophones on the surface of an EDL.
Other, arguably more common, applications of anomaly detection include fraud detection,
in both insurance and finance realms, as well as intrusion detection in cybersecurity [12]. A
variety of strategies exist for anomaly detection, and each makes its own unique assumptions
about the underlying problem and data set. Chandola et. al. describe these strategies and
assumptions in detail [12]. For reference, the assumptions made by some of the methods

used in related EDL anomaly detection work are included next.

Classification-Based The normal and anomalous classes are separable in the given feature
space. In machine learning, a feature space is simply the mathematical space defined by
the measured characteristics of observations. Our particular feature space is described

in Chapter 3.1.

Nearest Neighbor-Based Dense neighborhoods of observations form the normal classes

while anomalies are the observations far from their closest neighbors.

Clustering-Based Normal observations occur in clusters while anomalies do not belong to
any cluster. The distinction between nearest neighbor and clustering methods is that
nearest neighbor compares an observation and its closest neighboring observations

whereas clustering compares an observation and its closest cluster center.

Statistical-Based In stochastic models, normal observations are those that are more prob-

able to occur in the models.

Supervised, unsupervised, and semi-supervised algorithms exist for anomaly detection,

similar to the algorithms available for traditional classification problems (e.g., spam detec-



tion). The type of algorithm to use depends on the number of ground truth labels available
for the data set. Anomaly detection problems typically differ from other classification prob-

lems in one or both of the following ways:

e Examples of anomalies are more rare than examples of the normal class, because
anomalies are inherently less frequent. Thus, data sets for anomaly detection problems

are highly imbalanced.

e Obtaining accurate labels, especially for the anomalous class, can be challenging or
prohibitively expensive. Thus, data sets may not represent all cases of abnormal ob-

servations.

Anomaly detection techniques lend themselves to our research problem since our data sets
exhibit a class imbalance and we do not have examples of all possible erosion events in EDLs
[3]. We experiment with supervised anomaly detection using the data from a laboratory
earth embankment described in Chapter 3.1. We first investigate a supervised approach
to evaluate the performance of the models developed. Specifically, we experiment with
classical ensemble methods (presented in Chapter 2.1.2) for supervised anomaly detection.
Additionally, we investigate the development of an anomaly detection strategy that combines
multiple supervised or semi-supervised models to provide visualizations on the location of

an internal erosion event in an EDL.
2.1.2 Ensemble Methods

In machine learning, ensembles seek to improve the overall performance of predictive mod-
els by combining the predictions of multiple base classifiers (e.g., artificial neural networks,
logistic regression, decision trees, support vector machines). To understand the intuition
behind ensemble methods, consider a college admissions committee faced with accepting or
rejecting applications. Each member of the committee is making a decision about acceptance
based on the same information, but the decision process for each committee member (e.g.,

base classifier) differs slightly. In general, we expect the committee to make better decisions



as a group than as individuals. In the same way, machine learning ensembles bring together
slightly different models to collaborate for an overall better result.

In short, we build ensembles in two stages. First, we train diverse learning models
individually, then we combine their predictions [13]. By doing this, it becomes possible to
achieve better performance on our learning task; however, there is always a danger of creating
models that are too complex, or overfit! the data. Ensemble methods create more complex
models in order to reduce bias, variance, or both and usually provide better generalization
to out-of-sample data [13].

The classic ensemble techniques in machine learning literature are Bagging, Boosting, and
Random Forest [13]. All three types of ensembles belong to a class called importance sampling
learning ensembles, which is a class first outlined by Friedman and Popescu [15]. The idea
is that we can sample the training sets in ways that provide more useful information to our
learners. Then, these diverse learners cooperate to generalize well on the original problem
[15].

Bagging (bootstrap aggregating) is an importance sampling ensemble with a simple
sampling technique. Bagging uses bootstrap replicates of the original training set for training
each of the base classifiers in the ensemble, where a bootstrap replicate is simply a random
sample drawn with replacement. Bagging is typically most useful with unstable learning
algorithms that learn dramatically different hypotheses when trained with minor changes to
the training set. Bagging reduces variance problems in base classifiers with little impact on
bias [13, 16].

Boosting, specifically Adaptive Boosting (AdaBoost), uses a different sampling strategy
for enforcing diversity into the training sets for each base classifier. In an iterative training

process, weights associated with each of the observations in the training set update according

LOverfitting occurs when a model learns the noise or unique characteristics of the training set so closely
that it does not generalize. In other words, overfit models perform well on training sets but not on new
observations. The converse of an overfit model is an underfit model which does not perform well on the
training set [14]. To balance the trade-off of overfitting and underfitting, machine learning, in practice,
adopts the philosophy of Occam’s razor that promotes the virtue of simplicity [4]. A simple hypothesis that
performs comparably to a more complex hypothesis is preferable.



to the current level of error the particular observation is causing in the ensemble. A higher
weight implies that the example is more likely sampled for the next training set, which helps
ensure each additional base classifier focuses on correctly classifying the examples that the
rest of the ensemble predicts most erroneously [17]. The iterative training process continues
until we either reach a desired error level or exceed some predefined limit of base classifiers
in the ensemble. Boosting is typically used with weak classifiers (e.g., those that perform
barely better than random) and might not be the best choice for use in noisy data sets [17].
That is, in a noisy data set, Boosting will focus on fitting the outliers rather than refining
the good hypotheses with the quality data.

Another importance sampling ensemble method is Random Forest, which does sampling
of the features of a training set rather than sampling of the observations [18]. Random
forest implementations often provide options for using bootstrap replicates, similar to Bag-
ging, when training decision trees for the Random Forest. These options allow for sampling
of both observations and features, which is possible with the RandomForestClassifier in
scikit-learn [19]. One other difference with Random Forests, when compared to Bagging
and Boosting, is the fact that Random Forests are not meta-learners. That is, Random
Forests always use decision trees as their base classifiers. Random Forests often exhibit com-
parable performance to AdaBoost and other Boosting methods; however, Random Forests
are typically more robust to noisy data sets [18].

Some ensemble techniques focus directly on inducing diversity in the base classifier de-
cisions. For instance, the DECORATE ensemble technique induces diversity by adding
artificial data to training sets with labels that oppose the current ensemble’s predictions
[20], as diversity is fundamental to the success of ensemble techniques. Imagine an ensemble
with no diversity in the hypotheses learned by the base classifiers composing the ensem-
ble. In this case, we have not improved our performance but have incurred the overhead
of training, storing, and asking for new predictions from redundant copies of the model.

This contrived example demonstrates the importance of diversity among base classifiers in

10



ensemble methods.

Chapter 3 presents initial results that show models trained on the data from different
sensors in a laboratory experiment learn diverse hypotheses. We investigate the classic
importance sampling ensemble methods (Bagging, Boosting, and Random Forest) with the
expectation that they will improve performance of current continuous monitoring systems.
We also investigate an approach for using passive seismic data from multiple sensors to locate

erosion events in EDLs by training distinct models for each sensor.

2.2 Internal Erosion Events

Figure 2.2 shows there are a variety of different erosion/failure events that can impact
the health of an EDL. According to a 2011 study of dam failures in the United States,
the most common failure types are overtopping (B), foundation seepage (typically caused
by E, I, or J), and piping (G). The study estimated that 34% of dam failures were due to
overtopping, 30% due to foundation seepage, 20% due to piping, and 10% due to “problems
with conduits and valves” [21]. The study attributed a small percentage of the failures to
disasters such as earthquakes, extreme storms, and sabotage. The continuous monitoring
systems resulting from our study are not capable of providing timely warnings for all types
of failures. However, the majority of dam failures are due to internal erosion events that
could be detected before total dam failure, perhaps providing warning of dam failure in at
least 50-70% of cases.

An erosion event in an EDL can take on different forms and it is difficult and costly to
measure real instances of each different failure type. Therefore, detecting erosion events is an
exemplar anomaly detection problem. Regardless of the form of erosion inducing abnormal
examples in the data set, erosion induced anomalies are of interest to analysts [12]. Some
anomalies can be noise, which are abnormal examples that are not of interest to the analyst
studying the EDL. Sources of noise in our data sets could be cars and large trucks on nearby
roads or perhaps birds landing on the tops of sensors. Noise removal techniques often improve

results when used prior to anomaly detection [12].

11
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Figure 2.2: Classifications of dam failures, figure reproduced from [22]. We have outlined
the three forms of erosion observed in the laboratory experiment described in Chapter 3.1.
The experiment observed significant piping (G) and sliding of the inner slope (C) with some
sliding of the outer slope (E).

An interesting complication to the problem of anomaly detection of internal erosion events
in EDLs follows: sometimes the internal erosion events undergo “self-healing.” For instance,
a pipe event heals itself through a collapse or clogging of the pipe [23]. This implies that
false positives will occur naturally. That is, our detection method may raise an alarm about
an internal erosion event in a structure only to have the erosion heal before a more detailed
inspection occurs. We prefer to raise false alarms than fail to detect erosion events that
develop into larger problems. In short, we prefer to have more false positives than false

negatives.
2.3 Related Work

Previous studies have shown the usefulness of anomaly detection methods for monitoring
EDLs. Our study builds upon previous work at the Colorado School of Mines that applied

machine learning techniques to the data from a single sensor in experimental data sets. First,

12



researchers applied clustering techniques for an unsupervised learning approach to anomaly
detection in EDLs using passive seismic data [1]. Four of the five clustering techniques used
in the study demonstrated a separation of the two event types (normal and anomalous).
The best performing clustering technique, Hierarchical Clustering, identified clusters with a
maximum purity of 83.8%. That is, approximately 83.8% of the data points were associated
with the correct cluster.

Follow-up studies using passive seismic data trained support vector machines (SVMs) in
both supervised and semi-supervised modes [2, 3]. The supervised SVM approach treats the
problem as a two-class classification: the SVM trains with data labeled for both categories
(i.e., “normal” or “anomalous”). The semi-supervised SVM approach treats the problem
as a one-class anomaly detection problem [24]: the SVM trains only with data labeled as
“normal” and seeks to find some surface that bounds the group of normal observations. Any
new observation not inside the surface is then deemed an anomalous event [3]. Again, the
results demonstrated a separation of the two event types, though room exists for improving
the performance metrics of the learning algorithms. The two-class SVM resulted in an
accuracy score of approximately 97% while the one-class SVM was only able to achieve
approximately 83% accuracy. After adding Haar wavelet transformations to reduce noise,
the one-class SVM’s accuracy improved to 91% [2]. The study concludes that, while the
two-class SVM’s performance is better than the one-class SVM on the experimental data
set, the one-class SVM is more suitable for the real world problem of anomaly detection in
EDLs due to the large imbalance of our data sets.

Studies at the Colorado School of Mines have also explored the use of a more statistical
approach, using a multivariate Gaussian strategy for anomaly detection in passive seismic
data from EDLs [25]. The multivariate Gaussian (MVG) approach fits a Gaussian dis-
tribution to a training set assumed to solely consist of normal data.? Then, we compute a

probability that a new observation belongs to the fitted Gaussian distribution. By threshold-

2It is possible for anomalous observations to leak into the training set for an MVG. For example, a ground
truth label could be incorrect.
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ing the probability, the MVG predicts a class label as normal or anomalous. This approach
achieved 97% accuracy in correctly labeling experimental observations. This study, however,
only considered the data from a single sensor deemed best for experimentation despite there
being more data to use. In the real application of a continuous monitoring system, we won’t
know which one sensor is best to rely on for detecting anomalies, e.g. we won’t know which
sensor is closest to the anomaly. Our study attempts to ameliorate this problem.

Other institutions have also studied anomaly detection for structural health monitoring
of EDLs. At the University of Amsterdam, researchers installed sensors in earth levees to
measure properties of the levee in real time as part of the UrbanFlood project seeking to
bring scalable, continuous monitoring systems to Europe’s flood defense infrastructure [26].
Properties measured included pore water pressure, temperature, and inclination. With a
one-sided classification approach, the researchers were able to detect anomalous events in
their experimental levees; however, their approach requires installing sensor systems inside
the EDL structure [27]. Our sensor systems (a grid of geophones placed on top of the existing
structure) retain the integrity of the EDL. Furthermore, our sensor networks consist only of
geophones whereas their studies relied on different types of sensors used to train disparate
learning models.

Researchers at Mississippi State University employed a support vector machine model to
detect anomalous events (e.g., “levee slides”) along the Mississippi river with remote sensing
techniques. Specifically, they used data from the NASA JPL Uninhabited Aerial Vehicle
Synthetic Aperture Radar (UAVSAR) and were able to learn hypotheses with accuracies
ranging from 93-95% [28]. The benefit of using remote sensing techniques is that they are
non-intrusive; however, sensors installed on (or in) the physical structures typically provide
more accurate and reliable measurements [27]. Furthermore, a network of geophones is
cheaper for a continuous monitoring system since the UAVSAR costs upwards of $2,500 per
flight hour and requires submission of flight plans to JPL in advance of the flight [29]. As a

comparison, the sensors used in our experiment cost around $150 each [30]. The geophones

14



also monitor continuously with a much lower cost per hour. The remote sensing techniques
provided visualizations to locate the sliding slopes of levees (Figure 2.2 shows sliding erosion
events). We seek to accomplish a similar goal with more readily available and cheaper

geophone sensors.
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CHAPTER 3
USBR PIPING DATA SET AND INITIAL EXPERIMENT

This chapter describes the data set studied along with an initial experiment to demon-
strate the diversity of decision functions learned using data from different sensors installed in
a laboratory EDL. The main data set considered in this work comes from the United States
Bureau of Reclamation, where an experiment in 2015 recorded passive seismic data from a
small scale earthen levee. In the experiment, researchers removed a piece of rebar built into
the structure after the head of the reservoir was steady. This experiment sought to better
understand piping events (shown in Figure 3.1) as they were responsible for approximately
20% of EDL failures in 2011 in the United States [21]. In addition to inducing a direct
piping event, the study recorded seepage and crack events that occurred after the piping
began; Figure 3.2 depicts the progression of the piping event observed which reflects the

understanding of piping shown in Figure 3.1.

Pipe Initiation

.

—%— Reservoir Head

Pipe Progression

Figure 3.1: Progression of piping erosion in an EDL. After the pipe initiates, concentrated
water flow through the pipe continues the erosion, which can progress to structure failure.
Figure adapted from [31].
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Figure 3.2: Photographs depicting the progression of the piping event observed in the USBR
piping experiment. (a) shows the structure before the experiment began with the overlaid
line denoting the location of the rebar; (b) shows the structure soon after removing the rebar
to induce the piping event; (c¢) shows the pipe growing as water flows through the structure;
(d) shows the end of the experiment. Despite the massive erosion visible by the end of the
experiment, the structure was not brought to complete failure during the experiment because
the downstream reservoir filled.

3.1 USBR Piping Data Set

We chose this data set since we can identify the location of the erosion events in the
structure. Thus, this data set can validate spatial visualizations of the anomalies detected.
Other available passive seismic EDL data sets have less quality field notes on the location
of erosion events. The future work section, Chapter 6, describes these other data sets.
Figure 3.3 presents the locations of each sensor in the experiment; the figure also shows that
the rebar used to induce the piping event was closest to sensors 1, 11, 12, and 23.

The passive seismic data collected from this experiment is of a continuous, time-series

nature. Machine learning models, however, typically require discrete observations of some
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Figure 3.3: Location of 23 wired geophones installed on the front levee slope in the USBR
June 2015 piping experiment (left: photo of the experiment with wired geophone locations
circled; right: diagram with dimension labels in feet). A piece of rebar was originally built
into the structure below wired geophone number 11 and then removed to induce a piping
event followed by other erosion events (e.g., sliding and seeping).

feature space. Therefore, we discretize our passive seismic data by binning the data into 3
second time windows, or frames, and extract features from each of those 3 second frames
using the open source MIRToolbox in MATLAB [32]. We leverage previous work and use 3
second frame lengths throughout our study [3]. Fisher et al. found that frame sizes of 1,
2, 3, 5, and 10 seconds all yielded similar results when used for training support vector
machine classifiers [3]. The work of M. Rubin influenced the features chosen for our study;
he determined that features common in audio signal processing suffice as a summary of the
spectral frames [30]. An example of a spectral feature extracted is zerocross, which measures
the number of times the signal changes sign in the 3 second frame. Table 3.1 lists all features
extracted from each frame of the raw passive seismic data.

Similar to Fisher et. al. [2, 25], we apply level three Haar wavelet transforms to the
raw passive seismic data prior to frame decomposition and feature extraction. Haar wavelet
transforms reduce noise in our data set by decomposing the signal into discrete wavelet
coefficients, eliminating those coefficients that fall below a certain level, and then applying

the inverse transform to return our signal to its original domain. Thus, Haar wavelets can
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improve our system’s ability to discern anomalous data (erosion events) from noisy data

[2, 25].

Table 3.1: Features extracted from windowed passive seismic data, with descriptions adapted

from [3, 32, 33].

Feature Description

Zerocross The rate at which the sign of the signal changes, or crosses the zero
axis. Provides a temporal indication of the noisiness of the signal.

Spread The standard deviation of the signal, also called the second central mo-
ment, which provides a statistical description of “brightness” in audio
signals.

RMS Energy Measures the energy of the signal; the root mean square of the ampli-
tude.

Rolloff The frequency limit which contains 85% of the total signal: estimates
the amount of high frequency energy in the signal.

Flatness An indication of the smoothness (or spiky-ness) of the distribution; a
ratio of geometric and arithmetic means.

Kurtosis Called the fourth standardized moment; a statistical descriptor of the
signal distribution that can indicate peaks in the data.

Irregularity Measures the degree of variation of successive peaks in the spectrum of

Coefficient of Skewness

a signal.

Skewness is the third central moment in signal processing and measures
the symmetry of the signal distribution. The coefficient of skewness is
simply skewness divided by standard deviation cubed. A symmetrical
distribution will have a coefficient of skewness of zero.

Class labels for both the normal and anomalous data observations originate from the lab

notes, pictures, and other data collected during the experiment: geophysicists that attended

the USBR piping experiment verified the ground truth labels. The anomalous events labeled

include sloughing (sliding of both outer and inner slope) and foundation seepage after the

piping event in the test structure began. These labels allow us to train supervised learning

models on the observations extracted from the original signal.

For our initial experiment, we used the same set of training and test labels for each of the

n classifiers. There may be an advantage to uniquely crafting a set of observation labels for

each of the sensors discussed in Chapter 5. We ask - is it logical to label data from sensors

far from the erosion event as anomalous? On one hand, there is an anomaly occurring in
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the structure that we want to detect. On the other hand, if we want to spatially locate an

anomaly, then our system likely requires more carefully crafted label sets for each sensor.
3.2 Initial Experiment

As discussed in Chapter 2.1.2, diverse predictions of base classifiers in ensembles is crucial.
We trained classifiers using data from all the geophones in the sensor network and calculated
the diversity in the predictions of the classifiers to ensure it is possible to improve the
performance of anomaly detection in passive seismic data using ensemble techniques.

We adopt and present the diversity measure used by Melville and Mooney in their pa-
per on the DECORATE ensemble algorithm [20]. Let C;(z) denote the ith classifier in
the ensemble’s prediction for observation z (0 meaning normal and 1 meaning anomalous)
and let C*(x) be the entire ensemble’s prediction for observation z. We then measure the
disagreement of a classifier with the entire ensemble, d;(x), as follows:

di(x)_{o, if Cj(z) = C*(z) 51)

1, otherwise

Using this equation, we compute the diversity metric as the probability that any of the n
classifiers disagree with the predictions of the entire group for all m observations in the test

set:

n m

L 1
Diversity = pon Z Z d;(z;) (3.2)

i=1 j=1

For our initial experiment, we train one classifier (support vector machine) on the passive
seismic data from each of the n sensors for a total of n classifiers. Then, we define the
ensemble prediction C*(z) for any observation z as

1, otherwise

That is, we take the majority label (either 0 or 1) predicted by all n classifiers to be the

prediction of the ensemble.
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In our experiment, we extracted features for 3 second frames from 2160 seconds (36
minutes) of the experiment after the piping event began. Of the resulting 720 observations
per sensor, 540 (75%) comprised the data set used for training and cross-validation® and 180
(25%) comprised the test set for evaluating our method’s generalization ability. The training
set consisted of approximately 444 (82%) normal observations and 96 (18%) anomalous
observations. The test set consisted of approximately 143 (79%) normal observations and
37 (21%) anomalous observations. We hypothesize that models trained with data from
different sensors would learn diverse decision functions demonstrating that the different
sensors present different information for classifiers to learn.

In addition to the frame decomposition and feature extraction, we scale feature values
and select a subset of features using Python’s scikit-learn framework [19]. Feature scaling,
using the StandardScaler class, ensures that each feature in the data set has a zero mean and
unit standard deviation to enforce the constraint that all features have the same magnitude.
This scaling can be beneficial to some learning algorithms, especially linear models like
kernelized support vector machines [14]. The main reasons SVMs benefit from feature scaling
are 1) features in larger ranges will not dominate those in smaller ranges and 2) inner products
computed by kernel functions can avoid numerical problems [34]. After feature scaling, we
used the SelectFromModel class to determine an optimal subset of the features for training
each support vector machine model.

Lastly, we utilized 5-fold, stratified cross-validation* to select the best kernel for each
model using the GridSearchCV class in scikit-learn. The models trained on the data

from sensors 18 and 19 found the radial basis function (RBF) provided better performance

3Cross-validation, used within our training process, can search for the optimal values for hyper-parameters of
the machine learning models without leaking test set information into the training process [14]. Specifically,
we break the training set into k folds of approximately equal size. Then, we train k& models on each
permutation of £ —1 folds for training and 1 fold for evaluation. We average the evaluation of each model to
report an overall cross-validation score and choose the hyper-parameters that maximize the cross-validation
score. Hyper-parameters are the parameters for machine learning models that are manually set rather than
automatically learned from the data. Two example hyper-parameters include the type of kernel to use for
a support vector machine and the maximum depth of a decision tree.

4Stratified cross-validation is an extension of k-fold cross-validation that ensures the folds of the training
and validation sets have similar class distributions [14].
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than a linear kernel through cross-validation. For the rest of the SVMs trained, the linear
kernel proved to be the optimal kernel based on cross-validation results. However, when we
move to the one sided (semi-supervised) classification approach, a RBF kernel is commonly
used [19] and, with the correct kernel parameters, can find a separation between classes in
any data set [24]. Table 3.2 shows the performance metrics evaluated on the test data set
for each model trained on a distinct sensor’s data. The table includes the F scores for each
model with § = 2. We chose to show results for § = 2, as § = 2 places more weight on
recall than precision. Note the Fj3 scores reported in Table 3.2 are consistently lower than
the Fy scores. This result shows why a dam operator may investigate I3 scores with 5 > 0,
to emphasize the importance of minimizing false negatives (which are more expensive errors
than false positives).

We then calculated the diversity metric (see Equation 3.2) for the collection of classifiers
based on their predictions for the test data set. The diversity metric evaluates to approxi-
mately 0.32, which means there is a 32% chance that any single classifier disagrees with the
magority vote of all classifiers for any given test observation.

This initial experiment shows that there is diversity among the decision functions (hy-
potheses) learned by models trained using the data from sensors located at different distances
from the anomalies. Thus, we may find better results in our anomaly detection system by
employing ensemble techniques to exploit this diversity. Furthermore, these results suggest
that we cannot confidently rely on the predictions from a learner that is only using data

from a single sensor in the structure.
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Table 3.2: Performance metrics for each support vector machine trained using a different
sensor’s passive seismic data. The best result in each column is in bold. The worst value in
each column is underlined. Sensor 11 was one of the closest sensors to the erosion events in
the experiment, which helps explain why model 11 demonstrated best performance in 4 of
the 5 reported metrics. The metrics reported for model 11 in our experiment are all within
5% of the metrics for the similar two class SVM research reported by Fisher et. al. [2].
The models trained for sensor numbers 15 and 20 exhibited the worst performance when,
by intuition, we expected models trained on data farthest from the rebar (numbers 6, 17,
and 18) to perform the worst. We plan to investigate this surprising result further in future
work.

Model Trained on | Accuracy | Precision | Recall | F} Fs (B =2)
Data from
Sensor Number
1 0.950 0.912 0.838 | 0.873 0.852
2 0.950 0.938 0.811 | 0.870 0.833
3 0.961 0.941 0.865 | 0.901 0.879
4 0.972 1.000 0.865 | 0.928 0.889
5 0.956 0.968 0.811 | 0.882 0.838
6 0.928 0.900 0.730 | 0.806 0.758
7| 0917 0.893 0.676 | 0.769 0.710
8 0.944 0.966 0.757 | 0.848 0.791
9 0.944 0.935 0.784 | 0.853 0.810
10 0.944 0.909 0.811 | 0.857 0.829
11 0.972 0.971 0.892 | 0.930 0.907
12 0.961 0.969 0.838 | 0.899 0.861
13 0.950 0.938 0.811 | 0.870 0.833
14| 0.939 0.933 0.757 | 0.836 0.787
15| 0.861 0.875 0.378 | 0.528 0.427
16 0.950 0.938 0.811 | 0.870 0.833
17| 0917 0.867 0.703 | 0.776 0.730
18 0.939 0.906 0.784 | 0.841 0.806
19 0.917 0.867 0.703 | 0.776 0.730
20 0.872 0.750 0.568 | 0.646 0.597
21 0.944 0.966 0.757 | 0.848 0.791
22 0.889 0.774 0.649 | 0.706 0.670
23 0.961 0.941 0.865 | 0.901 0.879
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CHAPTER 4
COMBINING SENSOR DATA USING CLASSICAL ENSEMBLES

The question our study aims to answer is how to combine the passive seismic data streams
from each of the n sensors (geophones) in the network for best performance on the learning

task. We explore two options.

Option 1) Use all n data streams to train one classification ensemble. Option 1 allows
us to use existing ensemble methods such as Bagging, Boosting, and Random

Forest.

Option 2) Use the data from each sensor to train a classifier for that sensor, resulting
in n distinct classifiers. Option 2 could produce informative visualizations
on the location of anomalies. That is, Option 2 might provide a map of
sensor predictions that denotes the likelihood an anomaly is happening near

a particular sensor.

In this chapter, we explore Option 1 and present the results of combining the data from
all sensors for creating one ensemble; Chapter 5 then explores Option 2. Option 1, depicted
in Figure 4.1, relies on sampling strategies for creating diversity in the base classifiers consti-
tuting the ensemble. We expect this approach will have improved performance over Option
2 since this approach uses all available data; however, Option 2 might locate anomalies
(Chapter 5).

The ensemble will consist of multiple base classification models. For instance, although
there are often hundreds or thousands of decision trees in a Random Forest, we treat the
group of classifiers as one single model, the ensemble, and obtain one prediction for each

observation.
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Figure 4.1: Diagram showing how one single ensemble trains using the data from n sensors
(Option 1). Using this approach, we seek to improve upon the results of previous work that
considered the data from only one sensor. Furthermore, this option provides one prediction
about the state of the levee as compared to Option 2, which gives us the same number of
predictions as sensors in the network.

4.1 Experimental Setup

To empirically evaluate the performance of ensemble methods in our EDL application,
we used three classes available in the scikit-learn framework - BaggingClassifier,
AdaBoostClassifier, and RandomForestClassifier. As discussed in Chapter 2.1.2, Ran-
dom Forest classifiers can only use decision trees as base classifiers. Bagging, however, can
use any classification algorithm and AdaBoost only requires that the base classifier can
output a probability class label.’® We experimented with multiple base classifiers for the
BaggingClassifier and AdaBoostClassifier: the DecisionTreeClassifier, Gaussian-
NB,° LogisticRegression, and SVC” classifiers in scikit-learn.

We used the passive seismic data from all 23 sensors and class labels from the USBR pip-
ing experiment described in Chapter 3.1 for training the supervised learning ensembles. We

again used level three Haar wavelet transforms to reduce noise in the passive seismic data be-

°A probability class label is the probability, in the range [0, 1], that an observation belongs to a certain class
label. This differs from predicted class labels which are discrete values (e.g., 0 or 1) and not probabilities.

6The GaussianNB class implements a Naive Bayes method that approaches classification using conditional
probability as defined by Bayes’ Theorem; the GaussianNB assumes that all features are independent and
of Gaussian distributions [19].

"The SVC class implements a two-class support vector machine with a radial basis function (RBF) kernel by
default.
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fore binning the data into three second windows and extracting eight features (see Table 3.1).
This process yielded 720 observations with 184 features describing each observation.

When using the SVC class as the base classifier for the Boosting and Bagging ensembles, we
employed the same feature scaling pre-processing step used for the support vector machines
described in Chapter 3.2 to ensure the values for each feature were of the same magnitude.
Unlike the process described in 3.2, we did not select an optimal subset of features as a pre-
processing step; instead the ensemble methods choose feature subsets for their base classifiers
to induce diversity. The feature scaling was only performed when using the support vector
machines as base classifiers. The other classifiers used with the ensembles do not require
feature scaling because they are not as sensitive to variability in the ranges of features used

as input.
4.2 Results and Discussion

In training the ensemble classifiers, we employed stratified 5-fold, cross-validation to
tune the hyper-parameters of each classifier using the GridSearchCV class in scikit-learn.
For all ensembles, we searched for the best number of base classifiers among the values 10,
25, 50, 100, 250, and 500. Other parameter settings searched during the cross-validation
step depended on the type of ensemble. Chapters 4.2.1 through 4.2.3 discuss the results of
cross-validation to find the hyper-parameter settings expected to generalize well with unseen
data. Chapter 4.2.4 discusses the performance metrics of each ensemble evaluated on the

observations in the test set.
4.2.1 Bagging Ensembles

For the BaggingClassifier ensembles, we used cross-validation to select the variation
of Bagging to use for our task. The scikit-learn implementation takes boolean arguments
for whether to sample observations in the training set with or without replacement (e.g.,
Bagging [16] or Pasting [35]) and whether to sample subsets of the features (e.g., Random

Subspaces [36]) or whether to sample subsets of both features and observations (e.g., Random
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Patches [37]).

For each variation of Bagging, we also searched for the optimal maximum fraction of
samples and features considered when drawn with replacement from among the values 0.25,
0.5, 0.75, 1.0 to see whether the ensemble performed better when the base classifiers were
provided more or less information. Table 4.1 shows the results of grid search cross-validation
to find good hyper-parameters for the Bagging ensembles using the decision tree (DT),
Gaussian naive Bayes (GNB), logistic regression (LR), and support vector machine (SVM)

base classifiers.

Table 4.1: Hyper-parameter values selected through grid search cross-validation using
GridSearchCV class for the BaggingClassifier and F} score as the cross-validation metric.

Bootstrap Fraction per Training Set
Base Classifier | # of Classifiers | Observations | Features | Samples Features
DT 500 True True 1.0 0.75
GNB 500 True True 0.75 0.25
LR 250 False True - 0.5
SVM 25 False True - 0.25

From Table 4.1, we see that DT and GNB based ensembles performed better in cross
validation with more classifiers that bootstrap observations and features. LR and SVM
ensembles, on the other hand, performed better with only bootstrapping features. The
SVM based ensemble also only used 25 classifiers, the second lowest value searched with
GridSearchCV.® Using fewer classifiers and opting not to resample observations suggests the
SVMs are hungry for more observations to increase variability in the models when com-
pared to the other base classifiers. Furthermore, the SVM, LR, and GNB based ensembles
performed best when considering a smaller fraction of the available features for each ob-
servation. This result matches our expectations because the SVM, LR, and GNB models

are linear models, which are more subject to the curse of dimensionality? than tree based

8Recall that we searched among the values 10, 25, 50, 100, 250, and 500 for the optimal number of base
classifiers in the ensemble.

9In machine learning, the curse of dimensionality is as follows: With fixed number of observations, increasing
the number of features can make the learning task more difficult.
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ensembles.
4.2.2 Boosting Ensembles

For the AdaBoost ensembles, we varied the learning rate to be 0.1, 0.25, 0.5, 0.75, or 1.
Learning rate is a coefficient controlling the contribution of each new classifier to the entire
ensemble: a lower learning rate implies a base classifier added to the ensemble later in the
fitting process has less impact than an earlier base classifier on the ensemble’s predictions.

Table 4.2 shows the hyper-parameter values selected for the AdaBoost ensembles.

Table 4.2: Hyper-parameter values selected through grid search cross-validation using the
GridSearchCV class with the AdaBoostClassifier as the base classifier and F} score as the
cross-validation metric.

Base Classifier | # of Classifiers | Learning Rate
DT 10 0.1
GNB 25 0.1
LR 10 1
SVM 25 0.5

Regardless of the base classifier used, the best number of classifiers found through cross-
validation was either 10 or 25, which are small ensembles when compared to the best number
of classifiers found for the DT, GNB, and LR Bagging ensembles. This result implies that
AdaBoost performs worse as more classifiers join the ensemble, which suggests AdaBoost
suffers from focusing each new classifier on the examples most difficult to predict in our data
set (e.g., the anomalies) rather than tightly fitting the normal data. Similarly, the decision
tree and Gaussian Naive Bayes based AdaBoost ensembles found low learning rates perform
better, which supports the claim that adding more classifiers to a Boosting ensemble will

not improve performance on our learning task.
4.2.3 Random Forest Ensembles
For the Random Forest ensembles, we determined whether the Gini impurity criterion or

entropy information gain was the appropriate measure for quality of splits at a single node in
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the decision trees via cross-validation. The quality of splits is used in the fitting process for
determining the best feature to use in partitioning the data set into the appropriate classes;
a feature with a higher quality split will more clearly divide the classes of observations. The
Gini criterion, contrary to entropy gain, assumes the attributes of the data set are continuous
and not categorical [38]. Also, in the cross-validation search for optimal parameters, we
determined whether to bootstrap training observations, as in Bagging. Lastly, to force
diversity in the decision functions learned by each tree, we varied the maximum number of
features considered for every split in each decision tree to be the total number, the square
root, or the base 2 logarithm of the number of features.

The cross-validation search for optimal hyper-parameters for the Random Forest ensem-
bles did not yield consistent results for different random seeds. The differences in cross-
validation metrics were of the same magnitude as their standard deviations for the hyper-
parameter configurations searched. Thus, the hyper-parameters reported here may not be
optimal. Unlike Bagging and Boosting, we observed that different hyper-parameter config-
urations for the Random Forest ensembles performed similarly on both the cross-validation
and test sets.

Because the hyper-parameter configurations searched performed similarly, we only report
the performance of a Random Forest consisting of 25 decision trees. The trees do not boot-
strap observations, unlike Bagging Decision Trees, and only consider log, of the total number
of features. We did find that the Gini criterion was better than the entropy information gain
for measuring the quality of a split in training the decision trees. Since the attributes of
our data set are continuous, the fact that the Gini criterion performed better matched our
expectations.

Table 4.3 shows the resulting feature importances of the Random Forest trained using
the hyper-parameter settings specified previously. A higher importance rating implies earlier
splits in the forest’s trees use the feature, meaning the feature is responsible for directing the

final prediction of more examples. RMS energy (defined in Table 3.1) appears to be the most
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important feature extracted from each sensor; furthermore, RMS Energy from sensors 9, 10,
8, and 4 appear highest on the list. Some features, such as Zerocross, from some sensors
(e.g., 2, 11) are also comparable to the RMS Energy of other sensors (e.g., 13, 16) in terms
of importance rating; however, we believe RMS Energy strongly indicates the state of the
EDL structure due to the following intuition: a structure undergoing erosion will see highly
energetic events (e.g., the sliding of slopes or other removal of earthen materials) whereas a

healthy structure should remain relatively inert.

Table 4.3: The top twenty features used for splitting observations in decision trees of the
RandomForestClassifier.

Sensor Number Feature Importance Rating
9 RMS Energy 0.050966
10 RMS Energy 0.049973
8 RMS Energy 0.048420
4 RMS Energy 0.044419
2 RMS Energy 0.037069
12 RMS Energy 0.034084
18 RMS Energy 0.033311
bt RMS Energy 0.032119
22 RMS Energy 0.030874
11 RMS Energy 0.029086
17 Spread 0.029075
2 Zerocross rate 0.024963
13 RMS Energy 0.024489
16 RMS Energy 0.024007
11 Zerocross rate 0.022395
19 Zerocross rate 0.022070
4 Skewness 0.020701
20 Kurtosis 0.020513
1 Rolloft 0.020389
17 Rolloff 0.019644

4.2.4 Generalization Abilities of Ensembles

Table 4.4 summarizes the performance of the different ensemble algorithms trained on
passive seismic data from all 23 sensors in the USBR piping experiment. In this table, the

Bagging and AdaBoost ensembles with SVMs exhibit the best F} scores. Bagging with SVMs
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also show the best accuracy and precision of all the ensembles, while AdaBoost with SVMs
shows the best Fj (5 = 2) score. While these two SVM models show top performance in
four of the five performance metrics described in Table 2.1 (including Fj score - a key metric
of comparison in our study), Random Forest, Bagging with decision trees, and Bagging with

logistic regression all show Fj scores above 90%.

Table 4.4: Performance metrics for each ensemble trained using passive seismic data from all
23 sensors in the USBR piping experiment. The models trained using the best parameters
found for each ensemble through the grid search cross-validation process. The best result
in each column is in bold. The worst value in each column is underlined. Average and
standard deviations are reported for each model using 10 iterations of training and testing
with different partitions of the data set.

Ensemble Accuracy Precision Recall F Fs (B8 =2)

Bagging - DT | 0.976 £0.013 | 0.951 £0.043 | 0.924+0.045 | 0.936 £0.032 | 0.929 4+ 0.037
Bagging - GNB | 0.952+£0.019 | 0.8284+0.066 | 0.957 £0.043 | 0.88640.044 | 0.927 £0.036
Bagging - LR | 0.9734+0.009 | 0.951+0.033 | 0.905+0.041 | 0.927+0.025 | 0.914 £ 0.033
Bagging - SVM | 0.979 = 0.006 | 0.964 = 0.028 | 0.927 £0.036 | 0.944+£0.015 | 0.933 £0.026
AdaBoost - DT | 0.95240.025 | 0.899 £0.046 | 0.85040.078 | 0.873+0.058 | 0.859 £ 0.069
AdaBoost - GNB | 0.947 4+ 0.024 | 0.822 £0.070 | 0.962 4 0.049 | 0.870 +0.058 | 0.903 4 0.052
AdaBoost - LR | 0.962£0.013 | 0.92540.040 | 0.875£0.067 | 0.897 +0.037 | 0.883 £ 0.054
AdaBoost - SVM | 0.9724+0.007 | 0.951£0.039 | 0.941£0.035 | 0.945£0.017 | 0.943 £+ 0.024
Random Forest | 0.970 +0.011 | 0.955+0.041 | 0.888+0.059 | 0.919+0.03 | 0.899 £ 0.046

Peculiarities of the training data set would influence the results of hyper-parameter se-
lection through cross-validation for the Random Forest, which suggests the selected Random
Forest model might overfit the data [39]. Cawley and Talbot propose methods for reliev-
ing this possible over-fitting in model selection [39]. However, the hyper-parameter values
found during the model selection process can still show good generalization even when op-
timal hyper-parameters are not found [39]. Future work could explore either (1) investing
in a larger, more robust data set to use for model selection or (2) attempting to tune the
hyper-parameters further using methods in [39] with the USBR piping data set.

For the DT, GNB, and LR base classifiers, the F} scores evaluated on the test sets for
the ensembles indicate Boosting’s performance with these base classifiers is inferior to the

Bagging and Random Forest ensembles. We expected Boosting to perform worse than the
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Figure 4.2: Precision-Recall curves showing the trade off between different probability thresh-
olds for predicting positive class labels. We note that Precision-Recall curves are often con-

sidered more appropriate than the other, commonly used, Receiver Operating Characteristic
(ROC) curves when analyzing performance on learning tasks with imbalanced data sets [40].

ROC considers recall against the probability of a false alarm, whereas precision-recall curves
consider recall against the value of positive predictions.

other ensembles; as Boosting is not well suited for learning tasks where the data contains

significant outliers. As discussed in Chapter 2.1.2, the base classifiers in Boosting ensembles

will focus on fitting the outlier data while anomaly detection methods typically focus on

tightly fitting the normal data. Furthermore, we also expected the GNB base classifier to

perform poorly in each ensemble because the GNB algorithm makes a false assumption about
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Figure 4.3: Confusion matrices for all ensembles showing counts of correct and incorrect
classifications on the test set by type. Darker shading means that quadrant contained a
larger fraction of the test set; less shading in the off-diagonal, or error, quadrants of the
matrix indicates better performance.

our data set, i.e., all attributes of the data set are of independent Gaussian distributions.
Table 4.4 reflects this expectation; GNB is the worst performer, in terms of F; scores, of
the four base classifiers in both Bagging and Boosting. We experimented with Boosting to
provide a comparison for the other methods and our results reflect our expectations except

in the case of the SVM base classifier. For the SVM base classifier, the Boosting ensemble
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was able to improve recall over the Bagging SVMs at the expense of precision. This trade-off
explains the similarity in Fj scores for SVMs in Boosting and Bagging while also accounting
for the Boosting SVMs’ superior Fj (/5 = 2) score, which favors recall more than precision.

As discussed in Chapter 2, there are different costs associated with false negative and
false positive errors. A dam operator in a real deployment might prefer an increase in false
positives (false alarms) if the rate of false negatives (erosion events that go undetected) could
decrease. Figure 4.2 shows the relationship between precision and recall as the threshold for
predicting a positive label varies for the ensemble methods we evaluated. Figure 4.2 provides
insight that could help dam operators decide an appropriate threshold for alerts depending
on their operating costs. The Precision-Recall curve for a good classifier will reside in the
upper-right-hand corner [40], meaning the classifier rarely raises false alarms (high precision)
while detecting most of the anomalous events (high recall). Figure 4.2(b) shows that Boosting
with SVMs, although achieving the highest F-scores, must sacrifice high precision in order to
obtain high recall; Figure 4.2(c) shows, however, that the Random Forest and Bagging DT
ensembles do not sacrifice precision as quickly in order to obtain high recall. Thus, Random
Forest and Bagging DT ensembles should still be considered for use in real deployments
despite their F-scores not being the highest in Table 4.4.

Figure 4.3 shows the confusion matrices for the predictions of each ensemble method on
the test set. True negatives, i.e., anomalous observations predicted as normal, are the more
expensive error for our application; Figure 4.3 shows that Bagging with GNB and Boosting
with LR minimize the number of such errors. This minimization, however, comes with more
false positive errors when compared to all other methods except Boosting with GNB. A dam
operator would need to weigh this tradeoff when deciding on a model to use.

The results presented in this section demonstrate that utilizing the data from more than
one sensor in the USBR piping experiment can improve performance in terms of Fj score
on the classification task. Boosting SVMs demonstrate a 1.5% increase in F; score over the

best performing support vector machine in Table 3.2 (which used data from only one sensor).
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More importantly, Boosting SVMs demonstrate a 41.7% increase in Fj score over the worst
performer in Table 3.2. These results show that employing the data from all sensors in a
structure should improve the reliability of predictions from machine learning methods that

detect erosion events in earth dams and levees.
4.3 Analysis of Computational Resource Requirements

To understand the requirements for computational time and space resources, we mea-
sured the memory usage and user time required to fit the training set and predict class labels
for the test set for each of the ensembles reported in this chapter. We measured the time
requirements as the difference between two calls to time.time (), which returns the time in
seconds rounded to three decimals of precision. We measured the space/memory require-
ments using the memory_profiler package in Python, which reports the total memory usage
of the Python interpreter as each command executes. Computing the difference in the mem-
ory usage of the interpreter for each command allows one to understand the size of objects
throughout their life-cycle. The memory profiler also provides an API for monitoring the
memory usage of a given function call by sampling the total memory allocated to the Python
process throughout the function’s execution.

Table 4.5 presents every ensemble model’s average time and memory requirements for
both fitting the training set and predicting the labels for the test sets over 100 repetitions.
The time to make new predictions is the most important metric in the table, since we want
to provide continuous monitoring systems that can classify new data in real-time. On the
other hand, it is acceptable for a classification model to train for days (or even weeks) before
deployment in a real system. All measurements are the averages of 100 repetitions of fitting
each model and obtaining that model’s predictions for the test set. Each repetition ran on a
Linux desktop machine running Python 3.5 and MATLAB R2017b with 8 Gigabytes of RAM
and an Intel i7-2600k processor clocked at 3.4 Gigahertz.

The memory usage of the Bagging models, as measured by the memory profiler tool

with results shown in Table 4.5, is higher for the prediction process than the memory usage
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Table 4.5: The average time and memory to fit training set (of 540 observations) and to
predict class labels for the test set (of 180 observations) with 100 repetitions of each ensemble
in Python (times in seconds; memory in Megabytes).

Ensemble | Time to Fit | Time to Predict | Memory to Fit | Memory to Predict
Bagging - DT 3.933 0.348 1.004 1.031
Bagging - GNB 1.299 0.469 0.496 0.616
Bagging - LR 6.099 0.568 0.135 0.389
Bagging - SVM 0.648 0.329 5.527 0.051
AdaBoost - DT 0.203 0.077 0.0 0.0
AdaBoost - GNB 0.375 0.469 1.405 0.006
AdaBoost - LR 0.846 0.072 0.756 0.0
AdaBoost - SVM 12.797 0.537 16.518 0.0
Random Forest 0.524 0.111 0.93 0.0

for the AdaBoost and Random Forest models. This result is likely attributed to the fact that
Bagging models can run in parallel, so more memory must be allocated to keep track of the
work done in separate processes. The zero values reported for memory usage in four models
imply the memory _profiler did not detect a significant change in the memory allocated to
the Python interpreter while obtaining predictions. One can also see that the SVM models
(both Bagging and Boosting) required the most memory during the fitting process, which is
likely due to the fact that SVM models require computing the results of kernel functions for
the training sets and are generally more complex models to fit than Decision Trees, Logistic
Regression, and Gaussian Naive Bayes.

We were not able to find a tool for profiling memory usage of each MATLAB pre-processing
step in our system. However, we do know that one SEG-Y file containing 30 seconds of
raw signal for each of the 23 sensors is 1.6 Megabytes. We also observed that the size of a
file containing the eight extracted features for one sensor’s data for 10 observations is less
than 1 kilobyte. The size of the files storing the features for one sensor grows semi-linearly
with each added observation (e.g., 100 observations requires about 8 kilobytes and 1000
observations requires about 80 kilobytes). In summary, the memory requirements for our

continuous monitoring system are easily satisfied by modern computing hardware available
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to average consumers.

We also profiled the time requirements for the pre-processing portion of our machine
learning pipeline in MATLAB. This pre-processing includes loading SEG-Y'? files of the raw
signal for all 23 sensors, completing Haar Wavelet denoising for each sensor’s signal, decom-
posing each signal into 3 second frames, and extracting the eight descriptors of every frame.
Across 72 SEG-Y files, the average load time for a single file of data was approximately 0.146
seconds.!’ Furthermore, the time necessary for denoising the 30 seconds of raw data from
one sensor is approximately 0.012 seconds. Decomposing 10 frames from the denoised signal
and extracting 8 features for each of those frames requires approximately 0.615 seconds.
Thus, it requires about 0.773 seconds per sensor to complete the pre-processing (including
loading the signal, denoising the signal, frame decomposition, and feature extraction) of 10
observations.

As discussed previously, the time to fit a model does not have to satisfy any real-time
constraints whereas predictions must be made in real-time. As shown by the average time
to predict class labels for all 180 observations in the test set (see Table 4.5), these machine
learning models are capable of providing real-time, continuous monitoring of Earth dams
and levees. Recording a new SEG-Y file with 10 observations requires 30 seconds, while
the average time required to load the file, complete Haar wavelet denoising, and extract the
features for 10 three second frames from all 23 sensors is about 17.779 seconds (23 sensors x
0.773 seconds for each) in MATLAB. In summary, our systems would be able to process each

new SEG-Y file in its entirety while the next is being recorded.

0SEG-Y is a standard file format for geophysical data.
LA single file of SEG-Y data has 30 seconds of passive seismic data from all 23 sensors.
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CHAPTER 5
COMBINING SENSOR DATA WITH DISTINCT CLASSIFIERS

Option 1, explored in Chapter 4, combined the features from each sensor into the same
observation so one classifier considered the data from all the sensors. Option 2, explored in
this chapter, trains 23 different classifiers by maintaining separation of the features for each
sensor. Having one model per sensor allows us the opportunity to associate the prediction
of a model with that sensor’s location. We hypothesize that distinct models will detect
anomalies more often or with more confidence (i.e., probability predictions close to 1) for the
sensors closer to the piping anomaly. If we are able to spatially map the anomalous events
using Option 2, then we can direct human experts to investigate a particular portion of the

dam or levee that may be failing. Figure 5.1 depicts Option 2.

Prediction
Sensor 1 |> Model 1 b——m——
—I__ del Prediction
—
Sensor 2 1] | Iraining Process | p| Model 2 Srediction
Sensor 3 » Extract Features > Model 3 b——
e Train Model
_|-. —L Prediction
Sensor N Model N b———

Figure 5.1: Diagram showing how distinct models will train using the data from each sensor
(Option 2). We hypothesize that maintaining separation among the predictions of the models
will allow us to create visualizations on where an anomaly is taking place in the EDL. In this
approach, the prediction of each model represents the likelihood an anomaly is occurring
near the corresponding sensor.

To help clarify the difference between Option 1 (Chapter 4) and Option 2 (Chapter 5),
imagine you are a professor deciding whether to make a particular assignment a team project

or an individual assignment. By making the assignment a team project, you are allowing the
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students to collaborate on the task and typically would expect better work to result from the
collaboration. On the other hand, if you choose to make the assignment an individual task,
you expect to learn which students understand the material better than others and, therefore,
which students need more attention to properly learn the material. The expectations behind
these two cases correspond to Option 1 (classical ensembles) and Option 2 (distinct models)

respectively.
5.1 Distinct Supervised Support Vector Machines

In this work, we explore whether distinct machine learning models for each sensor can
provide informative visualizations of erosion in an EDL structure. We first trained super-
vised, two-class SVMs on the data from each sensor (see Chapter 3). We then plotted the
predictions of each SVM for all 180 samples in the test set using the binary class labels
output by the predict functions of each trained SVM. When a sensor’s SVM model reports
a negative class label (i.e., no anomaly detected), we color the circle corresponding to the
sensor’s location as green. When a sensor’s SVM model reports a positive class label (i.e.,
anomaly detected), we color the circle red. Figure 5.2 displays a sample of the resulting
visualizations. We show four example visualizations from the 180 total as the four sam-
ples reflect the majority of visualizations observed. Figure 5.2(a) covers the cases where a
normal observation has a few models predicting an anomaly. Figure 5.2(c) covers the cases
where many models predict an anomalous observation to be normal. Figure 5.2(b) and Fig-
ure 5.2(d) cover the cases where all models predict the correct class label. We note the most
common case in the 180 visualizations was a normal observation being predicted normal by
all models. Figure 5.2 does not support our initial hypothesis that there would be a clear
pattern of sensors closer to the right side of the structure (near the piping erosion) detecting
the anomalies while sensors closer to the left side of the structure do not.

We then evaluated the probability prediction (i.e., the probability that the passive seismic
data indicates an anomaly) from each sensor’s SVM model for all 180 samples in the test

set. Figure 5.3 shows four example visualizations from our analysis. In this figure, we
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Figure 5.2: Sample visualizations from the predictions of supervised SVM models. Each
prediction uses the data from the corresponding geophone sensor. The text over the top left
of each subfigure denotes the ground truth label of the given 3 second frame. A red circle
means the SVM predicts the observation is anomalous, while a green circle means the SVM
predicts the observation is normal.

plot the probability predictions rather than the binary class labels in order to gain some
insight into which sensor’s models are more confident in the class label output than others.
Figure 5.3 provides this data for the same observations presented in Figure 5.2. For example,
Figure 5.2(b) shows that all models are predicting the observation at that point in time as an
anomaly. Figure 5.3(b) shows that, for the same observation, model 9 is not as confident in its
prediction as the other models. Specifically, the model for sensor 9 predicts an anomaly with
only 0.65 probability; other models, such as the model for sensor 10, predict the anomalous
label with 0.99 probability. Figures 5.2 and 5.3 show that visualizations for binary class
labels showing homogeneous labels for each sensor can be misleading, i.e., there are still
subtle differences in the decision functions learned by each SVM. However, these subtle

differences are not enough to show clear patterns on where an erosion event is located. In
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Figure 5.3: Sample visualizations from the probability predictions of supervised SVM models,
where each prediction uses the data from the corresponding geophone sensor. The probability
ranges from 0.0 (no anomaly detected) to 1.0 (anomaly detected).

some cases, all models predict the correct class label. In other cases, the model predictions
differ, but there is no pattern of models closer to the known anomaly predicting anomaly
more often or more confidently.

As discussed previously, all observations are labeled anomaly if there exists an anomaly
anywhere in the structure. Thus, an open question for Option 2 follows: when using su-
pervised models, how do we create labels for each individual sensor’s data? We expect
data collected from sensors farther away from erosion events to be less likely to represent
the anomaly. If we use a supervised learning approach, then training and test labels for
our observations must reflect this expectation. In other words, how close must a sensor be
to an event to detect that event? A semi-supervised approach (Chapter 5.2) is a solution
to this dilemna, because we only train with observations that we know contain no erosion

events/anomalies anywhere in the structure.
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5.2 Distinct Semi-Supervised One-Class Support Vector Machines

We discussed the difficulty in creating a set of ground-truth labels for each of the sensors
depending on their location and distance to the known anomalies. As an alternative, we
discuss our investigation into semi-supervised learning and one-class support vector machines
(OCSVMs) for each of the sensors in this section. These OCSVMs only used the data
assumed to be free from erosion events (i.e., the OCSVMs were only trained on normal
observations). Before training the OCSVMs, we moved all anomalous observations in the
training set described in Chapter 3.2 to the test set. Thus, the one-class support vector
machines trained using 444 normal observations and then used 276 observations for validation
and testing (143 normal and 133 anomalous). As in [2], we only used the RMS Energy
and Zerocross features as inputs for the OCSVMs, as we know the OCSVM for sensor 11
performed better when only considering these two features (instead of all eight); see Table 3.1
for details.

In the Scikit-Learn framework, the one-class support vector machine model with an
RBF kernel has hyper-parameters v (an upper bound on the fraction of training errors [19])
and v (the coefficient for the kernel function [19]). To tune these hyper-parameters, we
used holdout cross validation on the observations from sensor 11. That is, we split the
276 observations not used for training into two distinct sets: a validation set for choosing
hyper-parameters and a test set for reporting generalization performance. The validation
set contained 138 observations (77 normal and 61 anomalous); the test set also contained
138 observations (66 normal and 72 anomalous). We used a grid search to experiment with
different values for the hyper-parameters v and . That is, we fit OCSVM models to the
444 normal training observations from sensor 11 and selected the v and ~ which yielded the
best F} score on the holdout validation set.

We searched for the optimal v among the values 1.0e4+z, where x is an integer on the
range [—9,3|; we searched for the optimal v among the real values from 0 to 1 in 0.005

intervals. We chose the exponentially spaced range of possible v values according to advice
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in the Scikit-Learn user guide [19]. We chose the possible values of v because the value is
restricted on the range (0, 1] and we decided 0.005 increments would provide a fine-grained
search. From this search, we found the best performing OCSVM on the validation set used
v = 1.0e—7 and v ~ 0.53 for an F score of 0.987. The same model then obtained an F}
score of 0.962 on the test set observations, which suggests the OCSVM was able to fit the
training and validation sets well and, more importantly, generalize to unseen observations.
This OCSVM model performs comparably to the best OCSVM model presented by Fisher
et. al. in [2], which obtained an F} score of 0.95.

We ignore how well the OCSVMs perform using data from other sensors, because we are
not confident the ground truth labels made for sensor 11 data are appropriate ground truth
labels for the other sensors’ data. Rather, we assume the chosen hyper-parameter values for
the OCSVM of sensor 11 are appropriate for the other OCSVMs, and we evaluate whether
the remaining 22 models can reliably fit the training data for the corresponding sensor.

After fitting each of the 23 OCSVM models to the 444 training observations from each
sensor, we plot the predictions of all OCSVM models on the 276 observations not used in
training the models. These plots (four of which are shown in Figure 5.4) allow us to see
which sensors predict erosion events when we know there is erosion near sensor 11 and which
sensors predict normal events when we know the dam is not actively eroding. With the two-
class SVMs, the majority of the 180 visualizations were similar to Figure 5.2(d) where every
model predicts normal observations as normal. With the OCSVMs, however, the majority
of the 276 visualizations are similar to Figure 5.4(a) and Figure 5.4(d) where some or many
of the models predict normal observations as anomalous. We also note that more OCSVMs
agree that the anomalous observations are anomalies when compared to the two-class SVMs
(i.e., compare Figure 5.4(c) to Figure 5.2(c)).

We now compare the sample visualizations of the semi-supervised OCSVM models (Fig-
ure 5.4) to the visualizations of the supervised SVMs on the same observations (Figure 5.2

and Figure 5.3). The semi-supervised models more often predict anomalies for observations
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Figure 5.4: Sample visualizations from the predictions of semi-supervised OCSVM models,
where each prediction uses the data from a distinct geophone sensor.

we believe do not contain any erosion in the structure. Almost all of the SVMs predict the
normal observations in Figures 5.2 and 5.3, subfigures (a) and (d), to be normal. These
normal observations in Figure 5.4, however, are not predicted normal as often. In fact, the
majority of OCSVM models predict the normal observations in Figure 5.4(a) to be anoma-
lous. This result suggests that there may be smaller erosion events taking place unseen
elsewhere in the structure.

We conclude that neither the OCSVM nor SVM models trained on a per-sensor basis
are able to clearly localize the erosion events in our small-scale embankment. In future
work, we propose to investigate whether our localization methods might work at a larger-
scale, i.e., perhaps the sensors in our embankment are simply too close together to make
such visualizations. In other words, perhaps sensors spread out further will show clearer
separations, in time and space, of normal and anomalous data. We are also curious if

the wooden frame built to contain the small-scale USBR embankment could have spread
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the seismic signal from the erosion event across the entire structure in ways that are not

reflective of the real-world scenario.
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CHAPTER 6
CONCLUSIONS AND FUTURE WORK

In this research, we first showed that the F} score of an existing workflow for classifying
erosion events in a laboratory embankment varied up to 40% depending on the particular
sensor chosen as input to the workflow (Chapter 3). We then used classical ensemble tech-
niques (Bagging, Boosting, and Random Forest) with various base classifiers that together
considered features extracted from the signals of all 23 sensors in the embankment (Chapter
4). We expected that these ensembles would show more reliable performance than previous
studies because they considered data from all sensors instead of only one. The results met
our expectations; even the least well suited ensemble algorithm, Boosting with Gaussian
Naive Bayes, had a better Fj score on the classification task (Chapter 4) than nine of the
models that used data from only one sensor (Chapter 3). The best ensemble algorithm,
Boosting with SVMs, outperformed all models that used data from only one sensor. We
conclude that using the data from all sensors can improve a classifier’s ability to separate
erosion events from observations of normal passive seismic data.

We also trained one classifier for each sensor in the laboratory embankment with the
expectation that the predictions from the classifiers could be associated with the sensor’s
proximity to the anomaly (Chapter 5). By associating predictions with locations, we hoped
to see a localization of anomalous events in the embankment (e.g., sensors closer to the
piping erosion would more strongly detect the anomalies). Unfortunately, our expectations
for this approach did not match our results.

The previous chapters outline the main contributions of our study for this thesis. The

goals in the following sections of this chapter outline future work.
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6.1 Feature Engineering

We plan to further explore the effects of feature engineering on our results for this par-
ticular problem. One of the biggest challenges to machine learning applications is deciding
how to represent the data used to solve the learning problem [14]. Previous studies on EDLs
have made use of nine spectral features common in audio analysis [1-3]. It is possible that
the performance of our machine learning models could improve if we augment these spectral
features with interaction features and polynomial features [14]. Interaction features essen-
tially try to capture informative relationships between multiple features. For instance, we
could consider a feature such as Zerocross X Centroid to capture interactions between
Zerocross and Centroid, and these interactions may have useful patterns for the learner.
We could also consider polynomial features such as the square of Zerocross; polynomial
features might help compact normal observations into a smaller region in the feature space
making the learning task easier.

We can also explore the interactions between features extracted from the signals of
multiple sensors. For example, there could be interesting patterns in the interaction of
Spread Sensor_1 X Kurtosis_ Sensor 5 that could help improve the performance of the
machine learning models. The choice of how to represent observations strongly influences
what the models can learn [14].

Another feature engineering decision to explore is whether performance improves if we
allow the extracted windows of seismic data to overlap. For an example of this idea, consider
100 seconds of passive seismic data. We need to convert this continuous data to discrete
observations for our learning algorithms. One choice is to have 10 windows of 10 seconds
each with no overlap. Another choice is to have 10 windows of 12 seconds each, which allows
overlap. The main benefit of having overlapping windows is to have smoother transitions
from one observation to the next; the challenge, however, is then deciding how to make the
labels for the supervised learning models. If there is an anomaly in half of one window and

no anomaly in the other half of the window, should we consider that observation anomalous
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or normal? We also plan to investigate the requirement that windows must all be of the
same length. That is, we plan to explore adaptive windowing methods that extract windows
of different lengths depending on the underlying signal. The goal with adaptive windowing

is to create observations that correspond to events rather than a simple time interval.
6.2 Number and Placement of Sensors

This work, along with [1-3, 25], has shown that machine learning algorithms can success-
fully separate normal and anomalous observations in passive seismic data from geophones.
In Chapter 3, we showed that an anomaly detection system relying on the passive seismic
data from a single geophone can vary widely in performance depending on the choice of the
sensor in the structure. Then, in Chapter 4, we showed that combining the spectral features
extracted from each sensor into the same observation yields models that perform reliably
well. We have not, however, shown mathematical analysis of the minimum number of sensors
actually needed to perform well on the learning task. Nor have we tried to identify the best
way to arrange the grid of sensors (i.e., how far apart should the sensors be?).

To answer these questions in ways that generalize beyond the small-scale experimental
data set used in our study, we plan to gather and study more data sets from large-scale
embankments. The goal of this work is to investigate how the size of the embankment

impacts the necessary number of sensors and optimal placement pattern of those sensors.
6.3 Other Data Sets

We also propose to apply our technique of using data from more than one geophone sensor
to other experimental passive seismic data sets for anomaly detection in EDLs. For instance,
the IJkdijk full-scale test embankment in the Netherlands was given reservoir loads known
to induce internal erosion events in real world EDLs [41]. The labels for the IJkdijk data set
are not as high quality as the labels available in the USBR piping data set. Since the IJkdijk
experiment was at a much larger (full) scale than the laboratory piping experiment, the

[Jkdijk data set is likely to contain much more noise than the laboratory data. We propose
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to investigate whether our technique presented in this thesis is able to predict anomalies in
the I1Jkdijk data set.

We could also utilize data from a crackbox test where a vertical array of 12 geophones was
placed in an experimental embankment. A hydraulic lift underneath the test embankment
increased pressure in small increments to induce cracking events [3]. Additionally, there is
passive seismic data available from the full scale Colijnsplat levee in the Netherlands, which
contains seepage and other erosion events [3]. Applying our anomaly detection techniques
to these data sets would allow investigation of (1) whether the techniques work at full-scale
and (2) our ability to detect different types of erosion under a wider variety of environmental

conditions.
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