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ABSTRACT 

 

Power systems are susceptible to prolonged power outages as a result of major disturbances in the 

system. The introduction of the distributed energy resources (DER) can assist the grid during these outages 

by providing localized supply of power. This is possible through creating a Microgrid that can island from 

the affected power grid and form its own network. However, due to the uncertain and often abrupt nature 

of weather related and man-made events, excessive advance planning for the formation of the Microgrid 

may not be possible, and as such, it may need to be formed in an ad-hoc fashion. In such a situation, an 

energy resource with grid-forming capability must act as a coordinator, and detect the topology of the 

network as well as the type of its DER units and loads. To enable this, a communication platform is needed 

to facilitate the transmission of necessary information between all controllable units and the coordinator. 

The main purpose of this project is to devise such a solution for creating an ad-hoc self-organized 

Microgrid via power line communication (PLC) media. In this proposed solution, smart nodes along a 

distribution feeder will communicate with each other to help form an ad hoc Microgrid. One of the smart 

nodes will assume the coordinator role that will establish, operate and control the Microgrid. This thesis 

work evolved around achieving three main objectives related to the formation, operation control, and 

communication of the proposed ad hoc Microgrid. The first objective is to develop an algorithm that will 

be used to detect the electrical network topology, and form the Microgrid in a self-organized fashion. The 

second objective is to provide a framework for the ad hoc Microgrid formation and operation, along with a 

conceptual design of the proposed smart node. The final objective is to develop a detailed PLC network 

model following G3-PLC specifications using a discrete event simulator called OPNET, and evaluate the 

performance of the PLC network. A case study using the IEEE 34-bus test distribution system has been 

used to demonstrate how the PLC network can support the ad hoc Microgrid communication requirements 

in terms of speed and reliability.   
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CHAPTER 1  

INTRODUCTION 

This Chapter will discuss the motivation and the need that lead for developing such solution. In 

addition, it will discuss the specific contributions and scope of this thesis work, and the outline of this 

report. 

1.1 Background and Motivation  

Power systems are susceptible to prolonged power outages as a result of major disturbances in the 

system. The majority of the power outages in the power system are due to extreme weather events and man-

made causes, between 2003 and 2012, an estimated 679 widespread power outages occurred due to severe 

weather events [1]. Prolonged loss of power in the wake of such events can cause severe economic losses, 

but more importantly, may impede emergency services and disaster relief efforts. The existence of 

distributed energy resources (DER) in the power system, e.g. distributed generation (DG), demand 

responsive loads, and energy storage systems (ESS), has changed the power system from being a passive 

distribution model, where energy is produced at centralized sites and transmitted to passive consumers, to 

an active one, where active customers and DGs/ESSs can inject energy back into the power system. Such 

DERs can assist the grid during the power outages by providing localized supply of power. This can be 

done through crating a Microgrid that can isolate itself from the affected power grid and feed local loads. 

However, due to the uncertain and often abrupt nature of the weather related events, excessive advance 

planning for the formation of the Microgrid may not be possible, and as such, it may need to be formed in 

an ad-hoc fashion with minimal planning.  

There is a substantial similarity between the evolution of computer networks and the modern 

advancements in power systems. Computer networks have evolved from being centralized designs towards 

fully decentralized ones, due to the increased intelligence available in modern devices. This similarity 

implies that many challenges faced by distributed computing, such as management and coordination of 

distributed resources, may also apply to the modern power systems [2]. Therefore, solutions developed 

within the context of computer networks are worth investigating for this purpose [2]. In the recent years, 

computer networking has seen further advancements in the form of mobile ad-hoc networks, which enable 

users to create a network without a centralized coordinator through self-organizing. 

Inspired by the ad hoc networks concept, the goal of this thesis is to propose an approach for 

creating an ad-hoc self-organized Microgrid that can be deployed with limited planning capabilities. This 

can be extremely valuable for a power system affected by a large-scale disturbance, where central command 
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and control infrastructure is lost. Here, the Microgrid coordinator will utilize the existing DER units, 

intelligent electronic devices (IEDs), and the healthy circuits to form an ad-hoc network and continue 

supplying the critical loads. The foundation of this solution is based on the assumption that each node within 

the outage section could act as a “smart node”, which is capable of performing control functions and 

communicating through power line communication (PLC).  Although this approach may sound futuristic, 

the potential benefits in mitigating the risks imposed by natural hazards on the affected communities can 

easily justify the need for the proper infrastructure. 

1.2 Thesis Scope and Contributions  

The contributions of this thesis are as follows:  

1. Providing a general framework of how an ad hoc Microgrid can be formed and controlled. This 

includes all operation stages such as formation, black start, and steady state operation. This 

framework will exclude protection and power quality issues since these topics are considered to be 

outside the scope of this thesis. 

2. Developing a conceptual design for smart nodes which will be used to enable the ad hoc Microgrid. 

This includes their functions as well as the details of their physical sub-components.     

3. Providing details about the information sharing model between smart nodes, namely, the type of 

information to be shared, their frequency, and their required level of reliability and speed.  

4. Developing an algorithm that will be used to identify and detect the electrical network topology. 

This is a key step for the coordinator node in order to be able to form and control the ad hoc 

Microgrid.  

5. Developing a PLC network model following the G3-PLC standard [33]. This includes providing a 

model for MAC sub-layer, adaption sub-layer and physical layer specifications. This will help 

analyze the performance of the PLC network and ensure that it meets the ad hoc Microgrid 

requirements in term of speed and reliability. The performance metrics defined and used here 

include: end-to-end delay, throughput, retransmissions rate, packet loss, and bit error rates. 

1.3 Thesis Outline 

This thesis is structured in six chapters. Chapter 1 provides background and motivation, project 

goals and contributions, and the thesis outline. Chapter 2 contains a literature review about Microgrid and 

disaster relief, as well as an overview of ad hoc network and PLC. Chapter 3 presents a framework for the 
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ad hoc Microgrid formation and operation. In addition, it provides a conceptual design of the proposed 

smart nodes along with the details of the information flow between them. Chapter 4 describes the G3-PLC 

protocol along with PLC channel characteristics. In addition, it provides an algorithm that will be used to 

detect the electrical network topology. Chapter 5 contains the PLC network modeling and simulation. It 

contains detailed modeling of a node following G3-PLC standard, along with the simulation of the IEEE 

34-bus test distribution system subjected to different scenarios. Chapter 6 provides the conclusions and the 

suggested future work.  
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CHAPTER 2  

LITERATURE REVIEW  

 This chapter will discuss the related work in the area of developing Microgrid that can be deployed 

during major disturbances. In addition, it will provide a background on the ad hoc networks and PLC. 

2.1 Microgrid and Disaster Relief  

Much effort has been made by power utilities to make the grid more resilient against weather related 

disturbances through solutions based on redundancy, backup power, DER and ESS, Microgrids, emergency 

load shedding and suchlike. These solutions are implemented before, during and after the disturbance event, 

where some are preventive and some are corrective. One powerful solution to help the power grid withstand 

severe events is to deploy Microgrids to provide decentralized pockets of supply.  A Microgrid is a self-

controlled portion of the main grid which combines smaller, decentralized DER units along with 

interconnection switches and control systems to generate and supply electrical power locally [3]. Typical 

DER units may include photovoltaic (PV), wind, fuel cells, micro turbines and reciprocating internal 

combustion engines with generators [3]. Due to limited Microgrid generation capacity, distributed load 

control is an important function of the Microgrid in order to maintain balance between generation and load.   

A Microgrid typically operates within two steady-state operation modes, namely grid-connected 

mode and islanding mode [4]. As the restoration of bulk power can take days to weeks in extreme cases, a 

Microgrid in islanded mode can be a solution for providing emergency power for communications, heating, 

lighting, and rescue efforts [5]. DER units have traditionally been governed by anti-islanding controls that 

prevent them from forming unintentional islands during an outage, in compliance with IEEE1547 [6]. These 

grid-tied devices require an external reliable source for voltage and frequency synchronization. If the 

synchronizing source deviates beyond certain boundaries, or is no longer present, the DER is required to 

de-energize in order to be in compliance with IEEE1547 [6]. As a result, most existing DERs are unable to 

provide power to loads during an outage. However, the latest version of the standard allows intentional 

islanding under certain conditions [7]. There are several requirements and considerations that need to be 

addressed for the Microgrid to be able to operate in the islanded mode [7].  

In recent years, many projects have explored the feasibility of using intentionally islanded 

Microgrids [2], [5], [8].  Many of these projects implement centrally controlled Microgrids designed to 

interact in known ways under expected outage conditions [9].  Other strategies look to have DERs detect 

an island event, and automatically change their operating controls to maintain the connected loads [10]. 

One common technique uses power-frequency (P-f) and reactive power-voltage (Q-V) droop control to 
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maintain local voltage and frequency [11].  In general, Microgrids can work properly in islanded mode 

when employing the right control mechanisms and addressing all islanding standard requirements [7].  

Deploying a Microgrid is a process that needs excessive planning time to ensure the operational 

requirements are maintained. Due to the abrupt nature of weather related events, there may not be sufficient 

time in advance to predict the event and form a Microgrid as a remedial measure. Instead, it may need to 

be formed on the fly, in an ad-hoc fashion where the Microgrid can organize itself, black start, and operate 

without the need for any central control and with less planning and deployment time. 

Brocco suggested development of an ad-hoc self-organized Microgrid, which uses autonomous 

smart nodes that are capable of routing power [2]. This concept implements key characteristics of wireless, 

ad-hoc computer networks for Microgrid systems. It assumes that the capacity of generation sources and 

load currents are known, and the transmission paths between them are established. The limitation for this 

proposed solution is using a power router which is not a typical power system component and would require 

a sophisticated design to be able to handle the fast and frequent power switching instances. Furthermore, it 

does not fully address the issue of identifying the network model which is necessary for operation. In 

addition to technical difficulties, cost might be a prohibitive factor.  

Compared to the other solutions in the literature, the objective of this work is to devise an ad hoc 

Microgrid solution that can be deployed with minimal planning, and can utilize all existing resources within 

an outage area. It will utilize some of the self-organization methods (used in computer networks) to detect 

the electrical network topology, to then operate the Microgrid. The ad hoc Microgrid approach will enable 

using any available DER regardless of its type and control mechanism. This is different from the common 

approach for normal Microgrids where all related DERs and operation scenarios are pre-defined and 

programmed in advance. Moreover, this solution is using a resilient communication medium, i.e. PLC, 

which can sustain the physical stresses due to weather related events.  PLC is proven to be resilient 

compared to the commonly used Microgrid communication systems such as Ethernet, fiber-optics and 

wireless [24]. To the best of the author’s knowledge, this solution is the first solution to form a practical ad 

hoc Microgrid, which makes this idea novel and promising. 

2.2 Ad Hoc Networks and Self-Organization 

The word ad hoc is a Latin word that means “for this (only)”. In computer networks, the ad hoc 

network is a spontaneous network that is formed without a need for communication infrastructures when 

compared to infrastructure-based networks [12]. For example, the wireless LAN (WLAN) is an 

infrastructure-based network where nodes can only communicate through the access points (infrastructure). 
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Similarly, the global system for mobile communication (GSM) in cellular networks is considered to be 

infrastructure-based since it requires the messages to be transmitted through the base station. On the other 

hand, ad hoc networks (Fig. 2.1) are composed of nodes equipped with a transceiver that can act like a 

router capable of receiving and forwarding data packets [12]. These nodes can communicate with each 

other in a hop to hop fashion, since each node can only communicate with devices in its range. The 

aggregated nodes will form a big network where all nodes can reach one another as shown in [12]. 

 

Fig.2.1. Ad hoc wireless network 

Ad hoc networks are created to be independent of an infrastructure, hence they must be able to 

arrange and control themselves in a sustainable manner. The interconnected devices in the ad hoc network 

must be able to form the network, maintain the network states, coordinate with other nodes, and maintain 

other data related to the network [13]. Self-organization is a key element in the successful ad hoc network 

operation, which helps in forming and sustaining the network without any human intervention [13].  Self-

origination in computer networks refers to the methods used to provide the capabilities of self-

configuration, self-healing, self-management, self-optimization and adaptation [13]. In general, self-

organization methods are used to run the ad hoc network without the need for central infrastructure.    

As shown in Fig. 2.2, the self-organization methods used for ad hoc networks can be classified into 

five main types, i.e. global state based, location based, neighboring information based, probabilistic, and 

bio-inspired methods. These methods are discussed as follows [13]: 

• Global states based self-organization methodology maintains the global information of the 

network, which is then used to select optimum operation solutions. An example could be finding 

the optimum path for routing protocols such as hop count and other link state information. The 

routing protocols in general depend on state information exchange, e.g. Destination Sequenced 

Distance Victor Routing (DSDV) [14] and link state routing (e.g. optimized link state routing) [15]. 
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• Location based methods use the geographical information of the connected nodes to support node 

mobility and to optimize the routing protocols. One example of these methods is clustering which 

is used in ad hoc communication to improve the network performance. Examples of the clustering 

techniques are passive clustering and on demand clustering [16, 17].  

• Neighborhood information based methods use and maintain only the information related to 

neighbors. Decision making is done based on the states of a node state as well as its neighbor. Here, 

nodes periodically exchange hello messages and sync messages with their neighbors to have 

updated information about them. An example of these methods could be the reactive routing 

protocols such as Ad Hoc on Demand Distance Victor Routing (AODV) [18]. This method 

apparently reduces the incurred overhead compared to the state or location based methods which 

usually incur high overhead. 

• Probabilistic methods are used when it is preferred to not keep any information about the system. 

This is suitable during cases when the network has very low traffic or high mobility of nodes [13]. 

In these methods, all functions performed are based on statistical behavior of the network which 

makes these methods not very accurate. An example of probabilistic methods could be methods 

used to improve flooding techniques by preventing pure flooding through the network [19], [20]. 

• Bio-inspired (biological inspired) methods use a combination of both neighbor information and 

photoblastic approaches’. All objectives are performed using positive and negative feedback loops. 

Swarm intelligence is a bio-inspired method which uses the behavior of individuals in a group 

working on a certain goal, to improve the routing decisions [21]. Ant-based routing for ad hoc 

networks is another example of the bio-inspired methods [22]. 

 

Fig.2.2. Self-organization methods used in ad hoc network [13] 
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2.3 PLC Overview 

The term power line communication (PLC) is used to describe the technology for carrying data 

through the power lines and cables (which are originally designed to carry electric power). Power line 

technologies can be grouped into narrowband PLC (NB-PLC), operating usually below 500 kHz, and 

broadband PLC (BB-PLC), operating usually at frequencies above 1.8MHz [23]. Narrowband is one of the 

most attractive technologies for the Smart Grid communication as it can travel for long distances and can 

pass through the transformers in the network without much attenuation.  

The main advantage of PLC over other alternatives is that it can be deployed at a lower cost due to 

the use of the existing power lines as a communication medium, which eliminates the need to build 

additional infrastructure. In addition, PLC is the only type of communication medium which is inherently 

linked to the topology of the power distribution network. As such, knowledge of the PLC network topology 

can be easily used to extract data about power network connectivity. PLC also offers inherent physical 

security aspects which not all solutions offer. It is proven to be resilient against natural disasters, e.g. is 

used for mining applications due to its ability to survive an adverse event such as a mine collapse or fire 

[24]. In spite of that, guaranteeing the reliability and availability of channels under normal and extreme 

events is still a challenge [25], [26]. PLC channels suffer from attenuation due to reflection and frequency 

fading, as well as exposure to different types of noise. In addition, PLC modeling is considered a main 

challenge in designing PLC networks due to the dynamic characteristics of the PLC channel.  

NB-PLC has been used by utilities for decades for low data rate limited applications such as pilot 

protection and local utility applications [27]. The recent move to the smart grid concept is bringing attention 

to PLC as a cost effective approach that suites the smart grid paradigm. Although it is still ongoing debate 

if PLC is the best option for the smart grid communications, industries and standardizations organizations 

are proposing PLC as a cost effective approach for the smart grid [28]. In recent years, new open system 

based PLC standards have been developed, which are designed to address the PLC channel issues and 

provide a reliable communication medium. The new generation of PLC technology provides higher 

communication bandwidth for smart grid applications, i.e. High Data Rate (HDR) multicarrier technologies 

capable of data rates ranging between tens of kbps up to 500kbps [27]. Typical examples of HDR NB-PLC 

standards are ITU-T G.hnem, IEEE 1901, PRIME, and G3-PLC. Most of these standards are recent where 

some are currently being field-tested and some are already deployed. A detailed performance and filed test 

for G3-PLC and PRIME can be found in [28], [29]. In general, most of these protocols are designed for 

smart grid applications through both medium and low voltage networks.  
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Today, PLC is used by some utilities for advanced metering infrastructure (AMI), and is considered 

the number one technology for smart metering in Europe [30]. It is also a suitable platform for smart grid 

applications including command and control applications, in-home energy management, and plug-in 

vehicles (PEVs) [31].  

Among the common PLC standards is G3-PLC which is playing a significant role as the basis of 

developing other standards such as IEEE1901.2 and ITU-T G.hnem which are designed for smart grid 

applications. In this project, G3-PLC will be used as a reference for PLC network modeling and evaluation. 

G3-PLC network has a layered architecture model comprising application, transport, network, data link, 

and physical layers (Fig. 2.3). The network layer uses Internet Protocol version 6 (IPV6), and the transport 

layer uses transport control protocol (TCP) to establish a connection-oriented reliable connection. The G3-

PLC standard and all PLC standards specify the physical layer (PHY) and the data link layer which includes 

both MAC sub-layer and adaptation sub-layer. 

 

Fig. 2.3. G3-PLC network model 

The MAC sub-layer is based on IEEE 802.15.4 [32] (due to similarities between PLC channel 

characteristics and those of wireless links). Its responsibilities include medium access control, collision 

management through retransmission and acknowledgment, and neighbor active scan, among others [32], 

[33]. The adaption sub-layer is based on the IPv6 over low power wireless personal area networks 

(6LoWPAN), and is responsible for starting and maintaining end-to-end communications within the PLC 

network [33]. To achieve this, it uses routing algorithms such as the lightweight on-demand ad-hoc 

distance-vector routing protocol – next generation (LOADng) and routing protocol for low power and lossy 

networks (RPL) [33]. The physical (PHY) layer uses multicarrier orthogonal frequency division 

multiplexing (OFDM) along with advanced channel coding techniques such as 8PSK, QPSK, and BPSK to 

efficiently utilize the limited bandwidth. It uses advanced forward error correction and detection to match 

the channel conditions. 
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CHAPTER 3 

AD HOC MICROGRID OPERATION AND CONTROL 

 In this chapter, we will discuss the details of the conceptual design of the proposed smart 

nodes, as well as the ad hoc Microgrid operation and control strategy based on IEEE 1547-4. The objective 

here is to review the details of the Microgrid operation and to define the information flow model between 

the smart nodes. Last section of this chapter will provide the details of all messages to be exchanged 

between the coordinator and the smart nodes to help run the ad hoc Microgrid successfully.  

3.1 Introduction 

In our proposed solution, we assume that a section of a typical distribution feeder, referred to here 

as the outage section, has been isolated from the grid upon sensing an outage, which could be the result of 

a natural disaster event or any other major disturbance. The isolation will be accomplished through an 

islanding and interconnection device (IID) such as a static disconnect switch. The outage section may 

constitute several DER units and loads (Fig. 3.1). Some of the DERs will be non-dispatchable such as PV 

and wind energy conversion systems, while some others will have the feature of being dispatchable such as 

energy storage systems, diesel engines and other power electronics based DERs with a battery connected 

to their DC link.  In addition, some of the loads are assumed to be controllable, e.g. demand responsive 

(DR) loads. 

 

Fig. 3.1. An example of a distribution feeder with DERs, considered as the outage section. 



 

 

 11 

The foundation of our proposed solution is based on the assumption that some of the nodes within 

the outage section will act as a “smart node”. These smart nodes interface with the existing equipment 

(DERs, breakers, capacitor banks, voltage regulators, etc.), and have the capability to measure local 

electrical parameters, communicate with other nodes using the PLC network, and connect/disconnect from 

the grid. After an outage, smart nodes sense the interruption in the flow of the branches, and detect the 

outage. While powered through their batteries, they start communicating with one another. These messages 

may include the electrical measurements at the node location (prior to outage), DER nameplate data (if 

any), and controllable load data (if any). One of the smart nodes will assume the coordinator role, and will 

form, operate and control an ad hoc Microgrid. This node is required to be an energy storage unit (ESS) or 

any other DER that has black start capability and can establish the voltage and frequency. 

3.2 Smart Nodes 

 In this section, we will provide overview of the proposed smart nodes and their conceptual design. 

In addition, it will include a discussion on the major modules and components that need to exist in the smart 

node.   

3.2.1 Overview 

The notion of smart nodes is defined here as an extended version of [2]. In this project, we define 

smart nodes as devices that interface with the grid components and offer the following capabilities: 

 Measuring local electrical quantities such as active and reactive power, voltage 

phasor/magnitude, current phasor/magnitude, phase angle, and/or frequency, or 

 Operating circuit breakers and switches, or 

 Applying control commands to the devices they interface with, and 

 Communicating with other devices through PLC channels. 

Smart nodes may either be devices specifically configured to act as a smart node or the existing 

intelligent electronic devices (IEDs) enhanced by added PLC capabilities. They may be installed at the main 

feeder, at the lateral tap points, or at the interface with DERs and other controllable components.  Examples 

of the existing IED that are considered as smart nodes could be DER local controllers, load controllers, 

AMI data concentrators, breakers and switches. These nodes can measure local quantities and interface 

with DERs, loads and breakers. They would need to be equipped with communication means in order to be 

able to send their data to the Microgrid coordinator.  
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There might be a need to have one or more nodes other than the IEDs to be configured to work as 

a smart node. These can be installed at the main lateral tap points of the main feeder and will be referred to 

here as the “feeder smart node”. The need for these nodes is to allow for circuit segregation in case of faults 

and enable relaying PLC communication messages. The number of these smart nodes will be a function of 

how the circuit can be sectionalized as well as the need for relaying PLC messages, since messages may 

need to be relayed in a hop-by-hop fashion due to limited reachability of the PLC signal (this issue will be 

discussed in details in Chapter 4). Fig. 3.2 shows different smart nodes that could exist in a typical 

distribution feeder.  

 

Fig. 3.2. Different smart nodes within the outage section. 

To form and operate the ad hoc Microgrid, the coordinator would rely on these devices to provide 

the necessary data from across the Microgrid and implement the required commands. The main capabilities 

that a smart node may have are: sensing and measurement, local control and actuation, and PLC 

communication capability. The only mandatory part would be the PLC communication module that enables 

remote access by the coordinator.  

Table 3.1 lists various potential types of smart nodes with their expected capabilities including the 

different IEDs in the system. 
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Table 3.1. Different Classes of Smart Nodes 

Smart Node Type Measurement Generate Control 

command 

Implement 

Control Command 

Data Transmission 

Coordinator Yes Yes Yes Yes 

DER Local 

Controller 

Yes No Yes Yes 

Load Controller Yes No Yes Yes 

Voltage/Var Devices Optional No Yes Yes 

Breaker/Switch Optional No Yes Yes 

3.2.2 Smart Node Conceptual Design 

Fig. 3.3 illustrates the schematic diagram of a smart node which will have several modules 

performing different functions. Mainly, these are the sensing and measurement module, the local control 

and actuation module and the PLC communication module. The battery supplied by the grid through a 

single phase or a three-phase rectifier ensures that the smart node can operate during a black-out situation. 

In the following, we will discuss these main modules and their required features to meet the ad hoc 

Microgrid operation requirements.  

 

Fig. 3.3. Smart node schematic diagram 
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3.2.2.1 PLC Module  

The PLC module in a medium voltage (MV) distribution system is shown in Fig. 3.4. It mainly 

consists of the PLC modem (transceiver), a matching transformer, and the PLC coupling unit [33]. Since 

the modem can be placed away from the power line (could be mounted on a rack down the power line pole), 

a coaxial cable will be used to connect modem to the coupling circuitry.  

 

Fig. 3.4. PLC Module for MV applications 

The PLC modem consists of a line driver, analog front end (AFE) and baseband [33]. The line 

driver and the AFE will be used to drive the impedance with the matching transformer. The AFE will act 

as interface between the baseband and the coupling circuit through digital conversion. The baseband will 

constitute the PLC protocol stack such as physical layer, MAC sub-layer and adaptation sub-layer. The 

detailed protocol stack will be discussed in Chapter 4.  

The modem is interfaced with the MV power line through a coupling device. This is essentially a 

high-pass filter which is responsible for injecting the high frequency signal (PLC signal) while rejecting 

the power system frequency. It also protects the PLC module from the high voltage of the power system as 

well as the transient overvoltages caused by faults and disturbances.  

In practice, the coupling device consists of a coupling capacitor, a coupling filter, and the line trap 

[33], [34]. The coupling capacitor in conjunction with the coupling filter will provide a low impedance path 
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for PLC signal and high impedance path to the power signal. The line trap is responsible for preventing the 

PLC signal from being short-circuited by the substation. The matching transformer provides the impedance 

match between the 50 or the 75 coaxial cable and the characteristic impedance of the power line (150-

500). Resolving impedance mismatch is very important because it allows for transferring maximum 

power to the signal input terminal of the MV power distribution lines [33], [34]. 

The coupling device shown in Fig. 3.4 should interface the PLC device transreceiver and the MV 

power line (at 24kV and with impedance of 75-175Ω). The technical specification for the coupling device 

can be found in [33].  

3.2.2.2 Sensing and Measurements Module 

Smart nodes will have a set of CTs and PTs (instrument transformers abbreviated as ITX) for 

measuring voltage phasor, as well as real and reactive power. ITXs are designed to transform voltage or 

current from the high values in the transmission and distribution systems to the low values that can be 

utilized by low voltage devices for different applications. There are three primary applications for metering 

purposes which are metering for billing purposes, metering for protection proposes, and metering for 

indications and grid management purposes. For each application the requirement for the ITX specification 

is different to meet its application of interest. For the ad hoc Microgrid smart nodes, the PTs and CTs are 

expected to be used for metering, and sometimes for indication and protection.   

Usually ITXs are specified based on characteristics such as transformer ratio, polarity, rating factor, 

thermal rating, insulation level, burden, and required accuracy level based on the application of use [35].  

These specifications for instrument transformers are defined by the IEEE, CSA, IEC, and ANSI standards 

such IEEE C57.13.6. Fig. 3.5 presents some CTs and PTs along with their conceptual design.  

Two of the most important ITX characteristics for the ad hoc Microgrid application are the device accuracy 

and its burden. In instrument transformers, the error in measurement is a combination of two errors which 

are ratio error and angle error. Collectively, the combination of the two error is called Transformer 

Correction Factor (TCF) [35]. 

 IEEE has established accuracy classes for both CTs and PTs. Typically the permissible error in 

revenue metering application is 0.3% and is 0.6-1.2% for indication applications [35], [36]. The burden 

connected to the ITX will affect the accuracy. However, with the new microprocessor devices, the burden 

will be very small [35]. IEEE classifies ITXs based on accuracy and burden. For example, a CT with 

characteristics of 0.3 B0.5 represents a transformer with 0.3% allowable error and a 0.5 secondary burden 

[35], [36]. 
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Fig. 3.5. CTs & PTs for medium voltage applications [4] 

The CTs used for protection applications must have certain accuracy during faults conditions. 

During these conditions the CT should be able to withstand the overcurrent and also transform that current 

to a lower value at the secondary side with reasonable accuracy. An example of the typical accuracy 

classification might be C200 or T200, where C stands for “calculated value” and is used for the window 

and bar type units, and T stands for “tested” and is used for wound types since their leakage reactance is 

not predictable because of the non-fully-distributed windings [35]. The last number is the secondary voltage 

that can be developed at the secondary terminals without saturation [35]. 

The phase lucked loop (PLL) together with the Geographical Positioning System (GPS) are used 

for time synchronization purposes since all measurements need to be accurately time stamped.   

3.2.2.3 Control and Actuation Module 

Some of the smart nodes may contain central processing units (CPU) which will be able to receive, 

generate and implement control commands to their controlled devices, for instance the switches.  Each 

feeder smart node should have a normally closed switch (NC) that will be used to clear faults and 

sectionalize the Microgrid.  
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3.3 Ad hoc Microgrid Operation  

The main objective of this section is to provide a framework for the operation of the ad hoc 

Microgrid. It will discuss how the ad hoc Microgrid will be formed, how it will black start, and finally, how 

it will operate while meeting the IEEE 1547-4 constraints and requirements. This section will start by 

providing the requirements to operate the Microgrid safely based on IEEE 1547-4. Then it will present an 

overview on the DER control in the Microgrid islanded mode. Finally, it will discuss the proposed method 

for controlling the ad hoc Microgrid.  

3.3.1 Requirements of Microgrid Islanded Operation  

Operating a Microgrid in islanded mode requires carful coordination among the DER units, 

sectionalizing devices, and protection equipment to meet the system constraints. According to IEEE-1547-

4, the main issues and considerations that need to be addressed when designing or operating a Microgrid in 

islanded mode are listed as follows [7]:  

 Proper control of voltage, frequency, and power quality 

 Handling changes in power-flow magnitude and direction 

 single point of common coupling (PCC) or multiple PCCs 

 Protection schemes and modifications for islanded operation 

 Monitoring, information exchange, and control of the Microgrid 

 Load requirements of the Microgrid  

 Characteristics and functionality of the DER 

 Steady-state and transient conditions 

 Interactions between electrical energy sources 

 Reserve margins, load shedding, and demand response 

 Cold-load pickup and black start 

 V/Hz should be within equipment specified range of V/Hz for devices 

 Effect of the existence of distribution automation feature 

 Creation of island should not compromise the effectiveness of grounding system  

 System stability and dynamic stability of islanded operation 

 Noise level inside the Microgrid will increase as the harmonics increase. This is an important 

consideration if PLC is planned for use.  

This project will focus on the voltage and frequency control only. The power quality, protection 

schemes, and system stability during transients is considered out of the scope.  



 

 

 18 

3.3.2 Microgrid Control Overview  

The control of a Microgrid in islanded mode depends on the control capabilities and features of the 

connected DERs. When multiple DERs operate in an islanded system, they should all cooperate to stabilize 

the Microgrid. Control strategies for multiple DER operation are discussed below. 

3.3.2.1 DER Control Methods 

The main control function of a DER is regulating the voltage and the frequency or the real and 

reactive powers. In general, these DERs are classified into two main categories based on their control, 

namely grid forming units and grid following units. 

Grid Following Units [37], [38]: this control method is also referred to as PQ-control mode where 

the DER behaves like a voltage-controlled current source. This control strategy is implemented when the 

DER is not responsible for controlling the voltage and frequency at its point of connection to the grid. It 

can be used when the DER unit is non-dispatchable and provides its available power based on maximum 

power point tracking (MPPT), e.g. wind and PV. Or, it can be used for dispatchable units who inject active 

and reactive power based on set-points determined either by a centralized controller or using local control. 

Fig. 3.6 shows a current control strategy (PQ mode) for a VSI that uses a reference point to control 

the output real and reactive power of the PWM inverter [37]. The inverter output current will be measured 

and transformed to “d-axis” and “q-axis” current components which will be compared with reference d-q 

currents. These reference values will be used to control the injected real and reactive power. Then, the error 

signal is processed in the d-q current control block which will generate the reference d-axis and q-axis 

voltages for the inverter. Finally, the abc reference voltages for the PWM inverter will be generated and 

applied to the inverter PWM module. The correct switching scheme results in the desired amount of active 

and reactive power injection. 

 

Fig. 3.6. d-q current control of VSC-interfaced DER. [37] 
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Grid Forming Units [37], [38]: These DERs are designed to emulate the behavior of a synchronous 

machine in controlling the voltage and frequency at the point of connection to the gird. They can be voltage 

source inverters (VSI). These units should be large enough with enough reserves that can ensure the balance 

between load and generation.  The unit will be controlled through droop characteristics for both frequency 

and voltage. As shown in Fig. 3.7, when the frequency (or voltage) changes by Δf (or ΔV) from its nominal 

(reference) value of f0 (or V0), the DER will change its output by ΔP (or ΔQ).  

 

Fig. 3.7. Frequency and voltage droop characteristics for grid-forming units [8] 

The block diagram of this control strategy is shown in Fig. 3.8. The values of Δf and ΔV will be 

measured at the output of the unit and using the droop characteristics, the new values for output powers 

will be calculated and applied to the DER.   

 

Fig. 3.8. Droop control strategy [37] 

In the Microgrid islanded operation, this control principle allows the VSI to react to system load 

and generation changes based on information available at its terminals. In this way, this unit will act like a 

slack bus.  
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3.3.2.2 MG Collaborative Control in Islanded Mode 

If a cluster of DER units is operated within an islanded Microgrid, they will collaborate together to 

stabilize the grid frequency and voltage. In general, there are two main control strategies for this purpose: 

single master operation (SMO) and multi master operation (MMO) [38].  

In a SMO control method, a single VSI inverter usually associated with an energy storage device 

(the master) will act as the fast load tracking unit, while the other DERs will run in PQ mode. A secondary 

control will send new set points for the PQ units (slaves) through a supervisory control system as shown in 

Fig. 3.9.  

 

Fig. 3.9. Single master operation method 

In MMO control method, the storage device and all other micro-sources that have the capability of 

controlling their output level (dispatchable units) will work in droop control mode to share real and reactive 

power of the Microgrid, as shown in Fig. 3.10. The DER droop characteristics will determine the new 

frequency or voltage when there is a change in system demand. 

 The storage devices along with other connected DERs will produce the additional power injections 

ΔP0, ΔP1 and ΔP2 which add up to the changes in total demand. The DER units will participate based on 

their droop steepness which is a function of the unit capacity. In this method, the voltage and frequency of 

the Microgrid may deviate from the rated values, but it will be kept within acceptable limits. This method 

requires no communication infrastructure which makes it easier to implement due to its plug and play 

feature [38], [39]. 
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Fig. 3.10. Multi-master operation method using droop 

3.3.3 Operation and Control of the Ad hoc Microgrid  

In this project, we assume that a section of a typical distribution feeder is isolated from the main 

grid due a major disturbance caused for instance by a natural disaster event. After the outage, smart nodes 

sense the interruption through the flow of the branches, detect the outage, and start sharing their information 

with the coordinator. The ad hoc Microgrid coordinator is responsible for forming, Identifying, black 

starting, and operating the Microgrid, as well as its eventual reconnection with the grid. It will have the 

required algorithm for all these functions which will be executed in the sequence shown in Fig. 3.11. In this 

section, these stages will be discussed in details. 

 

Fig. 3.11. Ad hoc Microgrid operation stages 

3.3.3.1 Formation and Identification 

The ad hoc Microgrid will be formed once the connection to the main grid is lost and after the smart 

nodes communicate their data with the coordinator. One important responsibility of the coordinator is to 

identify the electrical network model (network topology). It should at least identify the node connectivity 

and the distance between the nodes, as well as the presence of non-smart devices such as transformers. The 

coordinator will use a topology identification algorithm which will mainly depend on PLC routing 

information and other control messages. This algorithm will be discussed in details in Chapter 4.   

Formation & 
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Black start 
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steady state 
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3.3.3.2 Black Start Operation 

After receiving the information from the smart nodes, identifying the electrical network topology, 

and completing the analysis of the network, the coordinator will try to restore power to the identified 

Microgrid. It will guide the black start procedure through a set of rules and conditions, which are identified 

in advance. These conditions and rules define a sequence of control actions to be executed during the 

restoration process. 

The restoration process of a Microgrid is a reduced version of the restoration process of a 

conventional power system. A set of critical issues need to be addressed during black start such as load and 

generation balance, reactive power balance, switching transient voltage issues, sequence of adding 

generating units, and the protection relays settings during black start [40]. The coordinator will rely on the 

communication infrastructure, smart switches and breakers, DER controllers, and VVC devices to 

implement the black start commands. The energy storage based master unit of the Microgrid will play the 

main role in maintaining the power balance and the acceptable voltage level during the black start. 

During this process, the coordinator will divide the loads to groups based on their priority and 

consumption level to be added in a sequential manner with generation nodes. The generation nodes will be 

also divided into groups on the basis of whether they are rotating machines or inverter based. This is 

important because some DER units have slow dynamic responses and some others are fast [40]. This is why 

rotating type DER units are connected the last in a black start process. The black start algorithm for the ad 

hoc Microgrid is shown in Fig. 3.12. 

The main problems to deal with during the restoration procedure are building the MV and LV 

network, connecting DERs, controlling voltage, controlling frequency, and connecting controllable and 

non-controllable loads. Considering these problems, the following sequence of actions for the ad hoc 

Microgrid restoration should be carried out [38], [40]: 

1. Disconnection of all loads and generations nodes and relays interlocking: in order to avoid large 

frequency and voltage deviations when energizing the network, the coordinator will send commands to 

all load contactors to open before energizing the storage device since they may still be closed. For 

generation nodes, they will automatically open after an outage because of the anti-islanding protection 

requirements based on IEEE 1547. The coordinator will send relay interlock command to all breakers 

in MV and LV network to avoid unintentional closing.  
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2. Connecting the master unit: the master unit which is capable of forming the network voltage and 

frequency will connect next. If more than one DER unit with black start capability exists in the 

Microgrid, they might be brought online at the same time. 

3. Building the MV network: After identifying and clearing any faults, the coordinator will shift to droop 

control in order to black start the Microgrid. Then, all generation nodes will be brought online. This is 

accomplished by closing all line contacts between the coordinator and the DG nodes.  

4. Generation nodes synchronization:  Once the DERs detect a stable voltage and frequency reference, 

they should (depending on their configuration) automatically resynchronize and resume producing 

power. The synchronization conditions (phase sequence, frequency and voltage differences) should be 

verified by the local DER controller in order to avoid large transient currents and power exchanges.  

5. Load connection: loads will be connected to the Microgrid gradually and based on their priority where 

more critical loads will be connected first.   

6. Transfer to steady state mode, removing the relays interlocking: after connecting all generation and 

loads nodes, the coordinator will shift from black start mode to steady state operation mode. The 

coordinator will send commands to all relays to remove the relays’ interlocking commands.   

 

Fig. 3.12. Ad hoc Microgrid black start procedure [40] 
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Some important principles that will help achieve successful black start operation are [40]:  

 Rated capacity of the master unit with energy storage should be at least equal to the largest converter 

based DG unit or motor drive. 

 It should also be 1.5-2 times larger than any of the rotating machines connected directly to the 

Microgrid.  

 Load groups which are connected sequentially should not be larger than the capacity of the master unit 

and large directly-connected rotating machines must be connected separately from other loads. 

3.3.3.3. Steady State Operation 

During steady state operation, the coordinator will coordinate among all DERs. The coordinator 

node which for instance can be an energy storage device (ESS) will dictate the grid voltage and frequency 

and will behave as a slack bus. It will act as fast generating or absorbing power unit that can meet the 

fluctuation in demand and generation in order to stabilize voltage and frequency. It will use the single 

master operation (SMO) method discussed previously. The ESS will operate as a VSI in droop control 

mode while other DERs will operate in PQ mode as shown in Fig. 3.9. However, the control capability of 

the ESS for balancing between generation and consumption may be limited by its available capacity. 

Therefore, as soon as the ESS has responded to a change in demand, its power output should be brought 

back as close to zero as possible by a secondary controller in order to secure the maximum spinning reserve. 

In order to do this, the ESS controller calculates the power balance error and dispatches new power set-

points to all DERs in order to supply the new change in demand. This way, the output of the ESS can go 

back to the pre-change level (Fig. 3.13). 

 

Fig. 3.13. Primary and secondary control to meet the load changes [41] 
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The power balance error can be calculated by comparing the measured real and reactive power of 

the ESS to some reference values. This provides the total required real and reactive power (SESS) which is 

currently being provided by the ESS. During normal operation, the coordinator will receive periodical 

information about the state of the system at each smart node as well as the actual capacities and limitations 

of the DER units. The coordinator will analyze this information and will estimate the total available capacity 

for DG units (SDG) and DR loads that can be potentially used (SDR). Depending on the discrepancy, there 

will be three scenarios that the coordinator may need to deal with in order to supply SESS through the 

available SDG and SDR [11]: 

1.  Scenario 1: SDG > SESS 

In this scenario, there is sufficient generation available from both dispatchable and non-

dispatchable DERs to provide the power mismatch SESS. The coordinator will generate a power output set 

point to the individual DERs as follows [11]: 

     ∆𝑃𝑟𝑒𝑓,𝑖 = 𝐾𝑖,𝑃 × 𝑃𝑟𝑒𝑞                                                                         (1)    

     ∆𝑄𝑟𝑒𝑓,𝑖 = 𝐾𝑖,𝑄 × 𝑄𝑟𝑒𝑞                                                                        (2) 

Where ∆𝑃𝑟𝑒𝑓,𝑖  is the variation in active power output set point for the ith DER, ∆𝑄𝑟𝑒𝑓,𝑖  is the 

variation in reactive power output set point for the ith DER, 𝐾𝑖,𝑃 and 𝐾𝑖,𝑄 are the participation factors for 

the ith unit for both real and reactive power (these are pre-determined constants decided by the DER 

capacity), and 𝑃𝑟𝑒𝑞 and 𝑄𝑟𝑒𝑞 are the total amounts of active and reactive power needed to maintain the 

balance between load and generation. These set-points will be sent over the PLC communication system 

and each DER will use its local control to meet this required change in its output (Fig. 3.14).  For the non-

dispatchable units working on MPPT principle, the output can be curtailed if a surplus of generation exists. 

These set points can be sent out every 5-10 seconds.  

In this scenario, the battery can use this surplus of power for charging purposes and to maintain the 

desired state of charge (SOC).    

2. Scenario 2: SDG + SDR  > SESS  

In this scenario, there is not enough capacity from the DER units to supply the power mismatch; 

however, the available DR capacity can be used to achieve the target power mismatch. In this case, the 

coordinator will send load curtailment commands to the available DR loads. The DERs in this scenario will 

be set to work at their maximum capacity. 
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Fig. 3.14. New set points to all DERs in the Microgrid [41] 

3. Scenario 3: SDG + SDR < SESS 

In this scenario, the total capacity from DER units and DR loads is insufficient to restore the whole 

demand and therefore, load shedding is necessary. The coordinator ranks the loads based on their priority 

(from low to high) and sends load shed commands to selected loads. 

As for voltage, it can be controlled using a procedure similar to the frequency secondary control. 

When the voltage in the Microgrid is outside the permissible range, the coordinator can send a reactive 

power set point to the DERs and VVR devices [41].  

3.3.3.4. Reconnection Stage  

If power is restored to the main grid, the ad hoc Microgrid can be reconnected to the grid thorough 

the IID device. Synchronization check will be done by the IID and the DERs will return to grid connection 

mode. If synchronization was not possible the ad hoc Microgrid could be terminated. 

3.4. Information Sharing Model 

As discussed previously, the smart nodes will exchange information with the coordinator during 

the Microgrid formation, black start stage, as well as the steady state operation. This allows the coordinator 

to form and operate the Microgrid successfully. Most measurement data will be in the form of last gasp 

messages, i.e. last measurements before the outage. If taken at irregular intervals, time tag may be necessary. 

Table 3.2 summarizes the details of the messages to be exchanged between the smart nodes and the 

coordinator.This information will be sent at the formation stage, and then each smart node will transmit 
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system state measurements every 15-30 seconds during normal operation. The coordinator will send 

commands to the DER controllers, the load controllers, breaker and switches.  

 

Fig. 3.15. Information flow between the coordinator and the smart nodes 

Table 3.2. Data Transmitted By Smart Nodes 

Smart Node Type Data to be Transmitted 

Coordinator 
 Command description (if any, ACK otherwise) 

 Set-point (if any, NULL otherwise) 

DER local controller 
 Node type, P/Q capacity (will be transmitted by RBE when available capacity 

changes) 

 Black start capability identification bit 

 Inverter limit for voltage imbalance (per 1547-4) 

 Last measured net power injection, voltage, frequency 

Load controller 
 Node type 

 Last measured net power consumption 

 Load priority (if applicable); for critical loads: sensitivity 

limits to voltage/frequency deviations and harmonics 

Voltage/var devices 
 Node type (capacitor or voltage regulator) 

 Reverse power flow capability bit (for voltage regulator, 

 per IEEE 1547-4) 

  Last measured current/voltage/… (if applicable) 

Breaker / Switch 
 Node type 

 Status 

  Fault status bit (to indicate if opening on a fault) 

 Last measured current/voltage/… (if applicable) 
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Fig. 3.16 shows the sequence of information sharing between the DER and the coordinator during 

all stages of operation. Any DER will share its basic information such as its power capacity in RBE fashion. 

Once the DER is synchronized to the Microgrid, it will receive new power set-points every 5-10 seconds 

during the steady state operation.   

 

 

Fig. 3.16. Sequence of messages exchanged between the coordinator and the DER controller 

In its most basic form, the load controller will be responsible for switching the load on and off. In 

addition, it will be in charge of receiving and executing demand curtailment commands for DR loads. Fig. 

3.17 shows the details and timelines of messages exchanged between the coordinator and the load 

controller. 

The voltage var devices will be responsible for controlling the voltage regulating transformers and 

the capacitor banks. They will receive commands from the coordinator to control voltage and var as 

necessary. Fig. 3.18 shows the details and timelines of messages exchanged between the coordinator and 

the voltage/ var device controllers.  
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Fig. 3.17. Sequence of messages exchanged between the coordinator and the load controller 

 

Fig. 3.18. Sequence of messages exchanged between the coordinator and the VVR controller 

Finally, switches and breakers are the essential parts of the black start process and are used to isolate 

faults and connect or disconnect load and generation. Fig. 3.19 shows the details and timeline of messages 

exchanged between the coordinator and the breakers/switches.  
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Fig. 3.19. Sequence of messages exchanged between the coordinator and the breaker/switch 
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                                           CHAPTER 4 

PLC COMMUNICATION PROTOCOL AND NETWORK IDENTIFICATION  

In this project, the proposed ad hoc Microgrid will use PLC as communication medium between 

the nodes. PLC was selected to support the ad hoc Microgrid mainly due to having the feature of the inherent 

link between the communication and power paths. Hence, PLC network topology and other PLC network 

information can be easily used to extract data about power network connectivity.  

In this chapter, we will discuss two main components of the ad hoc Microgrid concept which are 

the PLC network protocol and the ad hoc Microgrid electrical topology identification algorithm. We will 

start by discussing the PLC channel characteristics which makes it a challenging medium. Then, we will 

discuss the operation and functions of the PLC network protocol layers including physical layer (PHY), 

medium access control (MAC) sub-layer and adaptation sub-layer. The selected PLC reference standard for 

the ad hoc Microgrid operation is G9903 [33] (referred to as G-3 in the rest of this report). Finally, we will 

propose an algorithm that will be used to detect the Microgrid ad hoc topology and is based on the PLC 

network routing information. 

4.1 PLC Channel Characteristics 

Power lines were not primarily designed to support communications, which makes them more 

hostile to the communication signals compared to other wired communication media (e.g. Ethernet bus 

which was originally designed for communications). An overhead line has dynamic channel characteristics 

that vary with frequency, location, time, and the type of equipment connected to them.  Channel transfer 

function is always varying depending on the number and types of loads connected to the line. This makes 

it difficult to design the PLC network and analyze its viability [33]. Moreover, a PLC channel suffers from 

attenuation due to reflection, multipath fading, deep frequency fading, as well as exposure to different types 

of noise.  

The performance of any communication channel depends primarily on the signal to noise ratio 

(SNR) at the receiving end. The propagation of the PLC signal is governed by the attenuation and noise 

levels as in the following equation:  

     SNR = 10 log (Preceived/ Pnoise)                                                 (4.1) 

It can be seen that more attenuation in the PLC signal along the path will result in less signal 

strength (SNR). In addition, more accumulated noise will decrease SNR, or in other words, will make the 

signal sustain less attenuation. In this section, attenuation and noise will be discussed separately.  
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4.1.1 Attenuation: Reflection, Multipath Fading and Frequency Fading 

When a signal travels through various components of the system, it will be subjected to attenuation 

due to loss incurred on each system component. This attenuation (loss) can be measured in decibels, which 

allows the losses to be added regardless of the change in impedance [34]. The attenuation is calculated as 

follows: 

Attenuation (dB) = 10 log (Ptransmitted / Preceived)                            (4.2)  

There are two types of losses of the PLC signal, i.e. series losses and shunt losses. Shunt losses 

comprise the line trap, tap line and bypass losses. Series losses include coupling losses and resistive losses 

of the transmission line. The coupling losses are incurred when going through coupling devices such as a 

coupling capacitor, a high pass filter, coax cable, and the matching transformer [34]. One of the important 

types of series losses is the mismatch losses which exist due to changes in impedance along the path. These 

mismatches and discontinuities in impedance are mainly a result of different device terminations and 

branching as shown in Fig 4.1. In addition, the junctions between the overhead lines and power cables could 

result in a mismatch in impedance [34]. 

 

Fig. 4.1. PLC signal reflection, which results in a mismatch loss 

The change in impedance along the path will result in a reflection of the PLC signal, which is due 

to the mismatch between the characteristic impedance of the line and the load impedance. This reflection 

will result in a loss or attenuation in the PLC signal and can be calculated as follows [34]:  

𝑀𝑖𝑠𝑚𝑎𝑡𝑐ℎ 𝐿𝑜𝑠𝑠 (𝑑𝐵) = 20 log
𝑍0+𝑍1

2 √𝑍0 𝑍1
                                                       (4.3) 

Where Z1 is the load impedance and Z0 is the characteristic impedance. The characteristic 

impedance is defined as the ratio between voltage and current of a traveling wave through a transmission 
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line. It is a function of per unit shunt capacitance, and per unit series impedance of the line including 

resistance, inductance and capacitance. It is independent of the line length as it essentially is the ratio of the 

voltage to current at any point along the line. Z0 is considered constant and can be calculated as follows: 

[34] 

𝑍0 =
𝑉

𝐼
=  

√𝑅+𝑗𝑤𝐿

√𝐺+𝑗𝑤𝐶
                                                                                            (4.4) 

Where R is the per unit length series resistance, L is the per unit length series inductance, G is the 

per unit length shunt conductance, and C is the per unit length shunt capacitance. At the PLC frequencies 

range, G and R can be ignored as they are very small compared inductive and capacitive reactances. Hence, 

equation (4.4) can be simplified as [34]: 

𝑍0 =  √𝐿/𝐶                                                                                         (4.5) 

Z0 calculations and the typical ranges for overhead lines and power cables are reported in [34]. As 

an example, connecting an overhead line of 250 ohms impedance with an underground cable of 25 ohm 

will result in a mismatch loss of 4.8 dB [34].  

Another type of loss is the loss due to transpositions of overhead lines. In current work context, we 

will ignore the transpositions losses as we are dealing with distribution lines which are typically not 

subjected to line transposition. Finally, the attenuation will increase as the frequency* increases, because 

frequency increase will result in an increase in all loss types such conductor losses, dielectric losses and 

coupling loses [34]. 

The PLC channel is frequency selective, meaning some frequencies are deeply attenuated compared 

to others [26], [27]. This issue is called frequency deep fading where a specific range of PLC frequencies 

will experience strong attenuation. Several methods are used in the literature to model and calculate the line 

losses [34], [42], [43]. Some of these are based on simplified analysis [34], while some others are based on 

detailed modeling [42], [43]. IEEE-643 recommends two methods: graphical method, done with the aid of 

tables and graphs of line losses, and the simplified model which is based on equations and calculations. In 

this project, we will use the graphical method to model the losses in Chapter 5 [34]. 

4.1.2 PLC Channel Noise 

One of the factors which limits the distance that a PLC signal can travel is the noise on the power 

line, which must be considered in the design of a PLC channel. The channel must be designed such that the 

received signal level is greater than the received noise level in the band of the carrier receiver. Each receiver 
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will have a threshold SNR which depends on the type of modulation used. The noise in PLC channel can 

be classified into two main types, i.e. background noise and impulsive noise, which are discussed in the 

next two subsections, and shown in Fig. 4.2. 

 
 

Fig. 4.2. Background and impulsive noise in PLC [44] 

4.1.2.1 Background Noise  

This type of noise is a result of the summation of harmonics and noise sources that are available in 

the system. It is characterized by being almost constant and changing very slowly with time, and has a 

power spectral density (PSD) that is decreasing with frequency as shown in Fig. 4.2 [44].  This type of 

noise also constitutes the narrow band noise that is due to radio broadcasters interfering with the PLC signal 

[44]. An example of the background noise is shown in Fig. 4.3 for the medium voltage lines. IEEE-643 

uses two curves for the background noise, one for adverse weather and another for fair weather [34]. For 

MV systems, this noise component can be as strong as -20 dBm to -10 dBm [34]. 

 

Fig. 4.3. Real background noise in PLC [50] 
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4.1.2.2 Impulsive Noise 

  Unlike background noise which is stationary over a range of minutes to hours, impulsive noise 

has a short duration in the range of microseconds to milliseconds. This type of noise is considered the most 

significant noise (compared to the background noise), and is viewed as the main source of error in data 

transmission over PLC [33].  It is mostly due to appliances and devices connected to the power system as 

well as the switching transients in the system.  

Impulsive noise can be classified into three main types (Fig. 4.2) [34], [44]: (1) periodic impulsive 

noise synchronous to the mains AC cycle, generated by the diode rectifiers installed in the system, (2) 

periodic impulsive noise asynchronous to the mains AC cycle, generated by the switch-mode power 

supplies, and (3) asynchronous impulsive noise, which is a result of switching transients and starting motor 

loads. 

Unlike the background noise, impulsive noise has stronger magnitude of PSD which can reach up 

to more than 50 dB above the background noise. Examples of impulsive noise magnitude and duration are 

shown in Fig.4.4.  

 

Fig. 4.4. Examples of impulsive noise types in PLC channel [34] 

4.2 PLC Network Protocol 

In this project, we use G-3 PLC standard as a reference standard for the PLC network of the ad hoc 

Microgrid. In general, PLC protocols have a layered architecture model comprising application, transport, 

network, data link, and physical layers (Fig. 2.3). The G-3 standard, and all PLC standards in general, 

specify the physical layer and the data link layer. The data link layer will include both MAC sub-layer and 
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adaptation sub-layer. In general, each layer will perform specific services and will push the packet to the 

next layer. The packet’s journey across the layers (with the general packet format) is shown in Fig. 4.5. The 

physical layer frame is called PHY protocol data unit (PPDU) and the MAC frame is called MAC protocol 

data unit (MPDU).  

 

Fig. 4.5. PLC Packet journey across layer 

4.2.1 Physical Layer (PHY) 

PHY uses multicarrier orthogonal frequency division multiplexing (OFDM) along with advanced 

forward error correction (FEC) and channel coding techniques. It supports the internationally accepted 

bands from 10 kHz - 490 kHz (FCC, CENELEC, and ARIB) [33]. Its main functions, as shown in Fig. 4.6, 

include channel coding, error detection and correction, modulation, demodulation and adaptive tone 

mapping [33]. These functions are discussed the following subsections.  

 

Fig. 4.6. G9903 PLC physical layer diagram [33] 
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4.2.1.1 FEC and Interleaving 

As discussed in section 4.2, the power line channel is characterized by having strong attenuation 

and being subjected to high noise (both background and impulsive). These characteristics will result in high 

bit error rates (BER) in the data sent over the channel, which necessitates using forward error correction 

(FEC) to provide reliable communication. In G-3 PLC standard, FEC is implemented through the use of 

three blocks, i.e. scrambler, encoder, and interleaver, as shown in Fig. 4.6.  

The function of the scrambler block is to give a random distribution for the incoming data. This is 

realized by multiplying the stream of data by a pseudo-random function (Fig. 4.7) using the following 

polynomial [33]: 

S(x) = x7 ⊕ x4 ⊕ 1                                                         (4.6) 

The FEC encoder is composed of a Reed-Solomon (RS) encoder followed by a convolutional 

encoder. RS is a coding technique used to detect and correct errors in a certain message. It basically adds t 

parity words to the data. This way, it is able to correct up to t/2 symbols in the transmitted data. For example,  

 

 

Fig. 4.7. PHY scrambler [33] 

the normal mode in G-3 PLC is RS(N = 255, K = 239, T = 8), which means  it can correct up to 8 bytes by 

adding 16 bytes of redundancy. [33] 

Convolutional codes are another type of correction codes that can correct errors by adding 

redundancy to the data stream. As shown in Fig. 4.8, the convolutional encoder of G3-PLC has a ½ rate 

and a constraint length K=7. They are efficient against noise due to the fact that they correct entire bytes in 

the packet and not just some bits, as some of the classical cyclic blocks do. [33]     
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The frame control header of the data does not go through the encoder. Cyclic redundancy check 

(CRC 8) is used to protect the frame control header of PHY frame.  

 

Fig. 4.8. G9903 PLC convolutional encoding [33] 

The second step after FEC is interleaving. This is the process of distributing the adjacent bits in a 

certain packet so that those bits are not adjacent anymore, as shown in Fig. 4.9. This is to spread the corrupt 

symbols of the transmitted packet all over the stream to enhance the performance of the error correction 

process.  

 In PLC, interleaving is mainly used to combat the impulsive noise and frequency deep fading. 

Usually impulsive noise causes a corruption in the consecutive symbols in the data stream, whereas 

frequency deep fading corrupts few adjacent frequencies for large number of symbols [33]. The G3-PLC 

interleaving not only distributes the consecutive bits (temporal distribution) but also distributes them on 

different subcarriers (frequential distribution) [33]. 

To fight the impulsive noise and frequency deep fading simultaneously, the interleaving process is 

done at two steps. At the first step, each column is circularly shifted a certain number of times. This will 

distribute the corrupted symbols over different symbols in the different columns. This step protects against 

the impulsive noise as it affects consecutive bits. The second step is circularly shifting each row a different 

number of times, which will help resolve the deep frequency fading issue. [33]  

Interleaving is considered one of the most important features when implementing PLC to provide 

robust communication given the noisy channel.  
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Fig. 4.9. Interleaving Process [51] 

4.2.1.2 Modulation and Adaptive Tone Mapping 

The G-3 PLC standard uses Orthogonal Frequency Division Multiplexing (OFDM) modulation, 

which uses a large number of orthogonal sub-channels to transmit data. OFDM is used to split the data to 

be carried into several sub-channels (e.g 36 carriers in G3 PLC) which allows optimal use of the limited 

bandwidth.  

G3-PLC support different types of OFDM modulations including  binary phase shift keying 

(BPSK), quadrature binary shift keying (QPSK), 8PSK, and robust modulation mode ROBO (repeating a 

bit three times using DBPSK modulation) [33].  

As shown in Fig. 4.10, different modulation techniques result in different SNR values based on the 

threshold BER value for the transmitter. For example, as shown in Fig. 4.10, if the BER threshold for a 

transmitter is 0.0001, the DBSK modulation can recover signals that have SNR of 2.5 dB or more, where 

the ROBO can recover signals with as bad as -1 dB of SNR.  

To adapt to the varying channel conditions, G3 PLC is using adaptive tone mapping (ATM) 

technique to meet the channel dynamics. In this method, the receiver will estimate the SNR of the received 

signal subcarriers (tones), and then it will adaptively select the modulation and coding types to ensure robust 

communication. This method is also able to differentiate the subcarriers that do not have sufficient SNR, to 

avoid them in the next transmission. [33] 
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Fig. 4.10. Different modulation curves [33] 

4.2.1.3 PHY layer Data Frame 

The typical data frame for the PHY layer is shown in Fig. 4.11 [33]. Each frame starts with a 

preamble which is a multi-symbol filed used for the synchronization and detection purposes. It is used to 

send the physical carrier sense for the channel access, as requested by the MAC sub-layer, to enable the 

control function, and to synchronize the transmitter and the receiver.  

 

Fig. 4.11. PHY frame format [33] 

The Frame Control Header (FCH) is a field that is transmitted at the beginning of each data frame, 

and contains the important control information required to process the frame. This information includes 

type, length, tone map index, frame duration, modulation type, etc. [33].  

Then, the data payload appears which will have variable byte length, and is dependent on the 

transmission mode, i.e. robust or normal. In the normal mode, FEC is done by the RS code and 

convolutional encoding, and the error check is done by a frame check sequence (FCS). On the other hand, 
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in the robust mode, there will be repetition code in addition to the RS code convolutional encoding. The 

last field is frame check sequence (FCS) used to detect error in the frame. [33] 

4.2.2 MAC Sub-layer 

The MAC sub-layer of the G3 PLC is based on IEEE 802.15.4 MAC, and hence all G-3 PLC MAC 

functionalities are derived form that protocol. However, there are modifications, extensions and exceptions 

to meet the PLC characteristics [32], [33]. The main MAC functions include channel access control, starting 

and maintaining the network, providing services for association/disassociation devices with the network, 

reliable neighbor data transfer through acknowledgment and negative acknowledgment (ACK/NACK) 

techniques, security and network identification and node addressing, and segmentation and reassembly. In 

G3 PLC and contrary to IEEE 802.15.4, the association and network starting is handled by the adaptation 

sub-layer through the 6lowplan bootstrap procedure, which will be discussed in the adaption sub-layer 

section. The functions of the MAC are discussed in the following subsections excluding the security which 

is considered outside scope for this project.  

4.2.2.1 Access Control (CSMA/CA) 

The medium access control is accomplished by using carrier sense multiple access with collision 

avoidance (CSMA/CA). The MAC in PLC is based on IEEE 802.15.4 but it only supports the un-slotted 

version of CSMA/CA algorithm for non-beacon PAN. It is a contention based access where all nodes will 

attempt to occupy the channel, where there is no contention free periods like the slotted version as described 

in IEEE 802.15.4. 

A physical carrier sense (PCS) provided by the PHY layer will be used to check the channel 

occupancy. It will be used along with virtual carrier sense (VCS) which allows the MAC to consider the 

expected duration of channel occupancy. When the channel is busy, the VCS is asserted by the MAC and 

set to busy state for the duration of channel occupancy [33]. The channel access algorithm uses back-off 

random time. The behavior of the algorithm in general is governed by two parameters: back-off exponent 

(BE) and maximum number of back-off times (NB). The CSMA/CA un-slotted sequence of actions is 

shown in Fig. 4.13, which is described as follows: [33] 

1. At the start, NB is initialized to zero and BE is set to macMinBE. macMinBE is a user defined parameter 

which is in the range of (0,3).  
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2. Then a random delay is introduced for each station, which is called back-off period. This random delay 

will be in the range [0, 2^BE-1] and spreads the time over which stations attempt to transmit, thereby 

reducing the probability of collision. 

3. After that, the MAC will request the PHY to perform PCS to sense the channel occupancy. 

4. If the channel is sensed to be Idle, the station will transmit. If found to be busy, the NB and BE 

parameters will be incremented by 1. Increasing the BE will increase the delay period. The BE should 

not exceed maxBE. 

5. If NB is still less than the maximum allowable number of attempts it will calculate the new delay and 

back-off. 

6. This process will continue until the maximum number of attempts is reached which declares the failure 

of accessing the channel and the packet will be dropped. 

G3 PLC also has means for prioritized access of the channel through providing two levels of priority (high 

and normal). The prioritized access can be helpful for some of the high priority application messages that 

need to be sent with minimal delay. The high priority access in CSMA will be implemented by introducing 

a new back-off period that will have less time compared to normal access. Fig. 4.14 shows the algorithm 

used for the high priority access. [33] 

As shown in Fig. 4.12, the contention state will be divided to two windows for high and normal 

priority. The first time slot of the contention window is called contention free slot (CFS). It is used for the 

subsequent segments of MAC frames without the back-off delay to avoid data corruption and to ease the 

recovery process at the receiver.  

There are inter-frame spaces between frames to allow for the propagation and processing delays. 

Contention inter-frame space (CIFS) occurs after the end of pervious transmission and response, while 

inter-frame space (RIFS) is the space between the end of transmission and its related acknowledgment. [33] 

 

Fig. 4.12. Inter-frame spacing [33] 
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Fig. 4.13. Un-slotted CSMA/CA Process (normal priority access) [32], [33] 

4.2.2.2 Acknowledgment and Retransmission (ARQ) 

The PLC MAC implements automatic repeat request (ARQ) based on acknowledgment frames or 

unacknowledged retransmission. The ACK/NACK technique is used to confirm if the message was 

received or not. The ACK indicates that the message is received successfully and the NACK informs the 

transmitter that the signal was not properly received due to corruption to data which requires retransmission.  
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As shown in Fig. 4.15, if the ACK was received then transmission will be considered successful. 

If the negative acknowledgment was received, the packet will be retransmitted again as long as the 

maximum number of transmissions is not exceeded. A sequence number will be used to identify the 

repeated packets at the receiver side, so that they are ignored.  If no response is received, the MAC shall 

wait for a waiting period in microseconds called macAckWaitDuration. When this timer expires, the 

originator will assume that the transmission has been unsuccessful and will retransmit the packet in the next 

contention period. This process will continue until it reaches the maximum number of the retries, where the 

originator will decide to discard the packet.  [33]  

 

Fig. 4.14. CSMA/CA for prioritized channel access [33] 
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Fig. 4.15. Automatic Repeat Request (ARQ) [33] 

4.2.2.3 Segmentation and Reassembly  

The PHY payload is considered dynamic based on channel conditions. This requires the 

implementation of the MAC payload fragmentation to be able to fit into the PPDU. In some conditions, the 

MAC header and payload (MPDU) are too large to fit into a single PPDU, which calls for the fragmentation 

process. This process is done at the transmitter and a similar reverse process, called reassembly, is used by 

the receiver to recover the portioned data. [33] 
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4.2.2.4 MAC frame 

The MAC layer supports four types of frames, namely, data frame, beacon frame, acknowledgment 

frame, and MAC command frame. The general MAC frame format is shown in Fig. 4.16 [32], [33]. It starts 

with the MAC header (MHR) followed by the MAC payload, and ends with the MAC footer (MFR). The 

whole frame is considered a MPDU. 

The frame control field, as shown in Fig. 4.16, contains nine fields. It starts with the frame type 

which could be one of the four frame types discussed. The security enabled is a one-bit field to indicate 

whether or not the frame is protected by the MAC. The frame pending field is a one-bit field to show if the 

sender has more related package to be sent. The ACK request is a one-bit field to indicate whether or not 

the acknowledgment is required by receiver. The PAN ID compression is a one-bit field to indicate if the 

frame has both source and destination addresses. The destination and source addressing mode fields are one 

bit fields to specify the addressing mode (which should be either long or short address). The frame version 

is to indicate version number corresponding to each individual frame. [33], [34] 

 

Fig. 4.16. MAC frame format [8], [9] 

4.2.3 Adaptation Sub-layer 

The G3-PLC adaptation sub-layer adopts the adaption layer of the low-power wireless personal 

area network (6loWPAN) to transmit IPv6 packets over the power line access network. The main functions 

of this sub-layer includes starting and maintaining the PLC network (PAN, LAN or FAN), providing 

association and disassociation services, fragmentation and compression of network and transport layers 

headers, and providing reliable end to end communication through employing mesh routings over the PLC 

physical network. These functions are discussed in the following sub-sections in detail based on the G-3 

PLC Adaptation sub-layer specifications provided in [33]. 
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4.2.3.1 Discovery, Association and Network Starting 

At the startup of the network, each device will execute a specific procedure called bootstrapping 

protocol. This procedure will help the device to discover and join the network to start communicating. In 

this procedure, a device trying to be a part of the network is called a LoWPAN bootstrapping device (LBD), 

which in the case of the ad hoc Microgrid would be the smart node. The network coordinator is called the 

LoWPAN bootstrapping server (LBS), which we will refer to as the coordinator. Any intermediate smart 

node which is already a part of the network and can route the messages is called a LoWPAN bootstrapping 

agent (LBA). We will refer to these as intermediate smart nodes. The bootstrapping procedure will be 

executed as follows (as shown in Fig. 4.17) [33]: 

1. Upon the startup, each smart node will perform active scanning to discover the network. This will be 

done by broadcasting “Beacon Request Frame” to all of its neighbors. The term “neighbor” refers to a 

smart node that is within the PLC signal coverage of that node. This is often referred to as the personal 

operating space (POS). Each smart node will send these requests because it does not yet know the 

address or the path to the PAN coordinator and will try to discover that. 

2. If a neighbor of a smart node is already a part of the network (LBA), it will respond by the “beacon 

frame” which will contain the PAN identifier, a short address and its capabilities as defined in [33].  

3. The smart node (LBD) will respond by a “join request” to one of the intermediate smart nodes (LBA), 

to be selected based on certain criteria. Examples of these criteria may be the link quality, link delay, 

etc. The join request will contain the unique EUI-64 identification number of the device.  

4. Then, the intermediate smart node (LBA) will connect the LBD to the coordinator (LBS) by relaying 

the join request to the coordinator in a hop-by-hop fashion.  

5. The coordinator will receive and evaluate the join request. The coordinator may reject this association 

request if this node is already part of the black list of nodes that cannot join the network. Black list 

details are found in [33].  

6. If the coordinator decides to accept this request, it will start the authentication and key distribution 

process which is discussed in details in [33]. 

7. After completing the authentication process, the coordinator will send a joint replay message that 

contains the allocated 16 bit short address which will be later used by this smart node. At this point, 

this smart node is considered active and can communicate. The bootstrapping protocol is now 

completed.  
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Fig. 4.17. Bootstrapping network starting procedure 

4.2.3.2 IPv6 Compression and Fragmentation 

For the PLC access network (6loWPAN) to be a part of the IP network as shown in Fig. 4.18, the 

IPv6 packet needs to be encapsulated into the G3 PLC PPDU which has limited length (in the range of 200-

250 bytes).  On the other hand, the IPv6 payload has 1028 bytes of payload with 40 bytes of header. 

Therefore, it is clear that the IPv6 cannot fit into a single PPDU and fragmentation needs to be performed. 

At the same time, the IPv6 header will need to be compressed as it will incur high transmission overhead 

otherwise. The RFC4944 (Transmission of IPv6 Packets over IEEE 802.15.4 Networks) explains the details 

of the compression and fragmentation and how 6loWPAN will communicate with the IP network [45].  

 

Fig. 4.18. PLC network and IP network [33] 
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4.2.3.3 Mesh Routing 

Due to the distance between the nodes, the dynamic characteristics and varying link conditions, 

and strong attenuation, the PLC signal is likely not to reach the destination in one hop. This requires the 

use of efficient routing protocols over the 6loWPAN which helps relay the message to the destination and 

can adapt to meet the PLC varying link qualities and node reachability. G-3 PLC provides a key feature for 

smart grid applications through mesh routing.  This routing is done at the adaptation sub-layer which is 

considered as layer 2 routing instead of layer 3 (network layer, IP layer). If the network is working on IPv6 

(as is the case in the smart grid) layer 2 routing will be disabled to avoid cross layer routing management 

issues. However, for the application inside the access network, layer 2 routing will be used. The G3 PLC 

supports two types of mesh routing: lightweight ad hoc on demand distance victor routing (LOAD) and 

routing protocol for low power and lossy networks (RPL) [33]. In this sub-section, we will discuss the 

LOAD routing protocol since it is considered the default routing algorithm and it will be used in simulating 

the PLC network in Chapter 5. The RPL will be discussed on the network identification section since that 

routing concept will be used to detect the electrical network topology.  

4.2.3.3.1 LOAD Routing 

LOAD routing is a reactive routing protocol that only works when there is a need for connection. 

It operates on layer 2 and creates a mesh topology underneath the IPv6 network layer. It is a simplified 

version of the ad hoc on demand distance victor routing (AODV) and is considered the most common 

routing algorithm for all PLC standards. LOAD protocol is most suitable when few concurrent traffic flows 

are expected in the network and when the information to be stored in router needs to be be minimized due 

to the limited storing capability [33].   

LOAD’s main objective is to discover and maintain bi-directional routes to any destination in the 

network only when there is data traffic to be sent along that route. The main operations of the LOAD 

protocol (Fig.4.19) include the exchange of the following messages: 

 Route Request (RREQ): When a data packet needs to be delivered, the message originator will check 

its routing table to see if the destination is there, otherwise, it will send RREQ message in broadcast 

fashion to all its neighbors. The main information in the RREQ message field is the routing path 

accumulated cost (link cost), RREQ identifier, and the number of weak links between the originator 

and the destination [33], [18].   

 Route Request Reply (RREP): When the neighbor nodes receive the RREQ, they will check their routing 

table to see if they have a route towards the desired destination. If this information is not available, they 
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will update their routing tables by adding a path to the originator of the message, and then broadcast 

the RREQ to all their neighbors. This process will continue until the destination or a router that has a 

route to the destination is reached. In both cases, a RREQ will be generated and forwarded in a unicast 

hop by hop fashion to the destination. RREP will have information about the path and accumulated 

routing cost which will depend on the routing metric used. [33], [45] 

 Route Error (RERR): if a route is detected to be broken and the routers connected to that route cannot 

repair the link, it will send a unicast RERR message to originator of that data packet to inform about 

the link failure. [33], [45] 

 

Fig. 4.19. LOAD routing message exchange 

Route cost or route metric is the cost (weight) of a link between a pair of nodes. In PLC G3, LOAD 

algorithm does not specifically propose any methods to calculate the link cost between the nodes [33].  The 

routing cost will depend on the metric used to calculate the link cost which could be one of the following:  

 Number of hops: where “the lower number of hops, the better” is considered the default for 

LOAD and AODV routing protocols. This will be used in Chapter 5 when modeling and 

simulating the PLC network.   

 Weak links: number of links that have a SNR threshold less than a specific threshold  

 Modulation: the nodes that perform higher modulation (such as QPSK compared to BPSK) will 

be given a preference since they can recover low SNR signals.   

 Presence of robust OFDM (ROBO): lowering preference to links that can support only ROBO  
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 Tone map: nodes that have more available tones through the ATM process will receive higher 

preference compared to the other paths with less tones available.  

 Routing table size: lowering the preference to nodes with routing tables that are close to full  

To keep track of routing information and neighbor data, each node has a routing table and a 

neighbor table. The neighbor tables keep track of information of all neighboring nodes (nodes in the POS 

of each device). This information includes the basic information required to communicate with nodes such 

as modulation, tone map, link quality indicator (SNR), etc. [33]. The neighbor table is updated each time a 

frame from the neighboring nodes is received or a tone map request is received. [33] 

The LOAD protocol states are recorded by means of five information sets: routing set, local 

interface set, blacklisted neighbor set, destination address set, and pending ACK set. The routing set which 

is referred to as the routing table includes destination address, next hop address, route cost, hop count, weak 

link count, and valid time. The description of these is indicated in Table 4.1. The local interface set is to 

define the address of all interfaces. The blacklisted neighbor set is to keep track of addresses of all 

unidirectional connections that have been detected. The destination address is responsible for keeping track 

of the addresses of all LOAD routers which can provide connectivity and will generate RREPs in response 

to any RREQ directed to them. 

Table 4.1. Routing table entries [33] 

Field Length Description 

Destination address 16 bits Address of the destination 

Next hop 16 bits Address of the next ho on the route toward the destination 

Route Cost 16 bits Cumulative link cost along the route to the destination 

Hop count 4 bits Number of hops of the selected route to the destination 

Weak link count 4 bits Number of weak links to the destination 

Valid Time 16 bits Remaining time in minutes until the routing entries is considered invalid. 

4.3 Network Identification Algorithm 

 This section will discuss the approach that was used to detect the electrical network topology.  
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4.3.1 Algorithm Overview, RPL Introduction 

Identifying the electrical network topology is a key requirement to operate the Microgrid. The 

network coordinator should identify the node types, their connectivity and the distance between the nodes, 

as well as presence of non-smart devices such as transformers. This will give the coordinator an 

approximate understanding of the network model (one line diagram) which is essential information for the 

coordinator to be able start and operate the Microgrid.  

As mentioned earlier, the computer networks field has moved to the decentralized and self-

organized operations ahead of the power system. Ad hoc computer networks have several techniques and 

matured methods that are used to identify the network topology when operating in the ad hoc mode. These 

networks keep good understanding of the analogical topology even if the network is dynamic like in the 

case of Mobile Ad hoc Networks (MANET). There is an excellent feature of the power line communication 

which is the inherent link between the power signal and communication signal. Therefore, understanding 

and building the PLC network topology (analogical connection) will provide a good understanding of the 

power system topology.  

In this project, we use one of the existing means that are used in the field of computer networks to 

identify the network topology for the purpose of packet routing. Here, we develop an algorithm which is 

based on the RPL routing protocol. RPL routing protocol converts the physical topology into a logical one 

by building a Destination Oriented Directed Acyclic Graph (DODAG) [46]. Here we will utilize the process 

used by RPL to build the DODAG graph, which is used by RPL to route packets between nodes. This 

algorithm will be implemented at the formation phase of the Microgrid and will be used to identify the 

network. In this case, the PLC adaptation layer can use either RPL as routing algorithm or shift to the default 

routing algorithm which is LOAD routing or other convenient routing protocols.  

RPL is a distance vector IPv6 routing protocol for lossy low power networks (LLNS) that specifies 

how to build a tree-like (DODAG) graph using an objective function and a set of metrics/constraints (Fig. 

4.20) [46]. The objective function could be defined as “find paths with lowest latency or packet loss (metric) 

while avoiding non-encrypted links (constraint)”. As per RFC6551 [47], there are two routing metrics 

where some are related to the node itself and others are related to the link. These are the node energy level, 

node state and attributes, hops count, link throughput, link latency, link quality level, link expected 

transmission (ETX), and link color. The routing table will have this information to decide on which path to 

select [47]. These metrics are updated frequently to meet the network dynamics. 
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Fig. 20.  RPL Destination Oriented Directed Acyclic Graph (DODAG) [46] 

The DODAG graph building process includes the exchange of three types of messages: DIS 

DODAG Information Solicitation (DIS), DODAG Information Object (DIO), and DODAG Destination 

Advertisement Object (DAO) [47]. These messages are used to exchange graph data among the nodes. The 

next subsection will discuss how the graph building process is used to detect the electrical network 

topology.  

4.3.2 Electrical Topology Identification Algorithm 

In this algorithm, the RPL DODAG graph building methodology will be used to detect the basic 

information of the electrical network topology. This graph will need more additions and modifications since 

it is not representing the physical network topology exactly.  

To build the DODAG graph, the basic RPL graph methodology as per [47] will be used. The 

objective function that will be used to connect the nodes is hop count. Each node has the objective function 

of connecting itself with the first hop node (have 1 hop count). In other words, the objective is to connect 

to the nearest node (shortest distance). The graph building process will have the following sequence (as 

shown in Fig. 4.21):   

1. DIO Messages: the coordinator node will act as the root node (as referred to in RPL) and will send DIO 

messages to explore the network. DIO messages are sent as link-local multicast towards other 

neighboring nodes in all directions connected to the root node. They carry information about the graph 

which will be used by other nodes to understand the topology and to decide when and whom to join. 

DIO messages contain the root nodes identity, routing metrics, rank, objective function and DODAG-

ID [47]. These messages will be used by the nodes to start the graph joining process.  
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Fig. 4.21. Electrical network identification sequence of messages 
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2. DIO Processing and Joining: The nodes in the listening vicinity (neighboring nodes) of the root will 

receive and process DIO messages (which could be from multiple nodes) and will make a decision 

based on the objective function whether or not to join the graph. The objective function for each node 

is to join the network thorough nodes called “parent” which is the first hop neighbor (there is no 

intermediate nodes among the node and the parent). Here, we are assuming that the DIO messages will 

register the path they took, which will help determine if this is a first hop device. Once the node has 

joined the graph it has a route towards the graph (DODAG) root through its parent node. [47]  

3. DIO Relaying: If a node is configured to act as a router (which is the case for smart nodes), it starts 

multicasting DIO messages to its neighboring peers. The neighboring nodes will repeat the process in 

2 and will select a parent, and then do graph information advertisement using DIO messages. In the ad 

hoc Microgrid, all nodes are assumed to be routers so they will multicast the DIO messages.  

4. DODAG graph completion: The neighboring peers will repeat the process until they explore every node 

in the system. The graph starts from the root to the leaf nodes where the process terminates and the 

graph is considered complete (as shown in Fig. 4.21). 

For the coordinator to get information about the graph from all the joined nodes, each node in the 

system will send a destination advertisement object (DAO) message to the root in unicast fashion. This 

message has information about the graph and node parents (as learned from the DIO). The destination 

information (DIS) messages will be used when a certain node does not hear the DIO, in which case it will 

solicit DIP from its RPL neighboring nodes. [46], [47] 

As shown in Fig. 4.21, the DODAG graph, when using the hop count, will look like the electrical 

network topology. However, this information is not yet sufficient since the distance between the nodes need 

to be identified to give a heuristic understanding about the impedance between nodes (buses). Another 

important series device that needs to be identified is the transformer which will play an important role 

during starting and normal operation of the Microgrid, e.g. due to inrush current at start-up.  

To determine the distances between the nodes, the routing table data at each smart node (or 

neighbor table) will be utilized. Each node will have different information about its neighbors including 

end-to-end delay, BER, tone map response, etc. This information is available in routing and neighbor tables. 

The end-to-end delay and BER between the nodes will be used to estimate the actual distance between the 

nodes and the existence of MV/LV transformers in the circuit.  

The delay information will be used in particular to estimate the distance between each node and 

their first-hop neighbors. Using delay information, the distance can be estimated. We know that: 
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End-to-end Delay = Queuing Delay (Tq) + Transmission Delay (Tt) + Propagation Delay (Tp)                                                                             

    (4.7)     

Queuing delay is difficult to calculate; however, since we are dealing with the first hop for each 

node, the queuing delay can be ignored. Transmission delay can be calculated using the link throughput. 

Tt = Packet Length / (bit-rate (Throughput))                                              (4.8) 

Now, we can measure the propagation delay, from which we can obtain the path length between 

two nodes, i.e. the distance between two nodes. 

Tp = Path Length / Propagation Velocity (~1.5108 m/s)                            (4.9) 

After calculating the propagation delay, the distance between nodes will be obtained which still 

approximate due to the processing delay which incurred at each node.  

Finally, the presence of a transformer between two nodes can be identified from the information of 

the bit error rate or the SNR. In our proposed approach, we consider a sharp attenuation as an indication of 

the presence of a transformer (usually in range of 50–60dB for MV/LV transformers). It is important to 

notice that this measurement is between the neighbors (first hop) where the PLC cannot attenuate to that 

level (50-60 dB) unless there is a transformer or there is momentary impulsive noise. Regarding the 

impulsive noise case, the situation is naturally transient and hence, some delay must be added to ensure the 

BER is the correct value. The received voltage measurement at the two nodes (if available) can be used to 

validate this decision.   

The identification algorithm will be executed by the application layer. The DODAG graph, routing 

tables and neighbor tables are available at the information base (IB) of the adaptation sub-layer. This 

information will be pushed up to the application layer and will be processed further to identify the electrical 

network topology.  
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CHAPTER 5 

PLC MODELING, SIMULATION AND EVALUATION 

Modeling and evaluating the performance of the PLC network is a key aspect to ensure that the 

proposed system will support the ad hoc Microgrid communication requirements. In this project, we used 

the Optimized Network Engineering Tool (OPNET) to model and evaluate the performance of the PLC 

network. A PLC node following the G-3 PLC standard was developed, including PHY, MAC and 

adaptation layers as per [33]. The IEEE-34 bus test feeder [49] was used to demonstrate the PLC network 

performance for 34 nodes. 

In the following sections, we will provide an overview about the OPNET modeler and how it is 

used to model and evaluate the PLC network. Then, we will discuss the modeling of the G-3 PLC protocol 

in OPNET. Finally, three scenarios for the 34 bust test feeder will be simulated and the results will be shown 

and discussed in the last section. 

5.1 OPNET Simulator Overview 

Communication networks are typically packet switching networks (e.g. IP network), which are 

characterized by the sending packet, the receiving packet, timer expiration, receiving ACK, etc. Hence, 

these networks are modeled as discrete event systems. There are several software packages that can simulate 

computer networks and the discrete events, e.g. OPNET, network simulator (NS2), NS3, OMNeT++ and 

NeSSi.  Most of these (other than OPNET) are open source and are used for educational purposes. We used 

OPNET which is a powerful commercial discrete event simulator that provides a comprehensive 

development environment for modeling and performance evaluation of communication networks and 

distributed systems. In addition, it has built-in models such as Wi-Fi, WiMAX, UMTS, and LTE that can 

be configured and used as needed. It has several tools that allow for customizing the standard models or 

building new custom models. 

The software package comprises several tools, each focusing on modeling certain aspect of the 

network to be modeled. In general, these tools are used to develop three main phases of a simulation project, 

i.e. model specification, data collection and simulation, and analysis. The most important phase for the 

modeling is the model development phase. The other two phases are used to show and analyze the results.  

Model specification is supported by the modeler using editors that reflect the behavior of the 

network to be modeled. These editors are project, node, process, packet format, link model, external system, 

and probability density function (PDF) editors. The network, node, and process modeling environments are 

referred to as the modeling domains of OPNET, since they are the main editors used for modeling any 
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specific communication protocol. These editors are organized in a hierarchical fashion where each editor 

will use the information from other editors. As shown in Fig. 5.1, models built in the project editor rely on 

elements specified in the node editor, and when working in the node editor, each module in the node model 

will use a defined process which is developed through process editor. 

 

Fig. 5.1. Network, node and process domains [53] 

Table 5.1 shows the main modeling focus for each modeling domain. In the next subsections, we 

will provide a brief discussion on how domains is used for modeling as per [53]. 

Table 5.1: Modeling domains functions  

Domain Modeling Focus 

Network 
Network topology described in terms of sub-networks, nodes, links, and 

geographical context 

Node Node internal architecture described in terms of functional elements and data 

flow between them 

Process Behavior of processes (protocols, algorithms, applications), specified using 

finite state machines and extended high-level language 
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5.1.1 Network Domain 

The role of network domain is to define the communication network topology which is described 

in terms of nodes, links, subnetworks and geographical context. The communicating objects are called 

nodes and each node will have specific capabilities based on its developed internal models. These nodes 

can be fixed, mobile or satellite nodes. Each network may have different types of nodes based on different 

models.  

The nodes in the network must communicate with each other to be able to deliver their tasks. 

Several different types of communication links are used in OPNET for interconnection purposes: simplex 

(unidirectional) and duplex (bi-directional) point to point links, bus links, and radio links. The geographic 

context is added using the project editor by choosing the node locations on the world map. In addition to 

providing an intuitive environment for deploying the components of a network model, this feature allows 

the automatic distance calculation between the nodes for the purpose of delay calculation. The notion of 

subnetwork is used to breakdown the network complexity and to simplify the network protocol and 

addressing. It is a subset of a larger network that itself forms a network and constitutes different types of 

nodes and links, as shown in Fig. 5.1.  

5.1.2 Node Domain 

The node domain provides the specific model of the communication devices (nodes) that will be 

deployed and will interconnect in the network domain level. These nodes correspond to real world different 

types of communication and computation devices such as workstations, routers, bridges, hops, terminals, 

switches, satellite and suchlike. The modeling paradigm selected for the node domain was designed to 

support general modeling of high-level communication devices. It is particularly well suited for modeling 

the layered (stacked) communication protocols.  

The node editor is used to develop node models through using smaller building blocks called 

modules. These modules include processors, queues, transmitters, receivers, and the data flows between 

them. Transmitters and receivers offer capability that is predefined and can only be configured through a 

set of built-in parameters. Processors and queues are highly programmable and are used to program the 

functions and algorithms of the different layers of any communication protocol. The behavior of the 

processor and queues will be determined by its associated process model.  

Three types of connections are used to support interaction among modules. These are packet 

streams (sometimes referred to as stream), statistic wires (referred to as stat wires), and logical associations. 

Packet streams are used to convey formatted messages (called packets) between modules. Stat wires are 



 

 

 60 

used to convey simple numeric signals or control information between models. These are used when a 

certain model needs to monitor a certain state or get feedback about a certain parameter.  Logical 

associations identify a binding between modules, e.g. associating a transmitter to a receiver to indicate that 

they should be used as a pair. Fig. 5.2 demonstrates the different modules and how they are connected by 

different types of connections.  

 

Fig. 5.2. Node model and its associated modules 

5.1.3 Process Domain 

As discussed earlier in the node domain, the processor and queue modules are user programmable 

elements. The task that each of these modules is executing is called a process, which can be developed 

using the process editor. The process editor expresses process models in a language called Proto-C, which 

is a language specifically designed to support the development of communication protocols and their 

algorithms. Proto-C is based on a combination of state transition diagrams (STDs), a library of high-level 

commands known as Kernel Procedures (KP), and the general facilities of the C or C++ programming 

language.  

As shown in Fig. 5.3, the STD diagram of a process model is composed of states, state executives, 

transitions, transition conditions, transition executives, and state variables. These are described as follows: 

[53] 

 States: states are used to represent a certain part or mode of a process within its state transition diagram 

(STD).  Sates have actions associated with them to be implemented whenever entering or leaving them. 

These actions are implemented through two executives called state executives. 

 State Executives: each state of a process specifies certain actions associated with entering or leaving 

the state. These actions, called state executives, are developed using C/C++ language. There are two 
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state executives which are the upper half executive (entering) and lower half executive (leaving). 

Typical actions include sending and receiving messages, setting or responding to timers, updating 

statistics, and suchlike. After executing these executives, a transition to the other state will be evaluated.  

 Transition Conditions: This is a statement which determines whether a transition to another state should 

be traversed. It is expressed as general C/C++ language.  During transition, the state will evaluate all 

conditions of all departing transitions from the state, and then one and one only transition condition 

statement must be evaluated to be true. 

 Transition Executives: During the transition, the transition executive specifies certain actions to be 

implement at the traversal time.  

 State Variables: Processes maintain private state variables that are related to that process model. This 

feature will allow the process to maintain counters, routing tables, statistics related to its performance, 

or messages requiring retransmission.  

 

Fig. 5.3. Process model components 

OPNET simulation is event-driven which means that the time will advance when a certain event 

occurs. The modeler maintains a one global event list, and that list is managed by an entity called Simulation 

Kernel (SK). The SK will execute the event list in sequence and will deliver each event to the appropriate 

module (Fig. 5.4). The SK will also receive requests from modules to add certain events to the event list. 

When a certain event reaches the top of the list, it becomes an interrupt which will be delivered to the right 

module. In other words, interrupt is an event that is directed to a certain process and requires it to do certain 

action (invocation of that process). Modeler defines thirteen interrupts to support a variety of modeling 

activities. Examples of these interrupts include self-interrupt (timers and delayed actions), stream interrupt 

(receiving a packet stream from different module), and begin simulation interrupt and end simulation 

interrupt which are used to indicate simulation start and end, respectively. The SK will execute the event 

list and invoke the right process as shown in Fig. 5. 4. 
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Fig. 5.4. Global event list and event execution sequence 

When a certain process receives an interrupt, it will start executing its associated process in the 

sequence shown in Fig. 5.5.  As observed, there are two types of states which are unforced state (green state) 

and forced state (red state). Green state executes its enter and exit executives and then evaluates transition 

conditions to traverse to a different state. On the other hand, the red state will execute the enter executive 

only and then turns the control back to the SK. The SK will return an interrupt to the red state when relevant, 

and the red state will execute its exit executive, and then will evaluate transmission to a different state. 

 

Fig. 5.5 Process execution sequence [53] 

5.2 PLC Network Modeling 

PLC network is not provided as part of the standard models in OPNET and hence, the PLC protocol 

and channels need to be modeled. In this case, the entire protocol stack needs to be built from scratch. 

However, some of the protocol algorithms already exist for the wireless standard models, which can be 

modified and used for the PLC application. The PLC PHY layer, MAC-sub-layer, and adaption sub-layer 
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were modeled using the three modeling domains. The model is based on G-3 PLC and will implement most 

of the algorithms and functions discussed in Chapter 3 for each specific layer. 

To start the modeling process, the process shown in Fig. 5.6 was followed to plan, prepare, and 

implement the simulation model. First, the G-3 standard specification was studied and defined, which is an 

important step before starting the modeling process. Then, the simulation goals were defined as evaluating 

the PLC performance for the main metrics of end-to-end delay, link throughput, signal to noise ratio, packet 

loss ratio, and MAC retransmission rate. The network should be subjected to the expected ad hoc Microgrid 

traffic level to evaluate if the PLC network can meet the ad hoc Microgrid communication requirement in 

term of speed and reliability. Then, we selected the aspects of the specification to be modeled, i.e. aspects 

of the protocol that impact the metrics under study. The modeled aspect of a certain specification determines 

the granularity of the developed model.  

Finally, the Process Modeling Methodology (PMM) was used to prepare and implement the model 

in OPNET. PMM is a systematic approach used to develop the process model in the OPNET modeler. PMM 

consists of four main phases as follows: obtaining the specifications to be modeled, designing based on this 

methodology, reviewing design, and finally implementing in OPNET. Designing the model using the PMM 

has four stages: context definition, process level decomposition, enumeration of events, and event response 

table development.  

To provide more information about how this methodology works, an example related to developing 

CSMA/CA is shown in appendix A. For the PLC model, the final model (STD) will be discussed and the 

detailed PMM will not be provided due to the space limitations.   

 

Fig. 5.6.  PLC model development procedure 

A node following G3 PLC standard was modeled in OPNET as shown in Fig 5.7. The model 

consists of the PHY layer, MAC sub-layer, and adaptation sub-layer as per [33]. In this section, we will 

discuss how each layer was modeled in OPNET.  
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and impelmentation
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Fig. 5.7. Smart node architecture 

5.2.1 PHY layer Modeling 

The PLC link (PHY layer) was modeled using the radio channel due to the similarities in behavior 

between PLC and wireless. It has a wide range of pipeline stages that allows adding all analogical effects 

of the PLC channel including noise, attenuation, interference and modulation techniques, and BER 

calculations. The bus link in OPNET cannot be used because these analogical effects cannot be incorporated 

into the model.  

As shown in Fig. 5.8, the wireless channel has 14 pipeline stages to model all effects, each model 

adding certain analogical effects of the channel. These stages are implemented using C/C++ pipeline stage 

codes, and are executed in sequential fashion as shown in Fig. 5.8. Five of these stages are implemented in 

the transmitter while the rest are implemented in the receiver.  

The wireless channel related pipeline stages were modified to behave like the PLC wired network. 

The pipeline stages that are used and modified are the receiver group, the closure model, the channel match, 

the transmission delay, the propagation delay model, the received power model, the background noise 

model, the interference model, the SNR model, the BER model, the bit error allocation model, and the bit 

error correction model. Two pipeline stages were skipped which are the transmitter antenna gain and the 

receiver antenna gain. These are not applicable to PLC.  

The receiver group model and the closure model determine the line of sight between nodes based 
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Fig. 5.8. PLC link pipeline stages for transmitter and receiver 

on PLC node coverage. The transmission delay is calculated based on the link throughput and the packet 

size as per equation (4.8), and the propagation delay is calculated using equation (4.9). The received power 

model stage was modified to reflect how the PLC signal will propagate and how it will be reflected and 
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attenuated. As per IEEE 605 guide [34], the PLC signal in medium voltage system will have the following 

attenuation:   

Total line attenuation (dB) = Attenuation per km × Line length (km) × line voltage 

multiplier + coupling correction factor + transposition correction factor 

(5.1) 

    The attenuation per km was calculated using the graphical method in [3] which is a function of 

frequency and the configuration of the overhead line. The line voltage multiplier and the coupling factor 

are found in [21] for the 24.9 kV and center phase to ground coupling type respectively. Then the received 

power at each node was calculated using equation (4.2). 

     In the background noise stage, a background noise of -20 dBm was added which is the 

background noise level at severe weather conditions [34]. The impulse noise was added through 

interference stage using two states machine (Fig. 5.9) where it will add a noise of 30 dBm for the duration 

of 5ms. It represents the switching transients which is the main source of impulsive noise in the MV network.  

 

Fig. 5.9. Two state node to add burst noise 

Then, the SNR will be calculated in the signal to noise ratio pipeline stage. This stage will use 

equation (4.1) to calculate SNR. Then, the bit error rate pipeline stage will calculate the BER based on the 

modulation curve (Fig. 5.10), which is BPSK in this simulation. A BER threshold is defined for each 

receiver, and packets will be dropped if BER is beyond this limit.  
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Fig. 5.10. BPSK modulation curve 

5.2.2 MAC Sub-layer Modeling 

The IEEE-802.15.4 MAC sub-layer was used for the PLC, and was subjected to modifications and 

extensions described in [33]. The implemented MAC is a contention CSMA/CA (un-slotted version) 

supporting non-beacon mode as required by [33]. In this model, the MAC will handle channel access and 

the scanning and association process as called by the upper layer (adaptation layer).  Fig. 5.11 shows the 

process model for the MAC sub-layer (state transition diagram). There are five main states (red states) 

which are used to handle the channel access, ARQ, and channel scanning and joining requests. These states 

are ex0plained as follows: 

Idle state: This state is the first state that the process will start after the initialization in the green initial 

state. This state is used at the start and during recovery from failures.  

Scanning State: as shown in Fig. 5.11, the scanning state will perform scanning, record the received beacon 

frames information, and drop the received packets during this stage. The scanning procedure is done as 

described in Chapter 4 section 4.2.3.1.   

Active State: as shown in Fig. 5.11, this state is responsible for the ACK mechanism and ARQ as per the 

algorithm described in Fig. 4.15. In addition, it is responsible for channel access where a child process will 

be generated. The child process for the channel access is shown in Fig 5.12. Furthermore, it is responsible 

for handling join requests, and handling the received packets and beacon frames that are described in section 

4.2.3.1.  
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Fig. 5.11. Implemented MAC sub-layer process model [53] 

CSMA/CA child process: the process shown in Fig. 5.12 will be invoked when trying to access the channel. 

It implements the un-slotted version of CSMA as per the algorithm described in Fig. 4.13. There are several 

states to perform the algorithm, i.e. start state, back-off state, idle state and transmit state.  

-  

 Fig. 5.12. CSMA/CA process model [53] 

Failure state: This state is used when there is a failure in the node or in the link. It drops the packets and 

tries to recover from the failure and move to the idle state.  
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5.2.3 Adaptation Sub-layer Modeling 

The implemented adaptation sub-layer is based on the standard network process model used in the 

standard ZigBee. The modeled adaptation layer will have the following functions: establishing the network, 

handling join request, assigning address, maintaining neighbor tables, and performing mesh routing. The 

process module for the adaption layer is not provided by the standard model and can only be configured. 

The mesh routing model uses the AODV routing protocol as specified in the IETF AODV draft version 08 

[18]. The AODV process model is shown in Fig. 5.13. The main process state functions are discussed as 

follows [52]: 

Init state: this state is used to initialize the process model variables such as routing table, neighbor table, 

ending request list, etc. After initialization is completed, the process will transit to idle state.  

 

Fig. 5.13. AODV Routing Process Model [52] 

Handle_RREQ_broadcast state:  This state is responsible for broadcasting RREQ to the desired destination.  

Then, it waits for the RREP wait timeout (route discovery timeout), if an RREP is not received during this 

time frame, it will rebroadcast the RREQ if the maximum number of retries was not exceeded. If the 

maximum number of retries threshold is exceeded, it will drop any data packet waiting and will abort the 

discovery process.  
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Say_Hello state: Nodes will send hello message to their neighbors to keep track of their information and 

update the neighbors’ table. A node will send hello messages if it does not receive a broadcast command 

such as RREQ within the last help interval.  

Rcv_Appl state: This is used when the adaptation sub-layer receives a service request from the application 

layer to send a package to certain destination. The packet destination address will be extracted and the 

packet will be directed to its final destination.  

Rcv_Mac state: This state is responsible for handling the incoming packets from the lower layer. It will 

check the type of the message and call the appropriate function accordingly. If this is the final destination 

of the packet, it will de-capsulate the payload and send it to the application layer. 

Update_Route_Table state: This state has a timer that will monitor the validity of routing information. This 

information will be updated when the timer expires. If there is a path flagged as broken, it will try to repair 

that link or send a RERR to its neighboring nodes.  

Handle_Breakage state:  This state is responsible for handling breakage in the paths. When a failure to 

transmit occurs in the MAC sub-layer, it will notify the upper layer with NACK, containing both the final 

hop and next hop destination addresses. The Adaption sub-layer will then try to repair the link if possible 

by performing local repair; if not possible, it will generate a RERR message.  

Rcv_Ack state: When ACK is received, this process will start sending the next packet in the line.  

Maintain_Local_Conn state: When a packet is received by the PHY layer, this state will use that 

information to update the routing table entries based on the information in the received packet. An example 

would be updating a certain path to a certain destination if a change in path was detected. 

5.3 Simulation, Result and Evaluation  

This section will discuss the ad hoc Microgrid communication requirement. Then, it will provide 

the simulation parameters and the results for the simulated scenarios. Finally, the result will be discussed 

and evaluated.  

5.3.1 Ad Hoc Microgrid Communication Requirements  

For the ad-hoc Microgrid to operate properly, the PLC network must meet its communication needs 

in terms of speed and reliability. Table 5.2 shows our target communication requirements in terms of latency 

and the expected traffic [48]. Reliability of communication is targeted to be more than 99%. The provided 
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PLC network must meet these numbers to fulfil the operation requirements of the ad hoc Microgrid power 

system.  

Table 5.2. Ad Hoc Microgrid Communication Requirement  

Application Typical data Size 

(byte) 

Frequency Latency 

Ad hoc formation 250 At start <10 min 

DER Control  (frequency control) 150-250 Every 1-5 sec < 5 s 

Volt/Var control 150-250 Every 1-5 sec <5 s 

Demand Response 150 As needed < 5s 

Network Reconfiguration 25 As needed <20 s 

5.3.2 Simulation Setup 

To evaluate the performance of the PLC network, the IEEE-34 bus test distribution feeder has been 

selected (Fig. 5.14) [49] as an outage area that has 34 smart nodes that can communicate through PLC. The 

smart nodes in the network are classified into four groups: coordinator, DER, voltage/var devices and loads. 

Node 15 is assumed to be the DER with black start and grid forming capability that can act as a coordinator.  

 

Fig. 5.14. IEEE 34 node test feeder [49] 

The 34 smart nodes modeled in section 5.3 are connected based on the circuit topology shown in 

Fig. 5.14, where the distance between nodes was reflected as per [49]. The Simulation parameters of each 

PLC protocol layer of the smart nodes are set as shown in Table 5.3. The traffic generated by the application 



 

 

 72 

layer is selected to be higher than the expected ad hoc Microgrid traffic. Each smart node (other than the 

coordinator) will send a standard size packet (250 byte) to the coordinator every second. The coordinator 

node will generate and send a packet to each smart node every 500ms.  

This network was simulated for a one-hour time span (simulated time), and the following metrics 

were analyzed: end-to-end delay, link throughput, SNR, BER, packet loss ratio, and MAC retransmission. 

Two scenarios are simulated: ad hoc Microgrid under normal condition, and failure of three major smart 

nodes in the network (feeder smart node). The second scenario is intended to study the impact of failure of 

the smart nodes on the packet routing and other metrics in general. 

Table 5.3: Simulation Parameters 

Protocol Layer Parameter Value 

Application Traffic 

Packet Size 250 byte 

Packet inter-arrival Time Constant  (1) s 

Destination Coordinator ( node 15) 

Coordinator traffic Constant (0.5) s 

Coordinator traffic destination All nodes 

Adaption 

Sub-Layer 

Routing Type AODV 

Route Discovery Time out 10 s 

MAC 

Sub-Layer 

Ack. Mechanism Enabled 

CSMA/CA minimum back-off exponent 3 

CSMA/CA maximum number of back-offs 4 attempts 

PHY Layer 

Modulation Technique BPSK 

Channel bit rate 500 kbps 

Transmitted Power 1 watt (30 dBm) 

Receiver sensitivity limit -20 dBm 

Bit error rate threshold 0.5 % 

5.3.3 Simulation Results 

The result for the simulated model for both scenarios are as follow: 
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5.3.3.1 Baseline scenario 

As shown in Fig 5.15, the end-to-end delay was in the range of 40-60 ms. The network had low 

utilization of the PLC channel bandwidth as shown in Fig.5.16. The SNR was above the threshold for all 

nodes with the lowest value at the coordinator node, as shown in Fig.5.17. This results in negligible packet 

loss ratio with very low number of packets being dropped as shown in Fig. 5.18. 

 

Fig. 5.15. Global end to end delay 
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Fig. 5.16. Global Link throughput 

 

Fig. 5.17. Coordinator node SNR 

 

 

Fig. 5.18. Average of number of packet dropped 
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The global average number of hops, MAC retransmission rate, and media access delay (CSMA/CA) 

are shown in Figs. 5.19, 5.20 and 5.21, respectively. The number of hops was ranging from three hops to 

one hop, and the retransmission rate was between one retry to no retransmission averaging at 0.5. The delay 

time for which each packet had to wait before accessing the media is in the range of 0.45 ms.  

 

Fig. 5.19. Global average number of hops 

 

Fig. 5.20. Average number of retransmissions 
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Fig. 5.21. PLC medium access delay 

Table 5.4 shows node statistics that are related to each specific smart node. These statistics include 

traffic received by each node, the average SNR for that node, the average number of hop that the node will 

go through to reach the coordinator (node 15), and the individual nodes’ end-to-end delay.  

As we can observe for the baseline scenario, The PLC network performance is well above the ad 

hoc Microgrid communication requirements. This scenario represents the normal operation of the ad hoc 

Microgrid where all nodes are functioning and subjected to the ad hoc Microgrid estimated traffic. 

Table 5.4. Nodes Statistics 

Node 

Number 

Traffic Received 

(bit/sec) 
SNR (dB) 

Avg. # of 

hops 

E-E Delay (s) 

1 230 13.5 3 0.14 

2 210 13 3 0.13 

3 230 16.6 3 0.09 

4 230 16.6 3 0.09 

5 500 11.7 2 0.055 

6 230 10.9 3 0.05 

7 220 9.1 2.5 0.06 

8 220 8.1 2 0.1 

9 500 7.45 2 0.046 



 

 

 77 

Table 5.4. Nodes Statistics (Continued) 

Node 

Number 

Traffic Received 

(bit/sec) 
SNR (dB) 

Avg. # of 

hops 

E-E Delay (s) 

10 500 4.5 2 0.036 

11 240 5.55 2 0.08 

12 250 4.2 2 0.03 

13 500 4.5 2 0.036 

14 240 4.2 2 0.065 

15 16000 4.1 1.5 0.04 

16 500 4 1 0.045 

17 250 4.4 1.3 0.056 

18 240 4.5 2 0.065 

19 250 4.8 1 0.03 

20 250 5 1 0.026 

21 250 5.45 2 0.035 

22 250 5.2 3 0.055 

23 250 5.3 2.5 0.045 

24 250 5.2 2.4 0.08 

25 250 4.7 2 0.032 

26 250 5.4 2 0.046 

27 250 5.45 2 0.034 

28 250 5.5 2 0.04 

29 240 5.4 2 0.05 

30 250 5.4 2 0.024 

31 250 5.42 2 0.032 

32 250 5.9 2 0.04 

33 220 6.05 2.6 0.07 

34 250 4.7 2 0.05 

 

5.3.3.2 Three Main Nodes Failure Scenario 

In this scenario, three feeder smart nodes are assumed to have failed due to the effect of the 

disturbance or internal failure. As shown in Fig. 5.22, nodes 8, 19 and 25 are not operating but the line is 

still connected. So these nodes cannot send or route packets to the coordinator. 
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Fig. 5.22. Three feeder smart node failure scenario 

As shown in the Fig. 5.23, the end-to-end delay was not affected by the change, compared to the 

baseline scenario. In spite of the failure in the three nodes, all nodes were able to reach the coordinator with 

negligible change in SNR, as shown in Fig.5.24. The routing of packets was not affected and all nodes were 

able to reach the coordinator. This is because the mesh routing technique will help the nodes use different 

hops in their POS other than the failed nodes. Fig. 5.25 shows the average number of hops and Fig. 5.26 

shows the link throughput.  

 

Fig. 5.23. Global end to end delay of the two scenarios 
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Fig. 5.24. Average SNR for both scenarios 

 

 

Fig. 5.25. Average global scenario for both scenarios 
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Fig. 5.26. Link throughput for both scenarios 

The simulation results prove that the PLC communication network can meet the ad hoc Microgrid 

under the normal condition and under the contingency of node failures. The network performance is well 

above the ad hoc Microgrid communication requirements. This further underlines the efficiency of the PLC 

as an excellent candidate for communication platform of the ad hoc Microgrid.    
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CHAPTER 6 

CONCLUSION AND FUTURE WORK 

 This chapter provides the conclusion of the thesis work and results, and also discusses the future 

work that is needed to study this concept further.  

6.1 Conclusions 

This thesis proposed a communication framework for the development of an ad-hoc self-organized 

Microgrid to be deployed with minimal planning, e.g. as in the aftermath of a natural disaster event. The 

proposed approach was based on the notion of smart nodes that offer distributed sensing and actuation, and 

have the capability to share information with their adjacent nodes via PLC. As part of the main objective 

of this thesis, a conceptual design for smart node was proposed along with a detailed framework for 

information sharing among these nodes, Microgrid formation and operation of the ad hoc Microgrid. In 

addition, a detailed PLC network model following G-3 PLC specification was developed using the OPNET 

software in order to analyze the performance of the PLC network. The simulation results showed that the 

proposed approach can provide a reliable communication medium that meets the ad-hoc Microgrid 

requirements. 

6.2 Future work 

More effort is needed to make the concept of the ad hoc Microgrid proposed here ready for 

implementation. Since this project focused on the communication side of the concept, further analysis is 

required to simulate and assess the Microgrid operation. The list of the suggested future work may include 

the following: 

 Provide a detailed simulation of the operation of the ad hoc Microgrid using real data for the 

renewable resources, and actual data for the connected loads. This is to ensure that the ad hoc 

Microgrid can operate successfully within the IEEE 1547-4 constraints. It should operate when 

subjected to different failure scenarios resulted from the major disturbance impact.   

 Provide a detailed protection scheme for the ad hoc Microgrid. The protection system should handle 

the operation in the ad hoc mode, and allow for circuit segregation under different failure scenarios.  

 Provide a detailed study about the ad hoc Microgrid power quality. All power quality issues need 

to be addressed as per [6], [7].  
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 Enhance the developed PLC network model by incorporating more realistic medium voltage and 

low voltage noise that can be captured from an actual system.  

 Simultaneous simulation of both the power system and the communication system. This will 

provide an accurate evaluation about the PLC network performance. This for example can be 

achieved through developing the appropriate interface between the power system analysis tools and 

discrete event simulators.  
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APPENDIX A 

PROCESS MODELING METHODOLOGY 

The objective of this appendix is to demonstrate how the process modeling methodology (PMM) 

can be used to develop OPNET model for any protocol specification. Here, we will develop a model for 

MAC layer along which can do only channel accesses using CSMA/CA with back-off random time.  A 

traffic source will be used to model an application layer that can send packets only.   

The PMM has four stages used to model any protocol which are context definition, process level 

decomposition, enumeration of events, and event response table development. These steps are explained 

and implemented for CSMA/CA MAC example as follow [53]: 

1. Context Definition 

The objective of this stage is to define the protocol that need to be modeled. This stage includes identifying 

the interdependent modules of the protocol, select communication mechanisms with interdependent 

modules, and develop a diagram of the system. The context definition diagram for the CSMA example is 

shown in Fig. A-1. We have the PHY layer (transmitter and receiver), the CSMA protocol and a traffic 

source.  

 

Fig. A-1 Context definition Diagram 
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2. Process Level Decomposition  

The objective of this stage is to determine which process model decomposition technique is 

applicable to the system which could be either single process model or multiple (parent-child) process 

model. Multiple process model is used when implementing a protocol that has many functions as using the 

child process makes the modeling easier. When multiple process is selected, this stage should identify area 

of responsibility for each assigned process. In this example a single process model is selected because it is 

not complex protocol and it does need multiple process. 

3. Enumeration of Events  

This stage is used to define the logical events that occur on any process as shown in Fig. A-2.  All 

of the events should be listed along with an implementation method. The implementation method refers to 

the interrupt type to be used to implement this event.  Examples of the interrupt are stream interrupt (packet 

arrival), self-interrupt for certain event (e.g. timer expired) and start interrupt (Begin sim) which will 

implement this event at the start of the simulation 

 

Fig. A-2 Different events for certain layer 

For the CSMA model example, the possible event lists is shown in table A.1 along with the event 

description and the corresponding interrupt type.  

Table A.1 Events list 

Event Name Event Description Interrupt Type 

Power Up Initialize CSMA Begin Sim 
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Table A.1 Continued 

Packet Arrival A packet has arrived from the 

upper layer 

Stream 

Medium Free The transmission medium has 

changed from busy to free 

Stat 

Backoff Over Time to send a packet Self 

 

4. Event Response Table Development 

The objective of this stage is to develop event response table that specifies how the model reacts to 

various events depending on the state of the model. The event response table is developed using the 

following steps: 

1. Choose a state to start where state represents a blocking point of the process. At this point, we might 

not be aware of all the possible states, however, we will start from initial state and walk through the 

model and explore new states. 

2. Choose an event for the selected state. Choose the possible events for this state from the events defined 

in the enumeration of event stage.  

3. Choose a condition under which the event occurs. 

4. Determine all actions that should performed when this events happens. 

5. Determine the final state of the model after implementing the required action 

6.  Repeat step 3, 4, 5 for all possible conditions that the event could occur under them. 

7. Repeat step 2 to 6 for all events for that particular state 

8. Repeat step 1 to 7 for all states. 

9. This process will continue until all states are completed 

For the CSMA process, we implemented the steps 1-9 s discussed above to develop the event response 

table. As shown in Fig. A-3, we started from the initial state (Init) and define all possible events, condition, 

actions and the next state. Then we moved to the next state which is Idle and define all of its possible events, 

conditions, actions and next as Shown in Fig. A-3. We can observe that some of the events are not relevant 
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to certain states such as back-off for the idle state, where in this state we did not start the access yet. We 

will explore new states as we walk through the model as shown in Fig. A0-3.  

The same steps were performed for the other states which are medium is busy and backoff states. 

The event response table for them is shown in Fig. A-4 and table A.2 respectively. These tables could be 

built using different approaches. 

 

 

Fig. A-3 Fig. A-2 Event response table for init and idle states [53] 

 

Fig. A-4. Event response table for medium busy state [53] 
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Table A.2. Event response table for BackOff State 

State Event  Condition Action Final State 

BackOff 

 

Packet Arrival Always Queue packet  BackOff 

Medium Free  Always None BackOff 

    

BackOff Over Medium Busy None Medium is Busy 

Medium is not busy 

and only one packet 

Sent packet Idle 

Medium is not busy 

and multiple packets 

Send first packet 

& Start Backoff 

BackOff 

After completing the event response tables, these will be used to easily implement the OPNET 

process model. Fig.A-5 shows the implement process model in OPNET which is based on the developed 

event response tables.  

 

Fig. A-5. The implemented CSMA Protocol [53] 


