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ABSTRACT 

Autonomous Haulage Systems (AHS) in mining began trials in the 1990’s but have only 

become widely accepted in the last five years. Mine operators with AHS deployments are 

reporting greater than 20% increases in utilization of trucks and reductions of hourly operating 

costs as compared to manned fleets. Future deployments of AHS could be improved through the 

implementation of a more complex and systematic approach to safety risk assessment than is 

currently utilized within the mining industry. This dissertation describes the development of a 

methodology for the safe selection and/or reconfiguration of an AHS’s Safety Instrumented 

Systems, which follows the process prescribed by IEC 61508 but was adapted to the specific 

situation of mining. The derived new methodology is accomplished by developing a generic fault 

tree to define exposures and failure modes of an AHS. Representative scenarios simulating 

various mining environments and situations are utilized to define the typical exposures in an 

AHS deployment. Through the implementation of a systematic safety risk analysis specifically 

tailored for AHS, acceptable levels of risk can be achieved while reducing undue process 

interruption associated with safety systems. This novel analysis includes determination of the 

maximum tolerable risk, likelihood of an event, and the required safety systems to mitigate those 

risks. A theoretical determination of the safety ratings of the systems utilized in the commercial 

deployments was undertaken by comparing the AHS deployments to autonomous automobiles. 

Final analysis presents an idealized autonomous haul truck safety system to meet the demands of 

the model mine presented in the functional safety analysis of an AHS. 
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INTRODUCTION 

Automation is an emerging key value driver within the mining industry. Automation was 

used extensively within mineral processing and metallurgical functions prior to even the use of 

solid-state electronics. However, Autonomous Haulage Systems (AHSs) only began field testing 

in open pit mines in the early 1990s. Commercial adoption occurred nearly 20 years later in 

2008. Technologies for vehicle autonomy advanced rapidly in recent years and effectively 

moved the automation of mining fleets within reach of many mining operations.  

Onboard systems of an Autonomous Haulage Truck (AHT) differ very little from any 

autonomous vehicle, including a Google Car or Tesla’s system. An autonomous vehicle system 

requires a vehicle control unit that takes in sensory perception, facilitates communication, and 

outputs the appropriate vehicle controls to the actuators within the vehicle system. Typical 

sensors utilized in autonomous vehicles include radio detection and ranging (Radar), light 

detection and ranging (LiDAR), high precision Global Navigation Satellite System (GNSS), 

cameras, odometers, and inertial monitoring units (IMUs). 

Typically, actuators utilized in autonomous vehicles are already onboard a manned 

vehicle. They are accessed via a Controller Area Network (CAN) bus, an internationally 

accepted standard designed to allow microcontrollers and devices to communicate with each 

other in applications without a host computer. Most modern on and off-road vehicles are 

primarily drive-by-wire devices. They take inputs from a sensor that the operator/driver controls 

and then electronically controls vehicle functions such as steering, throttle, and braking.  

AHSs are more than trucks and onboard sensors. AHSs consists of: mining trucks 

equipped with commercial and proprietary electronic devices; software to command, control, and 

track vehicle movements and interactions; a communications network with complete coverage to 

all active mining areas; high precision GNSS transponders; and a team of control room operators 

and site support staff to manage vehicles, devices, and the network. 

Integration of AHSs at a mine is a complex task that includes many of the safety hazards 

of a conventional surface mine as well as the specific safety risks associated with AHSs. Prior to 
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implementation of an AHS, risk analysis and risk mitigation must be undertaken during 

development of the system. Risk analysis and mitigation must continually occur during 

commercial operation and improvement of AHSs.  

Today, AHSs are operating safely and effectively within the Pilbara District of Western 

Australia as well as at sites in Chile and Canada. Safety incident and accident data show very 

few events and are primarily limited to human errors, such as failing to yield to traffic or failure 

to follow operational procedures (Department of Mines and Petroleum 2017). 

While AHSs show production improvements exceeding 30% over manned fleets 

(Fotescue Metals Group 2016), reliance on the current safety instrumented systems (SIS) 

introduces process interruptions that limit productivity improvements. For instance, the primary 

engineering control of Caterpillar’s Site Awareness – the process where vehicles communicate 

their bearing and velocity to all other vehicles – requires uninterrupted network communication. 

This wireless connection is often difficult and expensive to maintain in a mining environment.  

The principle wireless connection difficulty is the complex terrain associated with mining 

that creates areas shadowed from wireless coverage. Process interruptions due to network 

connectivity issues could be mitigated by restructuring SISs. Other process interruptions may 

occur due to false detections from the object detection systems (ODS).  

The current hierarchy of controls is unchanged from the first commercial introduction of 

AHSs. Hierarchy of Controls is a system applied across many industries to categorize, minimize, 

and/or eliminate hazard exposure (National Institute for Occupational Safety and Health 2016). It 

is possible that the legacy system hierarchy could be restructured and SISs could be removed or 

modified dependent on site specific conditions to reduce process delay impacts associated with 

poor SIS performance while maintaining appropriate risk reduction factors. 

An existing example of a system hierarchy reduction can already be seen when 

comparing Caterpillar and Komatsu AHS trucks. Due to licensing constraints, the LiDAR 

utilized by Caterpillar is not available for Komatsu to use in a mining application. Komatsu 

determined their AHS trucks meet their internal safety requirements without the use of LiDAR 

for object detection. 
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To safely reconfigure an AHS’s safety systems, the process prescribed by International 

Electrotechnical Commission (IEC) 61508 Standard “Functional Safety of 

Electrical/Electronic/Programmable Electronic Safety-Related Systems” can be applied to 

analytically set safety integrity targets for a mining operation or portions of the operation. From 

these targets, the appropriate safety systems can be selected based on the anticipated failure 

modes from risk analysis.  

Safety Integrity Level (SIL) rating methodology can then be utilized to ensure that safety 

systems provide sufficient risk reduction factors to meet safety integrity targets. SIL is rated in 

probability of failure on demand (PFD) and is expressed in terms such as 1 in 1,000. A SIL 

rating is a ranking of a safety systems performance. The SIL rating system has four discrete 

levels: SIL 1, SIL 2, SIL 3, and SIL 4. The higher the SIL rating, the higher the safety level and 

the lower the PFD. This methodology is commonly used within highly automated industries, 

such as automotive, transportation, medical, manufacturing, power generation, mineral 

processing, and chemical refining. 

Reduction or simplification of SISs within AHSs will not likely be driven by equipment 

manufacturers and must be driven by the mining company. Original equipment manufacturers’ 

(OEM) business models are not driven by production improvements in the same way that a 

mining company is. In fact, based on experience within the AHS sector, it is likely that reduction 

of safety systems will be actively resisted by the OEM’s. A rigorous analysis of the SISs must be 

managed by a mining company, with the support of the OEM, to drive future productivity gains 

or implementations of AHSs into more complex mining environments. 

1.1 Problem Statement 

The expansion of worldwide AHS will require implementation of a more complex and 

systematic approach to safety risk assessment than is currently available through the process 

described by International Organization for Standardization (ISO) 31000 “Risk Management.” 

The addition of AHS components to the haulage, loading, and ancillary fleets must be treated 

with rigor to ensure safety as well as acceptable performance. Commercial developments of AHS 

have taken the approach of continually adding layers of SISs to make AHS as safe as possible. It 

is likely the combined SIL rating of those systems exceeds the demands of a mining 
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environment. It is also likely some SISs are unnecessarily redundant with limited additional 

protection, yet these SISs add process interruptions due to false positives in the SIS. Through the 

implementation of a systematic safety risk analysis specifically tailored for AHS, acceptable 

levels of risk reduction can be achieved while reducing undue process interruption associated 

with SISs. 

1.2 Thesis Statement 

IEC 61508 was developed during the transition of the process industry from human 

control to computer control. This transition added significant complexity and potential risks that 

could not be quantified through traditional risk assessment methods. IEC 61508 prescribed a 

method to analyze the systematic risk of programmable safety related systems. IEC 61508 is 

currently adapted through specific standards for process, automotive, railway, medical device, 

manufacturing, and nuclear industries. In this dissertation, the process prescribed by IEC 61508 

Standard is adapted to analytically set the maximum tolerable risk and safety integrity targets for 

a mining operation.  

1.3 Research Objectives 

The primary research objective is the development of a methodology for the safe 

selection and/or reconfiguration of an AHS’s SISs, which follows the process prescribed by IEC 

61508. The derived new methodology is accomplished by developing a generic fault tree to 

define exposures and failure modes of an AHS. Representative scenarios simulating various 

mining environments and situations are utilized to define the typical exposures in an AHS 

deployment. The methodology requires the following steps be taken: 

1) Determine the maximum tolerable risk for a mine site. 

2) Analyze the exposure of the typical roles within an AHS deployment. From these 

exposures, safety integrity targets can be calculated for each scenario; and 

3) From these targets, the appropriate SIS(s) can be selected based on anticipated failure 

modes from risk analysis and provide sufficient risk reduction factors that meet the safety 

integrity targets. 
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1.4 Research Methodology 

The proposed research methodology is presented below. 

1) Review of the current regulations and standards that may apply to AHS deployments. 

2) Perform a risk analysis following the adapted IEC 61508 methodology of common 

exposure within a mine site utilizing an AHS. 

3) Risk analysis to be performed utilizing the fault tree analysis method.   

4) Determine appropriate safety integrity targets to mitigate risks to reach maximum 

tolerable failure rate as defined by IEC 61508. 

5) Theoretically determine the limits of the SIL rating of existing SIS utilized in AHS.  

6) Evaluate existing systems utilizing IEC 61508. 

7) Develop of an idealized SISs for AHS. 

The methodology developed through this research can be utilized by a mining company 

to evaluate a mine or a portion of a mine prior to the development and deployment of an AHS by 

an OEM to optimize both its safety and productivity based on site specific conditions and the 

technology deployed by the OEM. The method can also be utilized on existing deployments to 

improve productivity within an autonomous operating zone (AOZ) by reducing impacts from SIS 

without negatively impacting the safety requirements of the site. 

1.5 Originality of Work 

While AHSs were trialed for over two decades, widespread adoption of AHS is just 

beginning. Independent layers of protection were introduced by OEMs throughout the 

commercial development of AHS but are rarely removed. The original contribution associated 

with this research is the adaptation of a systematic approach to risk analysis utilized in other 

industries and is now applied to AHS. While this approach is not new to other industries, it was 

previously not developed for and currently is not publicly utilized within AHS. By conducting a 

rigorous analysis of the SISs with the support of OEMs, a mining company can drive future 

productivity gains or implementations of AHSs into more difficult mining environments. 
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1.6 Dissertation Organization 

This dissertation is organized to provide the required AHS background prior to adapting 

IEC 61508 to create a generic fault tree for an AHS installation and ultimately define a potential 

alternate safety hierarchy for an AHS deployment.  

 Chapter 1: Introduction 

Chapter 1 develops the problem statement, thesis statement, research objectives and 

process of the research. A discussion of the originality of work is included. 

 Chapter 2: Regulations and Standards 

Chapter 2 explores the existing regulations and standards utilized to govern AHS 

deployments. Most AHS deployments are implemented under guidelines issued by the State of 

Western Australia, but the recent deployments in Alberta, Canada are under actual regulations 

issued by the Country’s Occupational Health and Safety department. 

 Chapter 3: Safety Integrity Targets of a Model Mine 

Chapter 3 calculates the required safety integrity targets of a model mine through the 

adapted IEC 61508 process. The maximum tolerable risk for an AOZ is determined. Calculations 

of the exposure for various roles within an AOZ are utilized to calculate a sitewide exposure. 

From these calculations, the safety integrity targets of the AOZ are determined. 

 Chapter 4: Theoretical SIL Ratings of Current AHS Deployments 

Chapter 4 provides a theoretical calculation of the SIL ratings of the current AHS systems 

again following IEC 61508. As actual data for each mine site’s systems remains proprietary, the 

mining systems are compared to systems utilized in the autonomous automobile industry to 

provide theoretical limits to the safety of the AHS deployments. 

 Chapter 5: Idealized AHT System Architecture 

Chapter 5 defines an idealized AHT system architecture to meet safety integrity targets of 

a model mine. The idealized system architecture looks to maintain appropriate levels of safety 

while minimizing the potential for process interruptions due to false positives from the SISs. 
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 Chapter 6: Conclusions & Future Work 

Chapter 6 concludes the study and presents future work based on the presented findings. 

1.7 Research Limitations and Constraints 

Very limited data are available from the various AHS implementations worldwide. The 

OEMs of commercial AHS packages consider data generated by their installations as proprietary. 

This is reflected in the limited number of professional and academic papers available for 

analysis. These papers are typically constrained to summary or survey papers that are based on 

statements contained within public shareholder reports or public announcements from the AHS 

OEMs or mining companies with AHS deployments. A majority of the information utilized 

within this study are sourced from operating manuals, site introductions, and OEM specification 

documents utilized in front-end execution and engineering plans for AHS deployments. 
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REGULATIONS AND STANDARDS 

Australia, Chile, and Canada are the only countries with commercial-scale AHS 

deployments. Unlike the United States, mine safety in those countries are governed by state level 

regulations. Western Australia has approximately 80% of the worldwide autonomous 

deployments, but the Department of Mines, Industry Relations and Safety (DMIRS) only 

provides a guideline for compliance rather than enforceable regulations. Alberta, Canada’s 

Occupational Health and Safety (OHS) recently developed regulations are the first enforceable 

regulations for AHS and are the first to reference international standards.  Worldwide pressure 

from industry groups like Global Mining Group (GMG) show the need for the adoption of 

international standards such as Functional Safety. 

With the roll-out of the Alberta OHS regulations, international standards are becoming an 

enforceable document.  Those standards already govern many of the aspects of the base haul 

trucks.  The addition of functional safety into the enforceable standards will enable a quantitative 

or semi-quantitative process to evaluate a very complex system.  Key definitions and processes 

from within those standards are explored through their application on AHS. 

2.1 Layers of Protection 

Woven into an AHS operation are several safety systems or controls arranged in the 

Hierarch of Controls format (National Institute for Occupational Safety and Health 2016). This 

hierarchy concept assumes that the control methods at the top of Figure 2.1 are potentially more 

effective and protective than those at the bottom which are more reliant on human behavior 

rather than systematic controls. 

In the case of AHS, elimination of risks associated with human error is one of the greatest 

benefits. Through the removal of truck operators, the risk to those operators is eliminated. 

However, loading unit operators, ancillary unit operators, drilling operators, and technical 

services staff still remain within the AOZ.  Safety impacts to the maintenance employees does 

not change within the maintenance workshop.  However, field repairs will expose them to AOZ 

risks.  Therefore, it is recommended by the DMIRS that additional primary controls, such as 
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elimination and substitution, be put in place to reduce risks to these employees (Department of 

Mines and Petroleum 2014). Typical controls may include remove the risk by isolating or 

providing alternative access for personnel not directly involved with the autonomous activity; 

reduce the likelihood of the risk by restricting functions and activities to authorized personnel 

and additional technology. 

 

Figure 2.1 NIOSH Hierarchy of Controls (National Institute for Occupational Safety and Health 

2016). 

Engineering controls remain the second control tier to mitigate risk. Engineering controls 

are arranged as layers of protection from most effective to least effective as perceived by system 

designers. Current AHS implementations utilize the layers of protection in Figure 2.2. An AHS 

provides protection via the object detection systems on each AHT, situational awareness that 

provides positioning and orientation(pose) information of all machines within the AOZ, and the 

ability to stop some or all the machines within an AOZ. If a hazard is not mitigated by site 

procedures that eliminate the risk, layers of protection provided by AOZ access control systems, 

situational awareness, object detection systems, and All-Stop systems should provide an 

acceptable level of risk. If those layers do not provide sufficient risk reduction, administrative 

controls such as site procedures or PPE in the form of the remote stop system should be added. 
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Figure 2.2. AHS Layers of Protection increasing left to right. 

2.2 DMIRS Code of Practice 

The Western Australia Mines Safety and Inspection Act 1994 (the Act) governs mining 

within the state. A Code of Practice, as issued by the DMIRS, is a practical guide to achieving 

the health and safety standards of the Act (Department of Mines and Petroleum 2014). The code 

applies to those with a duty of care in the circumstances described in the code. Following the 

code of practice, in most cases, would achieve compliance with the regulations. “Safe mobile 

autonomous mining in Western Australia” (the Code) is designed to provide guidance on: mobile 

autonomous and semi-autonomous systems used in surface and underground mines; developing 

and evaluation of safe work procedures for those systems; the control of autonomous loaders, 

trucks and other mobile equipment, such as drills and dozers; and identifying the unique risk 

profiles in relation to mobile autonomous mining systems. 

Rather than the prescriptive rules applied by the United States Mine Safety and Health 

Administration (MSHA), the DMIRS utilizes risk management techniques as required by the 

1994 Mines Safety and Inspections Act (State of Western Australia 1994). ISO 31000 defines 
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risk as the probability and consequence of occurrence of loss, injury, or illness. Analysis 

prescribed under ISO 31000 analyzes the frequency of the risk, as well as the consequences of 

the risk. 

2.3 Alberta OHS Approval Process of AHS 

In January of 2019, Alberta OHS issued a draft version of their approval process for 

AHS. This standard was developed through cooperation with Western Australian AHS sites and 

specifically calls out ISO 17757 “Earth-Moving Machinery and Mining - Autonomous and Semi-

Autonomous Machine System Safety.” The approval process is site specific and may vary based 

on unique parameters of the mine site, technology, systems, and site operator’s experience with 

AHS system.  

Unlike the DMIRS Guide, the OHS process is a set of specific regulations rather than a 

guide. Within these regulations are prescriptive requirements of international standards that must 

be met. A required portion of the application is a compliance letter either from the manufacturer 

or an Alberta Professional Engineer indicating that the applicable requirements of ISO 17757 are 

met. 

2.4 United States AHS Deployments Under MSHA 

Currently, only one AHS trial is under the jurisdiction of the MSHA. MSHA does not 

have any published regulations or guidelines for AHS. The current trial is regulated under an 

Experimental Permit issued to Barrick in 2018 at their Arturo Joint Venture operation in Nevada. 

One of the earliest Caterpillar trials occurred under MSHA jurisdiction at the Navajo Kayenta 

Coal Mine in 2014. 

2.5 Relevant International Standards 

Standards are generally not mandatory in comparison to regulations unless that standard 

is referenced in a regulation, such as ISO 17757 in the Alberta OHS Regulation. Additional 

standards required for all manned operations will still be required for AHS sites. An example of 

a required standard for manned sites that would also be required for an AHS is European 

Standard (EN) ISO 12100 “Safety of Machinery – General Principles for Design – Risk 

Assessment and Risk Reduction” which describes the requirements safe design principles. 
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ISO and IEC standards follow a hierarchical system, where the tip of the pyramid (Type 

A standards) represents the basic design and analysis principles. Figure 2.3 is a graphical 

representation of the hierarchy of standards that often is utilized by ISO and IEC, Figure 2.3. The 

middle of the pyramid is built from group safety standards (Type B standards) that provide 

standards for general safety aspects (Type B1 standards) and special protective devices (Type B2 

standards). The base of the pyramid is built from specialist standards (Type C standards) that 

specify safety features for individual machine families. Standards are developed by a committee 

often made up of consortia of national and regional regulators, business within a marketplace, 

and non-governmental agencies such as Australasian Institute of Mining and Metallurgy 

(AusIMM), Society for Mining, Metallurgy and Exploration (SME). The definition of a standard 

from ISO is a document established by consensus and approved by a recognized body, that 

provides, for common and repeated use, rules, guidelines or characteristics for activities or their 

results, aimed at the achievement of the optimum degree of order in a given context 

(International Organization for Standardization 2020). 

 

Figure 2.3. Hierarchical Organization of the IEC, ISO, EN Standards. Adpated from common 

sources. 

 Table 2.1 lists many of the standards that would apply to an AHS and their 

corresponding Hierarchical Organization Type classification. Each standard is relevant to risk 
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analysis required for the deployment of AHS at a mine site and should not be considered an 

exhaustive list. Additional standards are also applied to manned and AHS sites. 

Table 2.1 Relevant Standards. 

Standard Title Type 

ISO 31000 Risk Management Package A 

IEC 60204 Safety of Machinery – Electrical Equipment of Machines B1 

IEC 61025 Fault Tree Analysis A 

IEC 61310 Safety of Machinery – Indication, Marking and Actuation B1 

IEC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic 
Safety-Related Systems 

A 

IEC 61511 Functional Safety – Safety Instrumented Systems for the Process 
Industry Sector 

B 

IEC 62061 Safety of Machinery – Functional Safety of Safety-Related Electrical, 
Electronic and Programmable Electronic Systems 

C 

ISO 9001 Quality Management Systems – Requirements A 

ISO 12100 Safety of Machinery – General Principles for Design – Risk 
Assessment and Risk Reduction 

A 

ISO 13849 Safety of Machinery – Safety-Related Parts of Control Systems B1 

ISO 14121 Safety of Machinery – Principles for Risk Assessment A 

ISO 15998 Earth-Moving Machinery – Machine-Control Systems (MCS) Using 
Electronic Components – Performance Criteria and Tests for 
Functional Safety 

B1 

ISO 16001 Earth-Moving Machinery – Object Detection Systems and Visibility 
Aids – Performance Requirements and Tests 

C 

ISO 17757 Earth-Moving Machinery and Mining – Autonomous and Semi-
Autonomous Machine System Safety 

C 

ISO 19014 Earth-Moving Machinery – Functional Safety C 

SO 20474-1 Earth-Moving Machinery – Safety – Part 1: General Requirements B1 

ISO 21815 Earth-Moving Machinery – Collision Warning and Avoidance C 

ISO 26262 Road Vehicles – Functional Safety A 

 

2.6 ISO 17757: Autonomous Machine System Safety 

The recently approved ISO 17757 formalizes the definitions and requirements of an 

autonomous mining machine.  This standard is explicitly referenced in the Alberta OHS 

regulations for AHS.  ISO 17757 requires a risk assessment process for Autonomous and Semi-

Autonomous Machine System (ASAMS), which conforms to the principals of ISO 12100.  All 

identified risks shall be mitigated to acceptable risk levels as part of the risk assessment process. 

ISO 17757 also requires that safety-related parts of control systems shall comply with the 
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appropriate functional safety performance level.  Examples include: ISO 13849 “Safety of 

Machinery – Safety-Related Parts of Control Systems;” ISO 19014 “Earth-Moving Machinery – 

Functional Safety;” IEC 62061 “Safety of Machinery – Functional Safety of Safety-Related 

Electrical, Electronic and Programmable Electronic Systems;” or IEC 61508.   

2.7 IEC Functional Safety Standards 

Functional Safety is defined by IEC 61508 as “the safety parameters control systems 

provide to an overall process or plant.” Functional safety standards were developed to improve 

confidence in safety systems. This requirement is due to the complexity in modern safety 

systems that are now predominantly electrical, electronic, or programmable systems. The process 

plant environment bred many of the development standards used today in autonomous systems. 

This new approach to reducing risk deviates from previous standards that were prescriptive in 

nature by focusing on quantitative risk reduction. The functional safety approach greatly differs 

from the prescriptive approach taken by MSHA regulators with the mandate of no allowable risk.  

Functional safety engineering seeks to identify specific hazardous failures that can lead to 

serious consequences. It then establishes a maximum tolerable frequency target for each mode of 

failure. If the failure of a piece of equipment contributes to the identified hazards, it is referred to 

as “safety related.” A “safety function” is further defined as the function of safety related 

equipment which maintains a safe state or brings it to a safe state in response to a hazard. 

Functional safety addresses both random hardware failures and systematic failures. The 

former is often quantified and assessed in terms of failure rates while the later cannot be easily 

quantified and must rely on conformance to acceptable development standards. Systematic 

failures most often occur when software is involved in the safety related function.  

 Basic Process Control System 

IEC 61511 “Functional safety - Safety instrumented systems for the process industry 

sector” defines a basic process control system (BPCS) as the system that continuously monitors 

and controls the process in a day-to-day plant operation. A BPCS is typically considered as an 

independent protection layer (IPL) preceding the SIS.  
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IEC 61511 Part F.9 states the criteria to qualify a Protection Layer (PL) as an IPL are the 

protection provided reduces the identified risk by a large amount, for instance 10-1, and the 

protective function is provided with a high degree of availability (90% or greater).  An IPL 

should be designed solely to prevent or to mitigate the consequences of one potentially 

hazardous event (i.e. a runaway reaction, release of toxic material, a loss of containment, or a 

fire). Multiple causes may lead to the same hazardous event; therefore, multiple event scenarios 

may initiate action of one IPL.  An IPL must also be designed to facilitate regular validation of 

the protective functions also known as auditability. Only those protection layers that meet the 

tests of availability, specificity, independence, dependability, and auditability are classified as 

independent protection layers. 

Typically, a BPCS is a relatively weak IPL due to limited redundancy in components, 

limited built-in testing capability, and limited security against unauthorized changes to the 

internal programming. The latter of these may have the greatest impact to effectiveness due to 

human error. IEC 61511 limits the combined PFD to not less than 1 × 10-1 for all the BPCS IPLs 

that can be applied to a unique initiating event-consequence pair. However, some companies use 

a PFD equal to 1 × 10-1 for each BPCS IPL if analysis indicates that the configuration, 

maintenance, and regular testing of the BPCS ensures that each IPL BPCS is truly independent. 

For the analysis presented in this study, the PFD of the BPCS is assumed to be 100 due to the 

complexity of the system. 

 Safety Instrumented System 

A safety system provides functional safety if the safety system – including logic solvers, 

sensors, and actuators – achieves a tolerable level. IEC defines tolerable risk (International 

Electrotechnical Commission 2016) as, “The aim of functional safety is to bring risk down to a 

tolerable level and to reduce its negative impact; however, there is no such thing as zero risk. 

Functional safety measures risk by how likely it is that a given event will occur and how severe it 

would be; in other words: how much harm it could cause.” 

A SIS is a system designed to prevent or mitigate hazardous events by taking the process 

to a safe state when specific conditions are violated. A SIS is comprised of at least one Safety 

Instrumented Function (SIF) composed of various combinations of logic solvers, sensors, and 
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actuators. SIFs must be functionally independent from the BPCS. Signals can be shared between 

the SIF and BPCS only if the PFD is not affected. Typically, SISs utilize logic solvers with 

multiple redundant processors, power supplies, signal paths, sensors, and actuators. Ideally, this 

redundancy is achieved by more than one or duplicate components. An example of non-duplicate 

redundant sensors is Caterpillar’s use of Radar and LiDAR in their perception system. 

Additionally, each SIS will use self-diagnostics to detect and communicate sensor, logic solver, 

and final control element faults.  

Each SIF will have a SIL rating. A SIL rating is a ranking of a safety systems 

performance. It is rated as PFD and can be expressed in terms such as 1 in 1,000. The SIL rating 

system has four discrete levels: SIL 1, SIL 2, SIL 3, and SIL 4, as shown in Table 2.2. 

Table 2.2: SIL Level, Risk Reduction Factor, Probability of Failure on Demand. Annotated from 

(International Electrotechnical Commission 2016). 

SIL Level 
Risk Reduction 

Factor 
PFD Rigor 

SIL 4 100,000 to 10,000 10-5 to 10-4 State of the art and usually avoided. 

SIL 3 10,000 to 1,000 10-4 to 10-3 
Less rigorous than SIL 4, but still 
requiring sophisticated techniques. 

SIL 2 1,000 to 100 10-3 to 10-2 
Requires good design and operating 
practice such as in ISO 9001 “Quality 
Management Systems – Requirements.”  

SIL 1 100 to 10 10-2 to 10-1 
The minimum level requiring good design 
and practice. 

 

The higher the SIL rating, the higher the safety level or the lower the probability of 

failure on demand. Individual components do not have SIL ratings; instead, components are 

determined to be suitable for different SIL environments. Use of components suitable to a SIL 

rating does not ensure that a system has that SIL rating. The actual SIL rating is dependent on the 

implementation of SIL appropriate logic solvers, sensors, and actuators. 

The selection of a SIL rating for a SIS utilized in a process is based on risk analysis of the 

situation. This risk analysis follows the same process as that described in the DMIRS’s code. 

Risk analysis will result in a risk profile for the process. If that risk is too high, a risk reduction 

and mitigation plan must be prepared that could include SISs. The SIL ratings of the SISs would 
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be dependent on the desired risk reduction factor. For example, a process industry company may 

only accept SIS designs up to SIL 2. If the risk analysis indicated a requirement for a SIL 3 SIS, 

a redesign of the process to lower the intrinsic risk would occur rather than implementing a SIL 3 

SIS. This change in process would be during the elimination or substitution step of the hierarchy 

of controls. 

A typical SIS/SIF/SIL example case is a pressure vessel containing a flammable liquid. If 

this pressure vessel’s process control system fails and allows the vessel to be subjected to an 

overpressure condition, the SIS will act to prevent or mitigate the hazardous condition resulting 

from the overpressure event. The SIS may include a pressure transducer, a logic solver to control 

the system behavior, and a solenoid valve to vent the vessel into a safe location. If the risk 

reduction factor required by the risk analysis is a factor of 100, then a SIL 2 level SIF would be 

specified. This one SIF may constitute the entire SIS, or the SIS may be composed of multiple 

SIFs to mitigate additional unacceptable process risks.  

 Human Independent Protection Layers 

Human IPLs rely on operators to take action to prevent an undesired consequence in 

response to an event. It is worth noting that most well-known major incidents, such as Three 

Mile Island and Chernobyl, involved complex systems interacting with humans. The 

effectiveness of humans in performing routine tasks under low or high stress conditions is 

limited. Overall, human performance is less reliable than engineering controls. The Center for 

Chemical Processes and Safety has extensively studied human failure rates. Routine tasks 

typically have PFDs in the 10-2 to 10-3 range, while complicated non-routine tasks under timing 

limitations have PFDs approaching 100 (Center for Chemical Process Safety 2001).  

 Maximum Tolerable Risk 

Counter to many of the catch phrases used in the mine health and safety community, 

there is no such thing as zero risk. Public perception and those involved in the health and safety 

of mines often call for zero risk; however, this is not practical. Table 2.3 demonstrates the 

everyday risk of death from various causes. Data is compiled from Center for Disease Control 

(CDC), DMIRS, and MSHA.  
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Table 2.3: Probability of Risk of Death. Compiled from CDC, MSHA, and DMIRS data souces. 

Cause Probability  Source 

All causes (mid-life including medical) 7 × 10-3 (Centers for 
Disease Control 
and Prevention 
2020) 

Unintentional Injuries 5 × 10-4 (Centers for 
Disease Control 
and Prevention 
2020) 

Traffic Accidents 1 × 10-4 (Centers for 
Disease Control 
and Prevention 
2020) 

Working at a USA Coal Mine (2018) 1 × 10-4 (Mine Safety and 
Health 
Adminstration 
2019) 

Work at a USA mine (2018) 8 × 10-5 (Mine Safety and 
Health 
Adminstration 
2019) 

Working at a Western Australia mine (2018) 3 × 10-5 (Department of 
Mines, Industry 
Regulation and 
Safety 2019) 

Natural disasters 6 × 10-6 (Centers for 
Disease Control 
and Prevention 
2020) 

 

The tolerable degree of risk varies based on degree of control of the circumstances, the 

voluntary or involuntary nature of risk, and the number of persons at risk. However, 10-5 per 

annum (pa) is often considered a broadly acceptable level of risk within mining and industrial 

activities, such as oil & gas. Tolerable risks in the 10-6 range are typically only utilized for 

scenarios that present a risk to communities outside of an operational area. 

 Maximum Tolerable Failure Rate 

For simple systems, the maximum tolerable failure rate is calculated by dividing the 

maximum tolerable risk by external IPLs. Typically, most of these IPLs reduce the exposure rate 
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of an individual.  Reduction in staffing, AOZ access control, and site procedures are the reducing 

factors specific to AHS. For example, factors that might be experienced at an AHS site are 

shown in Table 2.4.  

Table 2.4: Factors used to calculate maximum tolerable failure rate. 

Factor Value Source 

Portion of time system can offer risk 80% 
7000 operating hours/ 8760 total hours per 
year 

Person at risk 23% 
2000 working hours/8760 total hours per 
year 

Probability of Fatality from Incident 80% Judgement 

Daily exposure to an AHT (<30m 
separation) 

5% 
Estimated exposure based on operational 
conditions 

 

Based on Table 2.4, a requirement of a maximum 1.4 × 10-3 pa PFD is calculated in 

Equation 2.1.  The calculated PFD results in a safety integrity level requirement of SIL 3. This 

means that a single SIL 3 safety system is required to meet the tolerable degree of risk for an 

AHT. However, a single SIL 3 system is not a preferred solution due to the difficultly in creating 

those individual systems; however, a combination of SIL 1 and SIL 2 systems can achieve the 

risk reduction factor of a SIL 3 system. All current AHS implementations have numerous layers 

of protection. 

1 × 10−5pa

 (0.80 ×  0.23 ×  0.75 ×  0.05)
= 1.4 𝑥𝑥 10−3 pa 

 

(2.1) 

 As Low As Reasonably Possible (ALARP) 

It is insufficient to end functional safety analysis at the determination of a SIL target 

based on an acceptable level of risk. It is also necessary to establish if further improvements to 

the system can be undertaken to reach as low as reasonably possible (ALARP) risk target. 

Ideally, a system would reach a state of safety where the risk lies below the broadly acceptable 

risk limit of 10-6. 
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The principle of ALARP is rooted in the way risk is treated legally. Reasonable measures 

will be taken to reduce the risk until further risk reduction is disproportionate to the benefit. This 

is most often measured financially, which leads to the concept of cost per life saved. The cost per 

life saved is multiplied by a gross disproportionality factor depending on how close the predicted 

risk is to the target. For predicted risks approaching the maximum tolerable risk, a factor of 10 is 

used. 

 

Figure 2.4: ALARP Triangle adapted from IEC 61508 and common sources. 
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An example of an ALARP calculation is presented below: 

1) A $2,000,000.00 USD cost per life saved target is used in a particular industry; 

2) A maximum tolerable risk target of 10-4 pa was set for a particular hazard that is 

likely to cause two fatalities; 

3) The proposed system was assessed and a predicted risk of 8 × 10-5 pa was 

obtained. Given that the negligible risk is taken as 10-6 pa, the application of 

ALARP is required; 

4) For a cost of $6,000.00 United States Dollars (USD), additional instrumentation 

and redundancy will reduce the risk to just above the negligible region (2 × 10-6 

pa); 

5) The plant life is 30 years; 

6) A gross disproportionality factor of 10 is used; 

7) The cost per life saved criteria is becomes 10 × $2,000,000 USD = $20 M USD; 

8) The cost per life saved is calculated by the cost of the proposal divided by the 

number of lives saved of the plant life, as follows: $6,000 [⁄ (8 × 10−5 −
2 × 10−6) × 2 × 30] = $1.3 M USD  

Based on this calculation, the cost per saved life is less than the cost per life saved 

criteria; therefore, the safety improvement should be implemented. The application of ALARP to 

a mine model should evaluate more than just the cost of the system. The cost of additional IPLs 

is negligible to the cost per human life; however, the process interruptions due to false positives 

does have a significant impact. Typical operating costs of an AHT varies between $500/hr. and 

$800/hr. (USD). Typically, process interruptions from a loss of communications or a false 

detection of the ODS results in a chain reaction across the AHT fleet that shuts down the entire 

fleet until the interruption is resolved. In a small fleet of 20 trucks, process interruption could 

cost $10,000-$16,000 USD per hour. In more a common sized fleet of 50 trucks, process 

interruption could cost $25,000-$40,000 USD per hour. 

 Meeting the Requirements of IEC 61508 

Based on the Alberta OHS regulations on AHS and movement within the regulatory 

environment of Western Australia, it is likely that AHSs will at some point be required to 
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demonstrate conformance to the requirements of IEC 61508. An active topic within the Global 

Mining Group Guidelines focuses on the application of Functional Safety to AHS (Global 

Mining Group 2019). Their problem statement, “The industry is not aligned. Available 

international standards applicable for mine autonomy are not clearly defined and the 

requirements for managing functional safety are therefore unclear,” demonstrates the lack of 

clarity on the application of the standard. However, Alberta OHS has already included ISO 

17757 in their regulations for AHS. 

Certification under IEC 61508 takes two forms: certification of the organization creating 

the product or system and certification of the system. It is not credible to expect certification of a 

product without verification of the organization producing the product. Many of the companies 

associated with AHS cleared or could clear the burden of ISO 9001 “Quality Management 

Systems.” However, the situation with IEC 61508 is different and less well developed. Self-

certification is not precluded in IEC 61508. 

IEC 61508 includes a provision for a system to be “Proven in Use.” As an alternative to 

the rigorous process of Parts 1 and 2, statistical data from field applications may be used to 

satisfy IEC 61508. Due to their large number of trucks, Caterpillar and Komatsu could argue that 

their AHSs achieved a ‘proven in use’ demonstration. 

In November 2018, Caterpillar announced they hauled one billion tonnes and traveled 35 

million kilometers under AHS  (Caterpillar 2018). Assuming the average speed of their trucks is 

20 km/hr, the result is 1.75 million hours of operation. AHS trucks operate approximately 7,000 

hours per year, which means that Caterpillar has approximately 250 years of operation without a 

lost time incident (LTI) or fatality. Because truck numbers are climbing and a majority of 

operating hours occurred in the last few years, it is likely that Caterpillar could claim a SIL 3 

rating within the next couple of years under the “Proven in Use” path.  

While many of the requirements to meet IEC 61508 are the responsibility of the 

manufacturer, the implementation strategy and supporting documentation are critical to the 

success of the deployment as well as the potential certification of the system. Implementation 

philosophies, restrictions, and limitations will contribute to an effective and practical 

implementation of AHS and are also critical in the certification of a system under IEC 61508. An 
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adaptation of a Functional Safety “V” diagram presented in ISO 26262 “Road Vehicles 

Functional Safety” shows the stages of the Functional Safety process that should be the sole or 

shared responsibility of the mine site (Figure 2.5).  

2.8 IEC 61025: Fault Tree Analysis (FTA) 

The more complex scenario of an AHT is better represented by a fault tree. Fault Tree 

Analysis (FTA) is a deductive failure analysis that uses Boolean logic to combine a series of 

lower level events. FTA is commonly used in high hazard industries, such as aerospace, nuclear 

power, chemical process, pharmaceutical, and petrochemical. IEC 61025 “Fault Tree Analysis” 

is the international standard that covers FTA.  

The undesired event is taken as the top event of the logic tree. FTA works backwards 

from this event to determine the causes of the event and failures of the layers of protection of the 

system. FTA assumes failure of the functionality of a product or process and then identifies all 

potential root causes of the assumed failure. Each system or subsystem failure is evaluated one at 

a time and can combine multiple causes by identifying causal chains. Results of the FTA are 

schematically represented in the form of a tree of fault nodes. At each level of the tree, 

combinations of fault modes are described by logical Boolean operators (AND, OR, etc.). Basic 

symbols are shown and described in Figure 2.6. 
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Figure 2.5: Functional Safety “V” Diagram adapted from ISO 26262 and common sources. 
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Figure 2.6: Fault Tree Analysis Building Blocks adapted from IEC 61508. 

Events in an FTA include a failure rate (λ). In the simplest case, the probability of failure 

(P) depends on the rate and the exposure time (t) and is expressed by: 

𝑃𝑃 = 1 − 𝑒𝑒−𝜆𝜆𝜆𝜆 (2.2) 

Because functional safety for non-continuous events utilizes annual rates and product of λ 

and t < 0.1, the equation can be simplified to: 𝑃𝑃 = 𝜆𝜆𝜆𝜆 (2.3) 

Unlike logic gate diagrams that input and output binary values (e.g. true and false), gates 

in an FTA output probability related to input probabilities. Mathematically, the use of set theory 

terms simplifies the mathematical solutions. 

An AND gate represents the combination of independent events. In set theorem terms, 

AND is equivalent to the intersection of the input events. The probability of the AND gate output 

is given by:  
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𝑃𝑃(𝐴𝐴 𝑎𝑎𝑎𝑎𝑎𝑎 𝐵𝐵) = 𝑃𝑃(𝐴𝐴 ∩ B) = P(A) × P(B) (2.4) 

An OR gate corresponds to a set union: 𝑃𝑃(𝐴𝐴 𝑜𝑜𝑜𝑜 𝐵𝐵) = 𝑃𝑃(𝐴𝐴 ∪ B) = P(A) + P(B) - 𝑃𝑃(𝐴𝐴 ∩ B) (2.5) 

As the failure probabilities used in FTA tend to be less than 0.1, 𝑃𝑃(𝐴𝐴 ∩ B) becomes a 

very small term and the output can be conservatively approximated by using an assumption that 

the inputs are mutually exclusives events, therefore: 𝑃𝑃(𝐴𝐴 𝑜𝑜𝑜𝑜 𝐵𝐵) = 𝑃𝑃(𝐴𝐴 ∪ B) = P(A) + P(B) (2.6) 

Figure 2.7 represents a generic single event fault tree and layers of protection of an AHT. 

The layers of protection of an AHT are broken out to the terms defined by ISO 17757. In 

addition to the safety systems identified by ISO 17757, BPCS from the pose system was added. 

The pose system provides a double redundant process to verify location via dual antennas, 

odometry, and an IMU. While this would not qualify as a SIS, it certainly provides a layer of 

protection. A generic event is also represented within the diagram. 

2.9 Earth Moving Equipment Safety Round Table  

The Earth Moving Equipment Safety Round Table (EMESRT) was formed in 2005 and 

was driven by the desire to fill the knowledge gap between customers and OEMs with regard to 

understanding operational and maintenance risks. EMESRT is a global initiative involving major 

mining companies that made valuable risk evaluation frameworks for vehicle interaction systems 

that are relevant to the implementation of AHS. 

The Vehicle Interaction Systems document is a performance requirement developed to 

augment the interpretation of the EMESRT design philosophy and machine operation controls 

within various potential unwanted event scenarios. Performance requirement objectives serve to 

prevent a person or equipment (machine or vehicle) event resulting in injury or equipment 

damage including equipment to person, equipment to equipment, equipment to environment, and 

loss of control of equipment. 
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Figure 2.7: Generic Single Event AHT Fault Tree.
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The EMESRT vehicle interaction document provides a concise but thorough table of 

possible vehicle interactions for surface mining equipment that must be appropriately addressed 

in the risk analysis for a mine. EMESRT defines the interactions in terms of Local Objects (LO) 

and Remote Objects (RO).  A LO is the interactor in the best position to avoid the interaction and 

the RO is the other participant in the interaction.  For this evaluation, AHTs will be assumed as 

the LO to allow for the evaluation of the AHTs safety systems and the manned monitored 

machines (MMM) will be the RO. Figure 2.8 visually represents identified potential surface 

vehicle interaction scenarios. 

 

Figure 2.8: Surface Vehicle Interaction Scenarios (Earth Moving Equipment Safety Round Table 

2016). Reproduced with permission from EMESRT.  
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2.10 DMIRS Accident and Incident Data 

The DMIRS logs all accident and incident data for various categories of events 

(Department of Mines and Petroleum 2017).  AHS incidents fall into two categories: ‘Potentially 

serious occurrence’ and ‘Loss of control, failure of braking or steering heavy earth moving 

equipment.’ Appendix A and B contain the DMIRS data for AHS related events. 

 Potentially Serious Occurrence 

A potentially serious occurrence is any event at a mine or exploration site considered by 

the manager to have potential to cause serious injury or harm to health, even if no injury or harm 

occurred. Sixteen potentially serious incidents related to AHS equipment occurred during the 

entire commercial operating period of AHS in the Pilbara region. DMIRS potentially serious 

occurrence data is included in Appendix A. 

Of the incidents, one was a mechanical failure of a braking component where the truck’s 

control software did not correctly identify the fault. Another was an AHT that was struck by 

lightning.  A third incident was a complicated semi-teleoperated event where the control room 

attempted to remotely control an AHT and nearly tipped it over by backing it over a stockpile. 

The remainder of the incidents were manned breaches of site procedures.  Specifically, manned 

equipment failed to adhere to the hierarchy of vehicles.  At many mine sites, the larger/heavier 

vehicle has the right of way.  When this procedure is utilized, all AHTs are located at the top of 

the hierarchy regardless of their actual size. Included in this type of traffic management plan is a 

minimum distance that machines must maintain from each other with the exclusion of passing 

each other in opposite directions.   

Luckily, only three of these breaches resulted in a metal-on-metal incident.  Two 

incidents were collisions between an AHT and a manned water truck/cart, where the water 

truck/cart operator failed to yield to the AHT. Another incident was a collision of a manned 

wheel dozer into a parked AHT. The remaining incidents are made up of exclusively manned 

vehicles failing to yield to an AHT. In these cases, the AHT utilized its object detection and 

object avoidance systems to prevent the collisions.  
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 Loss of Control, Failure of Braking, or Steering of Heavy Mining Equipment 

Twenty-three loss of control incidents were recorded by the DMIRS involving AHTs. Of 

the twenty-three logged incidents, eight were loss of control incidents due to wet driving 

conditions caused by heavy rain events or over watering of roadways.  One of these incidents 

resulted in a metal-on-metal contact. Traditionally, simple manned slides due to wet conditions 

rarely are reported to the DMIRS at active mine sites.  Any slip or perceived loss of control by 

the AHT is directly reported to DMIRS; even slips that would be considered non-events in 

manned vehicles.  DMIRS loos of control event data is included in Appendix B. 

It should also be noted that due to the travel lane restrictions of an AHT, breaches of its 

travel lane trigger an abrupt emergency stop.  Understandably, in slick conditions this results in a 

more severe slide than a manned machine would experience.  Two loss of control incidents were 

due to abrupt emergency braking that caused a skid.  These two incidents were tied to a loss of 

communications and a positioning error that triggered a hard stop. Two more incidents occurred 

due to loss of traction from road conditions and grade where abrupt emergency braking caused 

the AHT to slide.  

Additional incidents are accounted as follows. Two were due to mechanical failures 

outside the autonomous system.  One incident was due to a geotechnical issue on the dump. One 

incident was due to a detection error during edge dumping operations.  Two other incidents were 

likely due to software or operational procedural issues.  The first of these was a windrow strike 

that occurred due to a complex dynamic lane assignment.  The second is still under investigation 

but, based on the author’s private conversations with site personnel, a communications issue is 

believed to have temporarily stopped operations.   

Four incidents loss of control incidents were due to manual operation of an AHT. In three 

of these cases, the manned vehicles were AHT that were intentionally or accidently switched into 

manual mode. The last incident occurred due to a hierarchy failure, where a manned vehicle did 

not yield to the AHT. This event occurred in 2012 near the initial date of AHT deployment for 

the operation. Once operations resumed, an AHT backed into a parked AHT.  It is worth noting 

that the incident involved a Caterpillar system that did not implement rear-facing object 

detection. 
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SAFETY INTEGRITY TARGETS OF A MODEL MINE 

By rigorously defining safety integrity targets of an AOZ, the safety requirements of the 

AHS and AHTs can be defined.  Those requirements can be utilized to select the appropriate 

SISs to provide sufficient risk reduction without burdening the system with redundant or 

unnecessarily complicated systems.  The process prescribed in IEC 61508 has been adapted to 

meet the demands of an AOZ. The first step described in IEC 61508 is to analytically set a safety 

integrity target for the model mine. This target will generally align with the industry standard of 

10-5 fatalities per annum.  The maximum tolerable failure rate is then determined by applying the 

risk reductions associated with external IPLs.  The primary external IPL is the limited exposure 

that all personnel within the AOZ experience. Exposure values are developed by evaluating the 

risks for various roles within the AOZ. The resultant maximum tolerable failure rate is then 

utilized to calculate the required SIL for the AHT safety system(s). 

3.1 Risk in the AOZ 

A generic fault tree, Figure 2.7, is divided in half with one side representing the internal 

layers of protection while the other half focuses on the exposure to fault conditions or conditions 

that could result in a fatality in an AOZ. The latter half of the fault tree sets the integrity target of 

functional safety analysis which is the focus of IEC 61508 Part 1. Fault events are evaluated 

relative to the risk they present to an individual. This allows for evaluation of the fault risk by 

role within the AOZ. The fatality risk associated with AHS is limited to AHT-to-MMM 

collisions in this study. There is some minimal risk associated with AHS and personnel not in a 

vehicle; however, the rates of exposure are likely one to two orders of magnitude lower than 

vehicle collisions due to site procedures and limited permitted activities outside of a vehicle. 

Risk of collision only occurs when an MMM and an AHT are near each other (<30 m) and in a 

position for the AHT to collide with a manned machine. The EMESRT surface vehicle 

interaction scenarios provide a set of vehicle interactions that may result in an incident (Figure 

2.8). 

Potential interactions anticipated in an AOZ are show in Table 3.1. Interactions are 

limited to plausible scenarios that occur or have the potential to occur in an AOZ. Four 
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interaction scenarios are anticipated to occur: oncoming, dovetailing, intersections, and HME-

AHT interactions during work.  Oncoming interactions occur when an AHT passes an MMM in 

the opposite direction in an adjacent lane.  Dovetailing interactions occur within the same lane 

and are limited to AHTs approaching too closely from the rear of an MMM.  Intersection 

interactions occur when an MMM fails to comply with the hierarchy of vehicles utilized within 

the AOZ. The hierarchy of vehicles typically means that the larger/heavier vehicle has the right 

of way.  When this procedure is utilized within an AOZ, all AHTs are located at the top of the 

hierarchy regardless of their actual size.  The last interaction type occurs while an HME is 

performing its function.  This interaction is limited to the loading units, dozers, and motor 

graders.  Scenarios are compared to the EMESRT list and include the anticipated machine type 

that would be exposed to the scenario. Primarily exposures occur within the static lanes of the 

AOZ, such as the haul roads and ramps.  Dynamic lane zones (loading or dumping) are typically 

off-limits to manned machines with the exception of loading units and dozers. This exclusion 

removes many of the risks associated with the AHTs and for all MMM other than loading units 

and dozers. 

Table 3.1: Interaction Scenarios in an AOZ.  

Scenario Definition 
Machine Type Exposed 

to Scenario 

EMESRT 

Scenario 

Oncoming Oncoming traffic in an 
adjacent lane 

All L1, L5, L8, C1, 
V4 

Dovetailing Traffic within the 
same lane approaching 
from the rear 

All L4, C2, V4 

Intersections MMM failing to 
comply with hierarchy 
of vehicles at an 
intersection 

All T1, T2, T3, T4, 
V4 

HME-AHT HME working within 
their operating area. 

Loading Unit, Dozer, 
Motor Grader 
 

L2, L3, L6, L7, 
C3, V4 

3.2 Maximum Tolerable Risk 

The maximum tolerable risk is the value a mining company should determine as part of 

their corporate policy. Heavy industry, which includes mining, generally sets the maximum 
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tolerable risk of fatality at 10-5 per annum. This limit lies within the current target of DMIRS and 

is supported by a few other national safety guidelines (Figure 3.1). 

 

Figure 3.1: Western Australia Mining and Exploration Fatalties Per Annum. Annotated from 
DMIRS publication (Department of Mines, Industry Regulation and Safety 2019). 

3.3 External IPLs in a Typical AOZ 

AOZs are the most highly regulated and managed area within a mine. This oversight 

comes both from the regulatory bodies, such as DMIRS or Alberta OHS, and from the mining 

company itself. For instance, prior to accessing an AOZ, a typical miner must show training in 

these core competencies: 

• core knowledge of the entire AHS; 

• AOZ induction including use of a remote stop system, if equipped; 

• operating a light vehicle (LV) in the AOZ; 

• marking hazards and infrastructure; 
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• clearing/confirming AHT object detections; 

• introduction to manned machine systems; 

• safe work procedures in the AOZ (loading, dumping, maintenance, etc.); and 

• manual operation of an AHT. 

Typical training to reach this level of competence takes multiple weeks. Training reduces 

exposure to AHT hazards by first reducing the number of people allowed within the AOZ and 

secondly, by allowing only highly training individuals within the AOZ. Typically, an AOZ sees a 

significant reduction in staffing in comparison to a manned site. This reduction is not only 

limited to truck operators but includes a reduction in non-critical employees within the AOZ as 

compared to a manned site. 

A calculation of Maximum Tolerable Failure Rate (MTFR) will be calculated only for the 

classes of workers expected to be within the AOZ. Each class has a calculated exposure time 

based on their role and responsibility. The following classes will be investigated for specific 

risks, exposure time, and consequences: 

• AHS Pit Supervisor; 

• Loading Unit Operator; 

• Motor Grader Operator; 

• Water Cart/Truck Operator; 

• Dozer Operator (Dump); 

• Dozer Operator (Loading Unit Clean-up); 

• AHS Pit Technician & Mechanic/Fitter; 

• AHS Service Technician and Wi-Fi Service Technician; and 

• Serviceman (Fuel bay). 

There are other roles that occur within an AOZ; however, their exposure is considerably 

lower than the roles listed above and might include mine services, technical services, and other 

support functions. These roles are generally escorted within the AOZ or allowed only to operate 

within exclusions zones within the AOZ. 
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Autonomous and manned mines have operating procedures in place to limit human 

exposure to large mobile equipment. A common term for this type of rule is the 50/30 rule and is 

enforced when a LV or a person on foot intends to approach a piece of heavy mining equipment 

(HME). Prior to entering within 50 meters of an HME, personnel must establish positive two-

way communication with the HME operator to indicate their request to enter within 50 meters of 

the HME. The LV or person must wait until they are granted permission to approach by the 

HME operator. Other than where segregated by a physical barrier and prior to entering within 30 

meters of an HME, positive two-way communication must be established, the HME must be 

parked, all ground engaging tools are grounded, and the operator’s hands must be away from the 

controls of the HME. Similar procedures exist for autonomous vehicles but require positive two-

way communication with the control room and direct evidence of the change in the AHT’s 

operating state as shown by its signal lights. 

A few large mining companies have implemented LV only roads to remove the potential 

for interactions between LVs and HME. This adoption obviously has a significant impact on the 

exposure of LV occupants to the risk of AHS. Even without separated lanes, the interactions 

around AHTs are heavily controlled. Static lanes have more limited Safe Work Procedures 

(SWPs) compared to the dynamic areas due to their increased complexity and risks.  

A major contributor to external IPLs at a mine site is SWPs. SWPs originated in Australia 

and now serve as risk management protocol throughout multiple industries within the country. 

Outside Australia, SWP are often referred to as Standard Operating Procedures (SOP). A SWP is 

a step-by-step description of a process or task when deviation from the task could result in a loss, 

i.e. damage to equipment, injury, or fatality. The risk control document is unique and is created 

by teams within a mine site to describe the safest and most efficient way to perform a task.  

3.4 Cause of Event 

Human error stands out as the most probable cause of an incident within a manned or 

AHS mine. If loss of control events are excluded from the DMIRS AHS incident data, all 

reported incidents are a result of human error alone and sometimes accompany a mechanical 

failure (Department of Mines, Industry Regulation and Safety 2019). DMIRS data indicates that 

notifiable incidents occur at a rate of 25-45 incidents per million hours worked.  Assuming that 
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an average miner works 2000 hours per annum, the average of the DMIRS range converts to an 

annual incident rate of 7.0×10-2 pa.  

The Center for Chemical Process and Safety recommends a range of 10-1 to 10-3 per 

opportunity with the most commonly used value of 10-2 for analysis (Center for Chemical 

Process Safety 2001). Data used in the fault tree analysis is in units of per annum.  Conversion 

from per opportunity to per annum requires that an estimate of the number of times per year that 

a demand is placed on the operator. The number of incidents requiring human intervention is 

difficult to predict; however, the combination of annual incident rate and the rate of human PFD 

can be represented as the annual incident rate.  Therefore, 7.0×10-2 pa was utilized for the fault 

tree analysis presented here. 

While no metal on metal incident was recorded as a result of a loss of control incidents, it 

should be included in the fault tree analysis as a potential incident type. Generally, DMIRS loss 

of control incidents are related to a loss of traction due to wet roads. In all incidents, the BPCS 

brought the vehicle to safe stop. In some cases, the stop occurred outside the assigned travel lane 

but within a few meters of the travel lane. From 2017-2019, an average of 2.3 loss of control 

incidents occurred within AHSs of Western Australia. During that period, more than 200 AHTs 

were in operation within the Pilbara.  Based on these assumptions, the annual incident rater per 

AHT is approximately 1.1×10-2 pa.  This value was utilized for the fault tree analysis. 

While no incident related to a failure of the BPCS has been reported, there is still a 

potential for a fatality related to a BPCS failure. IEC 61511 limits the combined PFD to not less 

than 1 × 10-1 pa for all the BPCS IPLs that can be applied to a unique initiating event-

consequence pair. However, some companies use a PFD of 1 × 10-1 for each BPCS IPL only if 

analysis indicates that the configuration, maintenance, and regular testing of the BPCS ensures 

that each IPL BPCS is truly independent. Therefore, 1.0×10-1 pa was utilized for the fault tree 

analysis. 

3.5 Definition of the Model AOZ 

A model AOZ has been developed following the path described in IEC 61508. First the 

maximum tolerable risk of the AOZ is defined utilizing industry norms. A simplified scheme of a 

fleet comprised of sub-fleets is then imagined representing a typical mine. This scheme is 
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utilized to determine cause and probability of a failure/fatality. The predominant driver of risk 

within the AOZ is the exposure time of an individual to the AHTs. These exposures occur in two 

prime scenarios: brief passing within travel lanes and longer exposures at loading and dumping 

points. While the loading and dumping points have much longer exposure intervals, their 

probability of fatality due to collision is much lower than interactions between light vehicles and 

AHTs within the travel lanes. The risks to individuals are combined into a resultant factor, that 

when combined with the maximum tolerable risk, represents the SIL requirements of the safety 

system(s). 

3.6 Model Assumptions 

To evaluate the exposure rates within an AOZ, the ideal solution would be time-in-

motion studies of an active AOZ or a simulation of a complex AOZ within traffic modeling 

software. An ideal study would generate an average exposure time where a manned monitored 

machine is within 30 meters of an AHT and able to collide with that machine. Unfortunately, that 

data and process are not readily available; but a simple mine model can be developed to assess a 

typical AOZ.  To simplify the calculation of exposure rate, it is assumed that sub-fleets do not 

interact with each other. A single sub-fleet is represented in Table 3.2. It should be noted that 

half units are shared between sub-fleets. The result of this assumption is that exposures for motor 

grader, water cart/truck, and service truck operators assumes full utilization, but the machine is 

shared across multiple sub-fleets with similar exposures.  If multiple sub-fleets are considered, 

the impact from their addition will vary from zero if the sub fleets do not interact within the same 

haulage cycle to a multiple of the sub-fleets using the entirely the same haulage cycle. 
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Table 3.2: Model AOZ Sub-Fleet.  

Machine Type Units 

Haul Truck 5 

Shovel/Excavator 1 

Dozer 1 

Wheel Loader/Dozer 1 

Motor Grader 0.5 

Water Truck/Cart 0.5 

Service Truck 0.5 

LV (Supervisor) 1 

LV (Pit Tech) 2 

LV (Wi-Fi Tech) 1 

 

A simplified model of a waste haul route from a loading unit to a dump is utilized to 

define the haul path of an AHT (Figure 3.2).  The model mine assumes that an AHT is loaded 

and then travels out of the loading zone.  The AHT then progresses along the pit floor, up the pit 

ramp, across a surface haul road, up a dump ramp, across the dump bench, and into the dump 

zone.  The truck then dumps its load and returns along the same path to the loading unit.  The 

model only assumes waste haulage; however, the risk profile of a haul to a run-of-mine stockpile 

or crusher is a reduction in exposure due to typically shorter distance traveled and the removal of 

a dozer within the dump zone.  

Loading 

Zone

Dump 

Zone

Pit Floor

Dump 

Bench

Surface 

Road

Empty AHT

Full AHT
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Figure 3.2: Model Road Segments. 

 As shown in Figure 3.2, the haulage loop is broken into segments.  These segments are 

assigned a length, speed, and opposing speed, Table 3.3. Figure 3.2 represents the sample haul 

cycle utilized to calculate the exposures by role. Equipment speed is utilized to calculate the 

duration of time spent in the segment. The sum of the segment durations plus the load and dump 

times equals the total haulage cycle time. The inverse of the total haulage cycle time is the 

frequency that an AHT passes a fixed point within the segment. This frequency is assumed to be 

constant throughout the haulage cycle.  The exposure time for each AHT interaction within a 

segment is calculated by dividing 30 meters by the relative speed of the AHT and RO. 

 

𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷 =
𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝐿𝐿𝐿𝐿𝐷𝐷𝐿𝐿𝜆𝜆ℎ𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝑆𝑆𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆  

 

(3.1) 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑒𝑒 𝑇𝑇𝑇𝑇𝑆𝑆𝑒𝑒 =  �𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷 

 

(3.2) 

𝐴𝐴𝐴𝐴𝑇𝑇𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹 =
1𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑒𝑒 𝑇𝑇𝑇𝑇𝑆𝑆𝑒𝑒 

 

(3.3) 

𝐴𝐴𝐴𝐴𝑇𝑇𝐸𝐸𝐸𝐸𝑆𝑆𝐷𝐷𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿 𝑏𝑏𝐹𝐹 𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆𝐿𝐿𝐷𝐷𝜆𝜆
=

30 𝑆𝑆𝑒𝑒𝜆𝜆𝑒𝑒𝑜𝑜𝑚𝑚𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝑆𝑆𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆 + 𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝑂𝑂𝑆𝑆𝑆𝑆𝐷𝐷𝐸𝐸𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿 𝑆𝑆𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆 

 

(3.4) 

 

  



 

40 

 

 

Table 3.3: Model AOZ Segments. 

Segment Length (m) Speed (kph) Opposing Speed (kph) Duration(s) 

Load NA NA NA 240 

Loading Area 200 30 30 24 

Pit Floor 300 50 50 22 

Pit Ramp 1,000 15 30 240 

Surface Road 500 50 50 36 

Dump Ramp 300 15 30 72 

Dump Bench 300 50 50 22 

Dump Area 200 30 30 24 

Dump NA NA NA 180 

Dump Area 200 30 30 24 

Dump Bench 300 50 50 22 

Dump Ramp 300 30 15 36 

Surface Road 500 50 50 36 

Pit Ramp 1,000 30 15 120 

Pit Floor 300 50 50 22 

Loading Area 200 30 30 24 

 

AHT Frequency is utilized to calculate the number of interactions between an AHT and 

an MMM.  Three types of AHT-MMM exposures occur within the model: oncoming traffic, 

dovetail traffic, and AHT-MMM working interactions. The latter type of exposure is modeled in 

two ways: loading or dozing and tramming or grading.  Loading or dozing is modeled by 

multiplying the AHT frequency, the total shifts that an operator is onsite in a year, length of shift, 

and the time that a machine is within 30 meters until it comes to a stop.  The exposure from an 

AHT backing towards a RO is then reduced by the risk of fatality and portion of a shift that an 

operator is present in the machine. 𝐹𝐹𝑎𝑎𝜆𝜆𝑎𝑎𝐶𝐶𝑇𝑇𝜆𝜆𝐶𝐶 𝑊𝑊𝑒𝑒𝑇𝑇𝑆𝑆ℎ𝜆𝜆𝑒𝑒𝑎𝑎 𝐸𝐸𝑥𝑥𝐸𝐸𝑜𝑜𝑚𝑚𝐸𝐸𝑜𝑜𝑒𝑒𝐿𝐿𝐷𝐷𝐷𝐷𝑆𝑆𝐷𝐷𝐷𝐷𝐿𝐿 𝐷𝐷𝐷𝐷 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐿𝐿 = 𝐴𝐴𝐴𝐴𝑇𝑇𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹 ×  𝑆𝑆ℎ𝑇𝑇𝑖𝑖𝜆𝜆𝑚𝑚𝑇𝑇𝐷𝐷𝜆𝜆𝐷𝐷𝑇𝑇 × 𝑆𝑆ℎ𝑇𝑇𝑖𝑖𝜆𝜆𝑈𝑈𝜆𝜆𝐷𝐷𝑇𝑇𝐷𝐷𝐷𝐷𝐿𝐿𝑆𝑆 𝑇𝑇𝐷𝐷𝑆𝑆𝐿𝐿 × 𝑇𝑇𝑇𝑇𝑆𝑆𝑒𝑒𝐵𝐵𝐷𝐷𝐹𝐹𝐵𝐵𝐷𝐷𝑆𝑆𝑅𝑅𝑇𝑇𝑚𝑚𝑅𝑅𝐹𝐹𝐷𝐷𝜆𝜆𝐷𝐷𝑇𝑇𝐷𝐷𝜆𝜆𝐹𝐹 × 𝑆𝑆ℎ𝑇𝑇𝑖𝑖𝜆𝜆𝐿𝐿𝐿𝐿𝐷𝐷𝐿𝐿𝜆𝜆ℎ          (3. 5) 

Tramming of loading units and dozers is handled in the same way that a motor grader 

working within a segment is handled.  By multiplying the frequency of AHTs and the time spent 

within the haulage path of the AHTs, a total time of exposure can be calculated. The buildup of 
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the exposure is nearly identical to the previous equation with the backup time replaced by an 

average exposure time within the haulage cycle.  Average exposure time is a weighted average of 

the AHS exposure by segment times.  The average is weighted by the segment duration. 𝐹𝐹𝑎𝑎𝜆𝜆𝑎𝑎𝐶𝐶𝑇𝑇𝜆𝜆𝐶𝐶 𝑊𝑊𝑒𝑒𝑇𝑇𝑆𝑆ℎ𝜆𝜆𝑒𝑒𝑎𝑎 𝐸𝐸𝑥𝑥𝐸𝐸𝑜𝑜𝑚𝑚𝐸𝐸𝑜𝑜𝑒𝑒𝑇𝑇𝐷𝐷𝐷𝐷𝑆𝑆𝑆𝑆𝐷𝐷𝐷𝐷𝐿𝐿 𝐷𝐷𝐷𝐷 𝐺𝐺𝐷𝐷𝐷𝐷𝑆𝑆𝐷𝐷𝐷𝐷𝐿𝐿 = 𝐴𝐴𝐴𝐴𝑇𝑇𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹 ×  𝑆𝑆ℎ𝑇𝑇𝑖𝑖𝜆𝜆𝑚𝑚𝑇𝑇𝐷𝐷𝜆𝜆𝐷𝐷𝑇𝑇 × 𝑆𝑆ℎ𝑇𝑇𝑖𝑖𝜆𝜆𝑈𝑈𝜆𝜆𝐷𝐷𝑇𝑇𝐷𝐷𝐷𝐷𝐿𝐿𝑆𝑆 𝑇𝑇𝐷𝐷𝑆𝑆𝐿𝐿 × 𝐴𝐴𝐴𝐴𝑇𝑇𝑊𝑊𝐿𝐿𝐷𝐷𝐿𝐿ℎ𝜆𝜆𝐿𝐿𝑆𝑆 𝐴𝐴𝐴𝐴𝐿𝐿𝐷𝐷𝐷𝐷𝐿𝐿𝐿𝐿 𝐸𝐸𝐸𝐸𝑆𝑆𝐷𝐷𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿𝑅𝑅𝑇𝑇𝑚𝑚𝑅𝑅𝐹𝐹𝐷𝐷𝜆𝜆𝐷𝐷𝑇𝑇𝐷𝐷𝜆𝜆𝐹𝐹 × 𝑆𝑆ℎ𝑇𝑇𝑖𝑖𝜆𝜆𝐿𝐿𝐿𝐿𝐷𝐷𝐿𝐿𝜆𝜆ℎ            (3. 6) 

The remaining exposures are related to travel time spent within the haulage cycle.  When 

in a haulage cycle, oncoming exposure is calculated in a similar way to the other exposures.  It is 

calculated by multiplying the frequency of AHT interactions by the exposure time within a 

segment.  Because the AHT and RO are both moving, the issue of dilation due to the Doppler 

Effect must be addressed.  Conceptually, the AHT frequency behaves as if it is the emitter or 

source frequency in a doppler calculation.  The speed of the medium in the doppler calculation is 

the opposing speed of the segment.  The RO is exposed to the source frequency and is travelling 

towards the source frequency at the speed of the segment.  The result of this calculation is an 

increased relative AHT frequency.  The total exposure for the segment is then calculated by 

multiplying the relative AHT frequency by the duration of the segment and the AHT exposure by 

segment.  The sum of the exposure segments results in the total exposure per haulage cycle. And 

the total exposure is calculated by the total number of cycles expected for each role. 𝐴𝐴𝐴𝐴𝑇𝑇𝑅𝑅𝐿𝐿𝑇𝑇𝐷𝐷𝜆𝜆𝐷𝐷𝐴𝐴𝐿𝐿 𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹 = 𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝑂𝑂𝑆𝑆𝑆𝑆𝐷𝐷𝐸𝐸𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿 𝑆𝑆𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆 +  𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝑆𝑆𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝑂𝑂𝑆𝑆𝑆𝑆𝐷𝐷𝐸𝐸𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿 𝑆𝑆𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆  ×  𝐴𝐴𝐴𝐴𝑇𝑇𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹                                  (3. 7) 
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𝐹𝐹𝑎𝑎𝜆𝜆𝑎𝑎𝐶𝐶𝑇𝑇𝜆𝜆𝐶𝐶 𝑊𝑊𝑒𝑒𝑇𝑇𝑆𝑆ℎ𝜆𝜆𝑒𝑒𝑎𝑎 𝐸𝐸𝑥𝑥𝐸𝐸𝑜𝑜𝑚𝑚𝐸𝐸𝑜𝑜𝑒𝑒𝑂𝑂𝐷𝐷𝐹𝐹𝐷𝐷𝑆𝑆𝐷𝐷𝐷𝐷𝐿𝐿 = 

𝑇𝑇𝑜𝑜𝜆𝜆𝑎𝑎𝐶𝐶 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑒𝑒𝑚𝑚
× �𝐴𝐴𝐴𝐴𝑇𝑇𝑅𝑅𝐿𝐿𝑇𝑇𝐷𝐷𝜆𝜆𝐷𝐷𝐴𝐴𝐿𝐿 𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹 × 𝐴𝐴𝐴𝐴𝑇𝑇𝐸𝐸𝐸𝐸𝑆𝑆𝐷𝐷𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿 𝑏𝑏𝐹𝐹 𝑆𝑆𝐿𝐿𝐿𝐿𝑆𝑆𝐿𝐿𝐷𝐷𝜆𝜆 × 𝑆𝑆𝑒𝑒𝑆𝑆𝑆𝑆𝑒𝑒𝑎𝑎𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝑅𝑅𝑇𝑇𝑚𝑚𝑅𝑅𝐹𝐹𝐷𝐷𝜆𝜆𝐷𝐷𝑇𝑇𝐷𝐷𝜆𝜆𝐹𝐹                (3. 8) 

Dovetailing exposure is calculated by determining the average distribution of AHTs 

within the haulage cycle and multiplying it by the weighted average exposure from AHTs.  This 

represents the portion of a haulage cycle within 30 meters of an AHT.  The total cycles of a role 

are then multiplied by this exposure to determine the total exposure which is then reduce by the 

risk of fatality. 𝐹𝐹𝑎𝑎𝜆𝜆𝑎𝑎𝐶𝐶𝑇𝑇𝜆𝜆𝐶𝐶 𝑊𝑊𝑒𝑒𝑇𝑇𝑆𝑆ℎ𝜆𝜆𝑒𝑒𝑎𝑎 𝐸𝐸𝑥𝑥𝐸𝐸𝑜𝑜𝑚𝑚𝐸𝐸𝑜𝑜𝑒𝑒𝐷𝐷𝐷𝐷𝐴𝐴𝐿𝐿𝜆𝜆𝐷𝐷𝐷𝐷𝑇𝑇𝐷𝐷𝐷𝐷𝐿𝐿 = 𝑇𝑇𝑜𝑜𝜆𝜆𝑎𝑎𝐶𝐶 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑒𝑒𝑚𝑚 ×  𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑒𝑒 𝑇𝑇𝑇𝑇𝑆𝑆𝑒𝑒 × 𝐴𝐴𝐴𝐴𝑇𝑇𝐹𝐹𝐷𝐷𝐿𝐿𝐹𝐹𝐷𝐷𝐿𝐿𝐷𝐷𝐹𝐹𝐹𝐹 × 𝐴𝐴𝐴𝐴𝑇𝑇𝑊𝑊𝐿𝐿𝐷𝐷𝐿𝐿ℎ𝜆𝜆𝐿𝐿𝑆𝑆 𝐴𝐴𝐴𝐴𝐿𝐿𝐷𝐷𝐷𝐷𝐿𝐿𝐿𝐿 𝐸𝐸𝐸𝐸𝑆𝑆𝐷𝐷𝐸𝐸𝐷𝐷𝐷𝐷𝐿𝐿𝑅𝑅𝑇𝑇𝑚𝑚𝑅𝑅𝐹𝐹𝐷𝐷𝜆𝜆𝐷𝐷𝑇𝑇𝐷𝐷𝜆𝜆𝐹𝐹            (3. 9) 

Intersections are included on the fault tree but were not included in this model. This 

model represents a simplified closed loop system. The addition of a more complex system of 

roads will increase the exposures experienced within an AOZ; however, the increase is not 

anticipated to be significant. The impact to exposure can be explored by envisioning a duplicate 

parallel set of segments and their impact on exposures.  This scenario would double the number 

of exposures within the AOZ.  The opposite hypothetical scenario would be a set of segments 90 

degrees to the initial modeled segments.  This would result in only one crossing.  This single 

crossing could be represented as a single 30-meter-long segment with double the frequency of 

AHT interactions.  The overall impact to AHT exposure in the 90-degree case would be minute 

in comparison to all interactions experienced along the entire haul route.  Therefore, it was 

assumed that intersections do not materially affect the AHT exposures.  

The combination of the cause of event or incident and the fatality weighted exposure 

within the AOZ can be expressed as a fault tree Figure 3.3.  The fault tree is specific for each 

role and should be calculated to determine the minimum level of risk mitigation necessary to 

reach the maximum tolerable risk for the site. 
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3.7 Model Fault Tree 

A model fault tree was created to represent the cause of failures and reductions due to 

external IPLs (Figures 3.3-3.7).   
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Figure 3.3 Top-Level Fault Tree. 
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Figure 3.4 Oncoming Risk Fault Tree Branch. 
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Figure 3.5 Dovetail Risk Fault Tree Branch. 
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Figure 3.6 Intersection Risk Fault Tree Branch. 
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Figure 3.7 HME-AHT Risk Fault Tree Branch. 

3.8 Modeled Exposure to AHT Collision Risk by Role 

The modeled exposure to AHT collision risk is evaluated based on the roles within the 

AOZ. Not all roles were evaluated, only those with the highest level of exposure. First, the 

exposure of each role is calculated utilizing the model.  Typically, the exposure time is quite 
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short while the AHT passes a manned machine. The exception is during the loading or dumping 

phase of the haulage cycle; however, this exposure is offset by the reduced risk of interactions 

between AHTs and loading units or dozers due to size and area geometries. All calculations 

result in the fatality weighted exposure for the role. 

 Loading Unit Operator 

Role: Loading unit operators operate shovels, excavators, and large front-end loaders 

within the mine. Typically, shovels and excavators operate within a relatively limited area while 

front end loaders can more quickly traverse the mine site. 

Exposure: The loader’s principal exposure to the AHTs is during loading operations. 

They also experience limited exposure during their travel from the loading unit during shift 

changes and breaks. It is assumed that a loading unit operator makes four trips through the AOZ 

per shift for shift change and breaks.  The chance of a fatality if an incident occurs while 

traveling in a LV is greater than while operating an HME, but the exposure period is much 

lower. During production, the operator would be exposed to EMESRT scenario class L2. While 

tramming a loading unit to another location, the operator would be exposed to the following 

EMESRT scenario classes: L1, L2, L4, L5, L6, L7, C1, C2, T2, T3, and T4. Tramming is 

expected to happen a few times per month and was assumed to represent 5% of an average shift. 

Consequence: For excavators loading from a bench above the AHT, the consequence is 

very limited due to difficulty in reaching the excavator. For shovels loading on the same bench 

as an AHT, the consequence is also very limited due to size differences. An AHT does not even 

reach the cab of the shovel. It is assumed that the chance of a fatality due to an AHT and a 

loading unit collision is 5%. DMIRS and MSHA fatalities databases indicate incident rates were 

non-existent or too infrequent to provide useful insight. The consequence of a collision while 

being transported in a LV to the loading unit would likely be a fatality. The assumed chance of 

fatality is 90%. 

 Motor Grader Operator 

Role: The motor grader operator’s primary task is maintenance of the haul roads. In static 

lane sections of the AOZ, the operator will maintain sections of the haul road adjacent to AHTs. 
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The lane segment adjacent to the motor grader will be treated as a single lane to allow the 

machine to pass maintenance activities. 

Exposure: Motor grader operators are exposed to the risk of AHTs passing them in the 

opposing lane and AHTs overtaking them from behind. During maintenance operations, the 

operator may be exposed to the following EMESRT scenario classes: L1, L4, L5, L6, L7, C1, 

C2, C3, T2, T3, and T4. During tramming to another location, the operator may be exposed to 

the following EMESRT scenario classes: L1, L2, L4, L5, L6, L7, C1, C2, T2, T3, and T4. 

During a typical shift, it is assumed that motor grader operators spend 60% of their time 

maintaining static autonomous lanes and make four trips through the AOZ tramming between 

work areas.  

Consequence: The consequence of a collision of an AHT with a motor grader is much 

lower than with a LV, but higher than a loading unit. It is assumed that the chance of a fatality 

due to an AHT and a motor grader collision is 50%. 

 Water Cart/Truck Operator 

Role: The water truck/cart operator role is to apply water to the roadways to minimize 

dust and improve road reliability. Typically, a water truck/cart collects a load from outside the 

AOZ, or from within an exclusion zone within the AOZ, and then applies water to the static 

lanes of the AOZ. If they were required to apply water to a dynamic zone within the AOZ, an 

exclusion boundary would be utilized to isolate the water truck/cart from any AHTs. 

Exposure: Water truck/cart operators are primarily exposed to AHTs while they water 

the static lanes of an AOZ. During operations, the operator would be exposed to the following 

EMESRT scenario classes: L1, L2, L4, L5, L6, L7, C1, C2, T2, T3, and T4 (Figure 2.8). It is 

assumed that during a shift a water cart/truck completes twenty haulage cycles per average shift.  

Consequence: The consequence of a collision of an AHT with a water cart/truck is much 

lower than with a LV, but higher than a loading unit. It is assumed that the chance of a fatality 

due to an AHT and a water cart/truck collision is 20%. 
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 Dozer Operator (Dump) 

Role: Dozer operators located at a dump are tasked with spotting dump loads, pushing 

off loads, and maintaining the dump area. Depending on specific site operating procedures, 

dozers may operate within the dynamic lane area of a dump or may be precluded from entering 

an active dump area. 

Exposure: If dozers are allowed to operate within the dynamic lane portion of the dump, 

the operator’s principal exposure to the AHTs is during dumping operations. They also have 

limited exposure during travel to and from their dozer during shift changes and breaks. During 

production, the operator would be exposed to the following EMESRT scenario classes: L1, L2, 

L4, L5, L6, L7, C1, C2, and C3. During tramming of a dozer to another location, the operator 

would be exposed to the following EMESRT scenario classes: L1, L2, L4, L5, L6, L7, C1, C2, 

T2, T3, and T4; but this scenario may only happen a few times per month. 

Consequence: The consequence of a collision of an AHT with a dozer is much lower 

than with a LV, but higher than a loading unit. It is assumed that the chance of a fatality due to 

an AHT and a dozer collision is 20%. 

 Wheel Loader/Dozer Operator (Clean-up) 

Role: Wheel Loader/Dozer operators tasked with clean-up near a loading area generally 

operate within an exclusion zone. The clean-up dozer typically operates on the opposite side of 

the loading unit. They are utilized to clean-up the area utilized by trucks being loaded by the 

shovel.  

Exposure: When a dozer trams from one location to another, the operator would be 

exposed to the following EMESRT scenario classes: L1, L2, L4, L5, L6, L7, C1, C2, T2, T3, and 

T4 (Figure 2.8). It is assumed that a clean-up dozer makes four LV trips through the AOZ, 

spends 10% of an average shift tramming, and 20% of its working time exposed to passing 

AHTs. 

Consequence: The consequence of a collision of an AHT with a dozer is much lower 

than with a LV, but higher than a loading unit. It is assumed that the chance of a fatality due to 

an AHT and a dozer collision is 20%. 
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 AHS Pit Supervisor, Pit Technician, and Wi-Fi Technician 

Role: All three roles continually patrol the AOZ to address and correct issues within the 

AOZ. They also often function as a shuttle driver for HME operators for shift changes, breaks, 

and hot seating.   

Exposure: The principal exposure of these roles to AHTs is during their drive within or 

between locations. When an they drive from one location to another, they would be exposed to 

the following EMESRT scenario classes: L1, L2, L4, L5, L6, L7, C1, C2, T2, T3, and T4 (Figure 

2.8). These roles experience minimal risk while parked and observing a production area. They 

are following procedure and are maintaining a sufficient buffer or barrier from haulage ways. It 

is assumed that these roles each make ten full haulage cycles worth of travel each shift.  This is 

half the number of trips of a water cart/truck and about a third of the number of trips that each 

AHT makes. 

Consequence: The consequence of a collision would likely be a fatality due to the 

location of the supervisor in a LV. The assumed chance of fatality is 90%. 

 Fitter/Mechanic (Service Truck) 

Role: The fitter/mechanic will travel throughout the AOZ servicing and repairing HME. 

Actual servicing occurs within an exclusion zone of the AOZ and greatly reduces the exposure to 

AHT risks. 

Exposure: A fitter/mechanic’s principal exposure to the AHTs is during their drive 

between service locations.  They would be exposed to the following EMESRT scenario classes: 

L1, L2, L4, L5, L6, L7, C1, C2, T2, T3, and T4 (Figure 2.8). They have minimal risk while 

parked as long as they follow procedure and are maintaining a sufficient buffer or barrier from 

the haulage ways. It is assumed that these roles each make 5 full haulage cycles worth of travel 

each shift. 

Consequence: The consequence of a collision would likely be a fatality due to the 

fitter/mechanic being in an LV. The assumed chance of fatality is 90%. However, 

fitter/mechanics are rarely operating outside an exclusion zone.  
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3.9 Calculated Exposures and SIL Requirements by Role 

Table 3.5 details the factors and exposures by role within the AOZ.  All LV-only-use 

from AHS Supervisors, Pit Technicians, and Wi-Fi technicians were combined.  From the 

exposure rates, the cause of event rates, and a maximum tolerable failure rate of 10-5 pa, 

maximum PFDs was calculated for each primary role within the AOZ. Additional roles were not 

calculated; however, their exposure hours would be much less than the listed primary roles. 

Additionally, a SIL requirement based on the broadly acceptable risk (10-6 pa) was calculated for 

each role. The results are shown in Table 3.4. 

Table 3.4: Required SIL based on Role.  

Machine Type Annual Risk Max. Failure Rate Required SIL ALARP SIL 

Shovel/Excavator 5.0×10-4 7.1×10-2 SIL 2 SIL 3 

Motor Grader 3.5×10-4 3.4×10-2 SIL 2 SIL 3 

Water Truck/Cart 1.3×10-4 1.3×10-1 SIL 1 SIL 2 

Dump Dozer 5.0×10-4 6.4×10-2 SIL 2 SIL 3 

Cleanup Dozer 5.0×10-4 6.4×10-2 SIL 2 SIL 3 

LV Only 2.9×10-4 5.7×10-2 SIL 2 SIL 3 

Service Truck 1.5×10-4 3.4×10-2 SIL 2 SIL 3 

3.10 Modifications to an AOZ to Reduce Integrity Targets 

Modifications to an AOZ could reduce the SIL requirements. The furthest extreme would 

be complete removal of personnel from the AOZ and would effectively remove the risk to life. 

Risk would still be associated with equipment or environmental damage. A more reasonable 

change would be stricter limits on the exposure of manned machines to AHTs. If the rate of 

exposure is reduced sufficiently, the required SIL could be reduced to a SIL 1. This could allow 

for the removal of one or more SIS on the AHT. The more subtle change to risk associated with 

removal of LVs from autonomous zones would not reduce the required SIL level but may reduce 

the complexity of achieving a SIL 2 rating with the existing SIS.  
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Table 3.5: AOZ Role Exposures and Risk of Fatality. 

Factor 
Loading 

Unit 

Motor 

Grader 

Water 

Cart 

Dump 

Dozer 

Cleanup 

Dozer 

LVs 

Only 

Service 

Truck 

Chance of Fatality (HME) 5% 50% 20% 20% 20% NA NA 

Chance of Fatality (LV) 90% 90% 90% 90% 90% 90% 90% 

Haul Cycles per Shift 4 4 20 4 4 10 5 

Fatality Weighted Exposure-
Oncoming per Shift(s) 

44 49 245 49 49 122 61 

Fatality Weighted Exposure-
Dovetailing per Shift(s) 

52 29 58 52 52 131 66 

Tram Time per Shift (s) 5% NA NA 10% 10% NA NA 

Tram Exposure per Shift(s) 2.2 NA NA 7.3 7.3 NA NA 

Fatality Weighted Exposure-
Tramming per Shift(s) 

2 NA NA 18 18 NA NA 

HME-AHT Exposure Time Per 
Shift 

80% 60% NA 20% 20% NA NA 

Fatality Weighted Exposure-HME-
AHT per Shift(s) 

72 270 NA 72 72 NA NA 

Total Fatality Weighted 
Exposure(s) per Shift 

173 325 109 188 188 246 123 

Total Annual Exposure Rate (pa) 9.1×10-4 1.7×10-3 5.8×10-4 9.9×10-4 9.9×10-4 1.3×10-3 6.5×10-4 

Total Annual Risk (pa) 5.0×10-4 3.5×10-4 1.3×10-4 5.0×10-4 5.0×10-4 2.9×10-4 1.5×10-4 
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THEORETICAL SIL OF CURRENT AHS 

At this time, no manufacturers of AHSs produce a SIL rated system; however, it is likely 

SIL rated systems will become common place and will eventually be required. Alberta OH&S 

already requires that AHS meet ISO 17757 and within ISO 17757, which states all safety related 

functions must comply with functional safety standards (International Organization for 

Standarization 2019). As more regulatory bodies adopt ISO 17757, AHSs will need to become 

compliant with functional safety standards.  A mine should be able to define its safety integrity 

targets (SIT) as part of the typical specifications during the request for proposal process. 

Manufacturers will select from their available hardware and software to meet those requirements.   

While Caterpillar and Komatsu AHS do not have a rated system, sufficient publicly 

available information is available on the Caterpillar and Komatsu systems to provide a 

preliminary evaluation of their hardware and architecture to determine if their systems could be 

SIL rated. To be SIL rated, a device must satisfy the quantitative random hardware failure rate, 

or PFD, as well as the qualitative requirements that are not easily quantified. Smith and Simpson 

summarize the qualitative requirements of the four SIL ratings (Smith and Simpson 2017): 

• SIL 1 is relatively easy to achieve especially if ISO 9001 practices apply throughout the 

design.  

• SIL 2 is not dramatically harder than SIL 1 to achieve although clearly involves more 

review and tests and thus, has an increased cost. If ISO 9001 practices apply throughout 

the design, it should not be difficult to achieve. 

• SIL 3 involves a significantly more substantial increment of effort and competence than 

is the case from SIL 1 to SIL 2. Specific examples include the need to revalidate the 

system following design changes and the increased need for operator training. Cost and 

time will be significant factors and the choice of vendors will be more limited by lack of 

ability to provide SIL 3 designs. 

• SIL 4 involves state-of-the-art practices including “formal methods” in design. Cost will 

be extremely high and competence in all techniques is required. There is a considerable 

body of opinion that SIL 4 should be avoided and additional levels of protection should 

be preferred.  
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It is unlikely that any of the SIS utilized by an AHS would qualify as a SIL 3 or SIL 4, 

but it is also unnecessary. Due to the low exposure rates within the AOZ, a combination of SIL 1 

and SIL 2 systems should provide sufficient risk reduction. 

4.1 Layers of Protection in the Current Deployments 

Layers of protection of current AHS installations were addressed in Section 2.1. Layers 

of protection are not necessarily SIS. While manufacturers may argue that all the layers of 

protection are safety systems, AOZ access control, site procedures, and situational awareness 

would likely not meet the requirements of IEC 61508 and IEC 61511.  A revised AHS layers of 

protection can be seen in Figure 4.1.The AOZ access control system and site procedures would 

be classified as an external independent layer of protection. The impact to fault tree analysis are 

reflected in exposure factor, fatality factor, and shift factor. The division of the resultant factor 

and the maximum tolerable failure rate results in safety integrity targets from the last chapter. 

The remaining layers of protection are represented in the right side of a typical fault tree 

analysis. It should be noted that situational awareness is critical to the BPCS and is not 

considered a SIS, Figure 4.2. 

 

Figure 4.1. AHS Layers of Protection showing external IPLs in green. SIS in gray. 
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Figure 4.2: AHS Layers of Protection Fault Tree. 

 All-Stop Systems 

‘All-stop systems’ are the current implementations of AHS to conform with the ISO 

17757 definition. ISO 17757 defines an All-stop system as: 

All-Stop System: system that brings all machines in the AOZ to a halted state 

when initiated. – ISO 17757. 

A simplified specification could be defined for the all-stop system as the ability to 

provide reliable control to stop one to all the AHTs within the AOZ. All-Stop control should 

initiate a controlled stop of the AHT and place it into a safe state. 

All-stop system implementations differ between Caterpillar and Komatsu. Caterpillar 

provides All-stop control only to the control room and MineStar Terrain equipped units. 

Komatsu utilizes a system where all MMM have an emergency stop button in the cab that 

triggers the All-Stop. However, all personnel in Caterpillar AOZ carry an A-stop transceiver – 

the Remote Stop system – which utilizes a separate wireless communication system. 

Unfortunately, the all-stop and remote stop systems are highly reliant on the wireless network 

and communications infrastructure as well as the trucks internal hardware and software. These 

dependencies, therefore, require complicated analysis. However, because the probability of 

failure in a fault tree analysis is defined as: 𝑃𝑃(𝐴𝐴 𝑜𝑜𝑜𝑜 𝐵𝐵) = 𝑃𝑃(𝐴𝐴 ∪ B) = P(A) + P(B) (4-1) 

A quick order of magnitude analysis can reveal the most probable failure source. A fault 

tree representation of the All-Stop system is shown in Figure 4.3 where predicted component 

failures and the expected human error rates. The BPCS of both Caterpillar and Komatsu include 

multiple checks to ensure that constant communications are maintained to all machines in the 

AOZ. Black channel safety related communication is a well-developed field and has a standard 

for evaluating systems as detailed in standard EN 50159-2 “Railway applications - 

Communication, signaling and processing systems - Part 2: Safety related communication in 

open transmission systems” (CENELEC 2010). A black channel is a communication channel 

without available evidence of design or validation.  
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If necessary, SIL 3 certifications are achieved utilizing black channel wireless 

communications. Therefore, if both Caterpillar and Komatsu utilize best practices, wireless 

systems are likely not the most probable failure point. The systems utilized to command AHT to 

achieve a safe stop and actuate the command are reliant on programmable engine control units 

(ECUs) that are also utilized within the base machines. These ECUs were developed and meet 

ISO machinery standards. Typically, these ECUs are required to meet a PFD rate within the SIL 

3 band 10-7 to 10-8. Typically, ECUs are in the 10-8 portion of the range. Supporting components 

within the base truck, such as CAN-bus, actuators, and sensors are also required to meet or 

exceed those requirements.  
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Figure 4.3 All-Stop Branch of Fault Tree. 

Human interaction is required to trigger the All-Stop systems and remains one failure 

source. As noted in Section 2.7.3 Human Independent Protection Layers, reliance on human 

interaction is less reliable than engineering controls. In the event of a required triggering of the 

All-Stop system, the operator or control room has a very short period of time to trigger the 

system. The AHT in question would likely be with 30 meters of a manned machine and moving 

towards the operator who may be in an emergency situation. The PFD would not be less than 1 × 



 

59 

 

10-1 based on human error rate data. Based on this component to the fault tree, an All-Stop 

system, at best, would perform as a SIL 1 system. As the Caterpillar system only equips the 

control room and Terrain equipped manned machines, the PFD of that system would be reduced 

for interactions with fleet equipped manned machines. It is not reasonable to assume that the 

control room of a Caterpillar system could make a rapid decision in an emergency situation 

within the AOZ.  

 Caterpillar Remote Stop Systems 

The A-Stop system utilized by Caterpillar conforms with ISO 17757 requirements for a 

remote stop system. ISO 17757 defines a Remote-Stop System as: 

Remote-Stop System: a system that brings all machines within a defined range of 

a mobile stop device to a halted state when initiated. – ISO 17757. 

A simplified specification could be defined for the remote stop system as providing 

reliable control to all AHTs within line of sight of a triggered remote stop device (A-stop). 

Remote stop should initiate a controlled stop of all AHTs within line of sight and place those 

AHTs into a safe state. 

Under the Caterpillar system, all personnel within the AOZ carry an A-Stop transmitter. 

These transmitters can be used to stop all autonomous equipment within their line of sight. These 

devices operate via radio signal that is outside the normal communications radio and wireless 

network. As the device is line of sight and semi-range dependent, vehicles within a certain area 

will be triggered by the A-Stop. There are two planned uses of an A-Stop: 

• Stop the truck if personnel witness an AHT or situation outside of standard operating 

procedures; and 

• return the truck to manual armed mode when loss of network communications occurs. 

Manual armed mode is a ready state for an AHT prior to autonomous operations. 

System checks and redundancy are provided on each AHT by two A-Stop transceivers. 

Transceivers regularly send test messages to each other. These test messages are different than 

the normal A-Stop test message. Test messages are utilized by the AHT A-Stop system to test if 
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the system is functional out to and including the antenna. A broken antenna or a wiring harness 

fault can be detected using this process and can also detect other onboard A-Stop hardware and 

software malfunctions; however, the A-stop transmitter requires manual testing. However, the 

weakest link in the chain – just like the All-Stop system – is human interaction. 

It should be noted that SIL 3 rated personal ‘E-stop’ devices do exist in the industrial 

market (Cattron 2019). The Safe-E-Stop device from Cattron is an example of a commercially 

available remote stop device. The device is SIL 3 certified with a wireless operating range of 100 

meters. Wireless communications ratings are achieved utilizing black channel protocols.  
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Figure 4.4 Remote Stop Branch of Fault Tree. 

 Object Detection System (Perception)  

The perception systems utilized by Caterpillar and Komatsu conforms with the ISO 

17757 definition. ISO 17757 defines a Perception System as: 

Perception System: system comprising sensors used to detect, locate and 

recognize a potential feature of interest. – ISO 17757. 
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A simplified specification could be defined for the perception system as the detection of 

stationary and mobile objects less than one meter in size. The existing perception systems have 

known limitations that could be corrected with a change in specifications. These known 

limitations are: 

• forward facing only for the Caterpillar system; 

• drop-offs, such as dump edge, are difficult to detect; 

• holes and puddles in a road surface create false positives; 

• suspended lines or bridges are outside the detection zones; 

• objects must be at least 1 meter tall; 

• non-reflective objects are difficult to detect; 

• gentle slopes can create false positives; and 

• dust, fog, or smoke can create false positives. 

ISO 16001:2017 “Earth-Moving Machinery – Object Detection Systems and Visibility 

Aids – Performance Requirements and Tests” outlines test procedures and criteria for the 

development of ODSs. The standard specifies general requirements and describes methods for 

evaluating and testing the performance of ODSs on earth moving machines. The standard does 

not directly address the use in AHTs. Perception systems of all commercially deployed AHS 

utilize automotive sensors and automotive grade ECUs/safety computers. The Caterpillar system 

uses an additional LiDAR unit produced either by Velodyne or by Caterpillar in their newest 

deployments. The Komatsu systems began using a LiDAR system from SICK, as well.  It should 

be noted that a LiDAR system will struggle to meet Functional Safety standards due to the 

complexity of the system and process. 

The rise of autonomous passenger vehicles provides substantial support for the 

understanding of functional safety requirements in the automotive industry. ISO 26262 is a 

derivative of IEC 61508. ISO 26262 follows the same pattern as IEC 61508, but differs in its 

classification scheme. ISO 26262 utilizes the Automotive Safety Integrity Level (ASIL) rather 

than SIL.  
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Just as in IEC 61508, the path to functional safety follows a life-cycle approach. The start 

of this cycle is Hazard Analysis and Risk Assessment (HARA) for each component. HARA is 

followed by identifying the safety goals of each component which are then classified to an ASIL 

level. The most comparable systems between autonomous cars and AHS are radar cruise control 

and automatic emergency braking.  

Most new cars can be equipped or are equipped as standard with Advanced Driver 

Assistance Systems (ADAS) and some new vehicles claim to be semi-autonomous. The 

perception systems on AHTs most closely match the automatic emergency braking (AEB) 

systems utilized within the consumer market. AEBs provide collision imminent braking when an 

object is detected and is determined to be within the path of the automobile. Reliability continues 

to improve and AEB will likely become standard feature on all automobiles by 2022 (Insurance 

Institute for Highway Safety 2016).  

Based on current ADAS systems that utilize similar equipment and processes, it can be 

easily argued that when placed under scrutiny, the Caterpillar and Komatsu radar-based systems 

would perform at a similar level to the automotive implementations. Various sources place the 

ASIL levels of current AEB systems between an ASIL B and ASIL C rating and correlates to a 

SIL 2 rating.  

It is worth noting that both Caterpillar and Komatsu utilize multiple Delphi ESR 

compared to the single sensor used in an automobile. While some of the additional sensors are 

used to expand the viewing angle of the sensor array, arrays are configured to provide redundant 

sensor coverage as well. Based on wiring diagrams and schematics from the operating manuals 

for each OEM, each Delphi is paired and then fed into an ECU. While this does improve the 

reliability of the sensor array, it likely does not greatly enhance the SIL rating. This is due to the 

common failure issue associated with a single type of sensor. If an object does not reflect to the 

ESR, it would likely not reflect back to all of the ESRs. Field of view diagrams for Komatsu’s 

deployments in the Pilbara and Alberta Oil Sands are shown in Figure 4.5 and Figure 4.6. 

Caterpillar’s field of view for both Alberta and Pilbara deployments are shown in Figure 4.7.
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Figure 4.5 Komatsu Perception System Field of View (Pilbara). 
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Figure 4.6 Komatsu Perception Systesm Field of View (Alberta Oil Sands).
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Figure 4.7 Caterpillar Perception System Field of View. 
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The common failure mode issue is the likely driver for Caterpillar’s LiDAR system and 

the current deployment of a LiDAR based system from Komatsu. The LiDAR system provides 

an alternative method of sensing objects and provides a better independent layer of protection 

than adding additional ESRs. LiDAR and perception-based systems are difficult to certify as 

functionally safe. However, for this analysis, it will be assumed that LiDAR SIS provides a SIL 

2 level of protection based on the Euro NCAP study indicating that the RACam, which includes 

a camera met ASIL B or C (European New Car Assessment Programme 2016). Perception 

systems can be expressed as a branch(es) of the fault tree. Predicted component failures that 

represent perception systems are shown in Figure 4.8 and Figure 4.9. It is worth noting that the 

specification of detection of 1-meter objects could also be increased if site procedures removed 

the potential of pedestrians from being exposed to AHTs. This, theoretically, could drive the SIL 

ratings even higher.  A fault tree for a LiDAR perception system is shown in Figure 4.8. A fault 

tree for a RADAR perception system is shown in Figure 4.9.  
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Figure 4.8 LiDAR Fault Tree Branch. 
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Figure 4.9 RADAR Fault Tree Branch. 

4.2 Combined Layers of Protection 

The IPLs of the Komatsu and Caterpillar systems can be combined to complete the right 

half of the fault tree analysis for the two AHS. The BPCS and IPLs of the current systems exceed 

not only the integrity targets associated with the maximum tolerable risk (10-5 pa), they also meet 

or exceed the integrity targets associated with ALARP risk target of the broadly acceptable risk 

of 10-6 pa. The completed theoretical fault tree for Caterpillar is shown in Figure 4.10 and 

Komatsu is show in Figure 4.11. 

The gap between required integrity targets and the actual performance delivered presents 

the opportunity to reduce process interruptions from existing safety systems. False positives from 

safety systems are the most common production interruption complaint from AHS operators and 

technicians. (Price 2019). If some safety systems can be removed or reduced, they could have a 

significant impact on production. 
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Figure 4.10: Caterpillar Combined Fault Tree. 
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Figure 4.11: Komatsu Combined Layers of Protection with LiDAR Fault Tree. 
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IDEALIZED AHT SYSTEM ARCHITECTURE 

Rather than accepting that an OEM’s AHS offering as the only available option for a 

mine, a mine site could better define its expectations for AHS’s safety control impacts to its 

operation. An idealized AHT system architecture can be developed utilizing the process 

prescribed by IEC 61508 and customized for applications of AHS. Customization and evaluation 

of the methodology was accomplished by applying the method from Chapter 3. This 

methodology required the following steps be taken: 

1) Analytically set safety integrity targets for each role; 

2) From these targets, select the appropriate SIS(s) based on anticipated failure modes from 

risk analysis; and 

3) Utilization of SIL rating methodology to ensure the SISs provide sufficient risk reduction 

factors that meet the safety integrity targets. 

A solution that more closely follows the Komatsu AHT is developed through this 

process; however, additional improvements are discussed that increase the performance of the 

AHT and AHS. 

5.1 Maximum Tolerable Risk 

The generally accepted maximum tolerable risk within the mining industry is 10-5 

fatalities per annum (Department of Mines, Industry Regulation and Safety 2019). This limit lies 

within the current target of DMIRS and is supported by other national safety guidelines. If the 

ALARP process is considered, the broadly acceptable risk of 10-6 pa should be targeted and is 

achievable with AHS. 

5.2 Safety Integrity Target 

The fatality risk associated with AHS is limited to AHT to MMM collisions. There are 

some minimal risks associated with AHS and pedestrians; however, the rates of exposure would 

be one to two orders of magnitude lower than vehicle collisions due to site procedures and 

limited activities outside of a vehicle. The risk of collision only occurs when a monitored 
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manned machine and an AHT are near each other (<30 m) and in a position for the AHT to 

collide with a manned machine.  Based on calculations presented in Chapter 3, the external 

layers of protection from site policies, procedures, and the reduction in staffing due to AHS 

collectively result in an incident factor of 8.6 × 10 -5 pa.  This results in target SIL 1 requirement 

and an ALARP target of SIL 2.  

5.3 BPCS of an Ideal AHT 

 Specification 

The BPCS of an AHT should be designed to conform with ISO 17757; however, due to 

the complexity of the system, it should remain isolated from the SIS of the AHT. The pose 

system within the BPCS should be designed with internal error checking and accuracies within 

the range of real-time kinetic correct GNSS equipment. Current implementations of AHS do not 

operate in GNSS signal denied zones at this time; however, there is some industry interest in 

alternative localization schemes. 

Current implementations of AHS utilize LTE (Long-Term Evolution) wireless broadband 

communication or Wi-Fi to provide network coverage for the mine. While there is some 

difficulty in maintaining complete coverage at a mine site, AHS operations are successfully 

operating, and have been for many years, under those systems. Situational awareness systems on 

all commercial AHS are highly reliant on communications. While the situational awareness 

system is within the BPCS and should not be considered a SIS, it provides a significant amount 

of safety coverage and is critical to the navigation systems of the AHS. 

 Implementation 

BPCS should be implemented on automotive grade computers. Ideally, stock devices 

from current ADAS and semi-autonomous car deployments should be utilized. Using these 

devices may reduce reliance on custom hardware and should reduce the implementation cost due 

to large volume manufacturing. Additionally, personnel experienced in the installation, 

programming, and maintenance of the devices will be more readily available from the 

automotive industry. It is possible that the correct selection of SIL rated devices could allow for 

the combination of a BPCS and SIS on the same hardware. The primary goal of this combination 

is to enable the All-Stop system to function as SIS while utilizing the same components as the 
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BPCS. Additionally, to allow for a controlled stop rather than an emergency stop due to the 

triggering of a SIS, it may be required to implement a SIL rated system.  

The BPCS should be installed with the necessary infrastructure and design to allow 

updates to be pushed into the BPCS. Shadow trials, or simulated response trials based on actual 

data, should be a critical component to the system. Shadow trials will allow for safer tests on 

updates prior to installation and will provide the opportunity to install a BPCS to a manned 

machine prior to converting the system to autonomous. This would allow for large amounts of 

operational data to be collected prior to switching over to autonomous operations. 

5.4 AHT On-board Architecture 

 Specification 

The on-board architecture of both the Caterpillar and Komatsu systems do not differ 

much from an ideal installation. They may be improved through better isolation of the SIS from 

the BPCS.  Ideally, the BPCS should be on a separate network or CAN-bus from the SISs. The 

ideal architecture would be a BPCS that accesses the base truck ECMs via a SIL 2 rated interface 

ECM and the base truck CAN-bus(es). The interface ECM would consequently be connected to 

the perception system. The interface ECM must have the independent ability to bring the truck to 

a controlled stop when signaled from the perception SIS or the All-Stop system. If the AHT is 

equipped with a remote stop system, that system should be tied into the base truck E-stop system. 

This would provide a separate mechanism and maintain the independence of the perception and 

remote stop systems. Vehicle health systems and any third-party systems, such as tire 

monitoring, should be tied into the BPCS. This procedure maintains the isolation from the SIS.  

 Implementation 

OEM systems have the benefit of CAN-bus codes access for their trucks. This allows for 

a much simpler installation. If CAN-bus codes are not available, an alternative method will be 

necessary. While it is possible to utilize CAN-bus “sniffers” to find the required codes, it is not 

an idea solution. Instead, Autonomous Solutions Inc. (ASI) replaced the steering boxes on their 

truck trial and Caterpillar replaced the steering boxes on the Komatsu 930-Es that were 

automated in the Pilbara (Price 2019). This allows for precise control of truck with a known 

interface.  
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5.5 AHT All-Stop System 

 Specification 

ISO 17757 requires that all AHS be equipped with an All-stop system. This system can 

be included in the BPCS, but ideally should be separated to allow the system to act as a SIS. 

Komatsu’s implementation of their All-Stop system is ideal. It provides all manned monitored 

machines with access to the All-Stop function and is implemented with a physical switch rather 

than a button within a software window.  

 Implementation 

An ideal installation utilizes a connection to the interface ECM utilized on the AHT. 

Onboard a manned monitored machine, an ECM should be used rather than a purely tablet 

interface. The ECM would be a SIL rated device utilizing black channel protocol to create a SIL 

rated SIS. Additionally, the control room should be equipped with a non-personal computer-

based connection to the All-Stop. Currently access to the All-Stop command is through a 

Windows based interface. 

5.6 AHT Remote Stop System 

 Specification 

Unless a specific situation requires the utilization of a remote-stop device, it is not 

recommended to implement a remote stop. Radio channel independence does not provide 

additional coverage over an effective all-stop system, as recommended. If a remote stop system 

is required, it should be entirely third-party designed and built. This will provide additional 

independence from the other on-board systems. Also, the remote-stop should be tied into the 

base truck E-stop. This again will isolate the SIS from any other autonomy layers within the 

AHT. 

5.7 AHT Perception Systems 

 Specification 

The Komatsu system, while having safely produced more tons than the Caterpillar 

system, is a much simpler system. The Komatsu system could be potentially upgraded by 
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utilizing radar and vision fusion sensors. Delphi and Bosch both produce a radar/vision fusion 

system for use in automotive AEB applications. 

The additional LiDAR unit in the Caterpillar system likely does not improve the safety, 

or at least the improvements are unnecessary, and adds cost and additional false positives. The 

ideal perception system would leverage existing automotive sensors and preferably complete 

perception systems with existing SIL/ASIL ratings. The perception system would be connected 

to the SIL rated interface ECM of the AHT. A trigger of the perception system would initiate a 

controlled stop of the AHT. 

An additional component to an effective specification of the perception system may be 

target size and a receiver operating curve (ROC) for the system. A ROC is a plot of sensitivity 

versus specificity, or true positive rate versus the false positive rate, Figure 5.1. ROC originates 

in radar technology analysis when trying to sort signal from noise but is now commonly used in 

many other areas of study. To reduce the chance of missing a true positive, a degree of frequency 

of false positives must be accepted.  

In a binary classification problem like object detection, the outcomes of an object 

detection are either positive or negative. There are four possible outcomes of a binary 

classification: 

• True Positive – TP 

• False Positive – FP 

• True Negative – TN 

• False Negative – FN 
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Figure 5.1: Typical Receiver Operating Curve. Annotated from common sources.  

 

Another graphical approach utilized in ROC analysis uses probability distributions of the 

true negatives and true positives (Figure 5.2). The probability distributions of negative results 

and positive results are graphed simultaneously in this approach. The two curves will always 

overlap each other. The vertical line represents the selected threshold of the object detection 

system. Where the vertical line crosses the distributions on one side lies true detections, and on 

the other side lies false detection, Figure 5.2. 

Ideally, object detection system design and specifications should attempt to separate the 

two distributions as much as possible (Figure 5.3). The easiest way to successfully separate the 

two distributions is to increase the detection size of the specification. Current systems specify a 

target of greater than one meter. This size was selected to be able to detect an average height 

human. If a mine site’s policies and procedures prohibit pedestrians from being within the risk 

area of an AHT, the target size could be increased. While this procedure is not entirely practical 

in all situations, a mine could choose to have variable detection limits based on location criteria 

or operating condition criteria.  
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Figure 5.2: Graphical analysis of Receiver Operating Curve. Annotated from common sources. 
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Figure 5.3: Graphical analysis of an idealized Receiver Operating Curve. Annotated from 

common sources. 

For instance, in locations like a rough dumping area with high false positive rates, site 

procedures could prohibit any equipment smaller than a dozer to be within the dynamic area. 

This would allow the sensitivity of the ODS to be much lower than in areas that require a 1-

meter detection target. Another situation that could be improved with a variable detection limit is 

harsh weather. If smaller machines are removed from the operating areas during inclement 

weather, the sensitivity of the ODS could be adjusted to greatly reduce false positives due to 

snow or rain. 

 Implementation 

The perception system implementation should closely follow the Komatsu installation 

utilized in the Pilbara of Australia (Figure 5.4). The system has the lowest complexity yet meets 

all required safety goals. Replacement of the front mounted Delphi ESRs with a fused vision and 

radar sensors like the Delphi Integrated Radar and Camera (RACam) would be a good choice. 

The RACam utilizes an ESR as well as a video camera to generate ODS data. Rear facing radar 

should also be implemented. At least one of the DMIRS reported incidents may have been 

avoided if the Caterpillar AHT was equipped with rear facing ODS rather than being reliant on 

the situational awareness system, Figure 5.4. 

5.8 Idealized AHS Fault Tree Solution 

The BPCS and IPLs of ideal AHS system can be combined to complete the right half of 

the fault tree analysis. The BPCS and IPLs of the systems exceed not only the integrity targets 

associated with the maximum tolerable risk (10-5 pa), they also meet or exceed the integrity 

targets associated with ALARP risk target of the broadly acceptable risk of 10-6 pa, Figure 5.5. 
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Figure 5.4. Idealized Perception System Field of View. 
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Figure 5.5: Ideal Combined Layers of Protection Fault Tree.  



 

80 

 

 

CONCLUSIONS & FUTURE WORK 

6.1 Review of Research Objectives 

The primary research objective was the development of a methodology for the evaluation 

of the safety requirements of a model AHS deployment while following the process prescribed 

by IEC 61508. The derived new methodology was accomplished by developing a generic fault 

tree to define exposures and failure modes of an AHS. Representative scenarios simulating 

various mining environments and situations are utilized to define the typical exposures in an 

AHS deployment. The methodology requires the following steps be taken: 

1) Determine the maximum tolerable risk for a mine site. 

2) Analyze the exposure of the typical roles within an AHS deployment. From these 

exposures, safety integrity targets can be calculated for each scenario. 

3) From these targets, the appropriate SIS(s) can be selected based on anticipated failure 

modes from risk analysis and provide sufficient risk reduction factors that meet the safety 

integrity targets. 

The primary goal of adapting IEC 61508 for use within an AHS was achieved. 

Additionally, results of a theoretical analysis of both Caterpillar and Komatsu’s OEM AHS is 

provided in Chapter 4. Chapter 5 represents an idealized AHT system architect that better meets 

the requirements of ISO 17757 and IEC 61508 while minimizing impacts from false positives 

associated with SIS(s). 

6.2 Review of Research Contributions 

While the approach utilizing ISO 17757, IEC 61508, and other relevant standards is not 

new to other heavy industries, it has yet to be publicly utilized within AHS. GMG supported ISO 

17757 which is now adopted and referenced within Alberta’s OHS requirements. IEC 61508 is 

referenced within ISO 17757; therefore, the issue of compliance to IEC 61508 will become a 

requirement as new deployments progress across the Alberta Oil Sands. Western Australia’s 

DMIRS currently only provides a guideline document for AHS, it is likely that as the regulatory 
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environment matures, DMIRS will also transition from a guideline to a regulation or requirement 

of compliance with ISO 17757 and IEC 61508. 

During this maturation process, mines and mining companies will be required to take part 

in the process of defining the risks associated with their AHS installations and in defining the 

requirements of the associated SISs. A mining company should utilize this specification phase to 

better control the impacts of false positives within the SISs. Current deployments attribute 

significant production losses to false positives within the ODS. Better control of the risk 

definitions and specifications by the mining company utilizing the techniques presented in this 

dissertation could reduce production interruptions within their AHS and may also be necessary to 

implement AHS in more difficult mining conditions. 

6.3 Problems Encountered 

The principal issue encounter during this research was the secrecy of the OEM systems. 

There are portions of the AHSs that are proprietary. Mining companies need to take an active 

role within the deployment of these systems by specifying the safety requirements of the system 

based on the anticipated exposures within the AOZ. The interaction of the system with mine 

planning and regulatory agencies is exceedingly difficult due to the lack of transparency. 

Hopefully as AHS matures, the transparency of the safety systems and interaction within mine 

planning improves. 

6.4 Future Work 

Future work should support the robustness and accuracy of the model fault tree. 

Refinement of the calculations, factors, and assumptions utilized to calculate the exposure rates 

of roles within an AOZ would improve the accuracy of the fault tree and allow for more precise 

determination of the require safety systems. 

Exposure is the key driver for safety system selection. The modeling technique utilized in 

Chapter 6 provides an estimate. Two alternative solutions could be utilized to improve the 

exposure model – empirical or simulation. Empirical data could be captured through time in 

motion studies at an active AOZ. Ideally the resultant data could be captured from the FMS to 
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allow for more rapid calculation and a longer study period of the exposures as compared to a 

manually captured time-motion study.  

Simulation of an AOZ through software would provide a powerful tool to provide safety 

system requirements of a proposed AHS deployment. Open source and commercial traffic 

simulation software is readily available. Custom querying of individual vehicles would be 

required to analyze the exposures of various MMM. A simulation technique could also be 

expanded to determine the impact to exposure based on physical and procedural changes 

implemented by a mine site. 

The fatality factor rate could be refined by using MSHA, DMIRS, and other mine safety 

and health data sets. By comparing the number of near misses to the number of fatalities 

involving vehicle interactions by type, more accurate fatality rates could be utilized within the 

model fault tree. 

Future work outside mining engineering should include better and more accessible ROC 

data and analysis of ODS sensors. AHTs and the AHS rely on the ODS as the primary IPL. 

Without accurate data representing the behavior of an ODS, it is difficult to fully understand the 

safety provided by these systems. Automotive ODS sensors are becoming available with ASIL 

ratings; however, the mining environment does differ from highway transportation and the rating 

may not be appropriate. 
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APPENDIX A 

DMIRS AHS POTENTIALLY SERIOUS OCCURENCE SUMMARIES 

Table A.1 Potentially Serious Occurrence Summaries. 

(Department of Mines and Petroleum 2017) 

ID Date Description 

SA-729-
30078 

24/02/2019 
 

A manned haul truck was involved in a hierarchy breach with an 
autonomous haul (AHS) truck at an open pit haul road intersection, 
which resulted in the AHS truck initiating a controlled emergency 
stop, requiring the manned truck to take evasive action to avoid 
contact. 

SA-597-
26923 

25/01/2018 A grader was traveling along a haul road an open pit when the 
operator noticed an oncoming autonomous haul truck (AHT). As the 
grader entered the intersection, the AHT started to make a right turn 
onto the haul road intersection and the grader crossed the AHT 
permission line. The grader operator stopped and reported the 
incident. An investigation was commenced. 

SA-067-
26713 

06/01/2018 "An empty autonomous mining truck (AMT) was ascending a ramp at 
an open pit when it was struck by lightning. A nearby worker 
witnessed a tyre exploding and causing damage to the upper structure 
(including the deck, autonomy cabinet, engine and cab) of the AMT. 
An emergency call was transmitted and all AMTs on site were 
stopped. A 400-metre exclusion zone was established and personnel 
evacuated from the area. There were no injuries. 
Investigations found that the lightning strike initiated a chemical 
explosion that caused the uncontrolled deflation of the tyre." 

SA-520-
26849 
 

09/01/2018 
 

Replays from an autonomous haul truck (AHT) showed a potentially 
serious occurrence at an open pit mine. The AHT was approaching an 
intersection on a haul road near the ROM, and had its permission line 
out, indicating its intention to turn right. As it slowed down and 
started turning, a light vehicle approached from the opposite direction 
and continued entering the intersection. The AHT identified the 
collision risk, applied its brakes and came to a stop. The light vehicle 
did not stop, but continued through the intersection, passing less than 
10 m from the AHT. 
The driver of the light vehicle failed to give way, as per pit permit 
requirements, and did not stop, call mayday or report the incident to 
their supervisor. 
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ID Date Description 

SA-622-
24007 

11/11/2016 An O-ring failed on a braking system hose of an autonomous haul 
truck, generating a sequence of fault codes and resulting in the truck 
moving forward at ~ 4 km/h for a distance of ~ 150 m before the 
pressure bled out of the brake accumulators and the secondary brake 
system activated. The truck moved forward within its lane and there 
were no personnel or vehicles in the vicinity. Due to the software 
logic and the fault sequence generated, the manufacturer was unable 
to guarantee that the secondary brake system would have activated in 
the event the truck detected an object or site aware vehicle. An 
interim corrective measure was implemented which will result in the 
truck stopping and the engine shutting down should the fault activate. 

SA-992-
22337 

05/03/2016 A collision happened between an autonomous truck and a water cart 
on a ramp in an open pit. The water cart operator drove onto an active 
haul road while wetting a section of the pit and observed an 
autonomous truck on the screen. The operator of the water cart 
determined that there was sufficient room to articulate with the truck 
approaching and continued in the direction of travel. As the water cart 
came into the vision of the autonomous truck, the truck applied the 
brakes and began to slow down. The truck wheels then locked up and 
contact was made between the two pieces of equipment. The vision of 
the autonomous truck was impaired as the truck was approaching 
from the offside of the water cart. 
 
The water cart operator activated a mayday and the emergency 
response team (ERT) attended the scene. An incident investigation 
has commenced. There were no injuries to personnel. 

SA-583-
21401 

11/10/2015 As the operator of a wheel loader trammed towards the high grade 
finger the machine crossed the permission line of an autonomous haul 
truck in the autonomous haul area. 
 
This caused the haul truck to take evasive action. The operator of the 
loader was warned of the pending collision, then all brakes for the 
truck were applied, stopping for an emergency event. The wheel 
loader has also breached the projected safety envelope of the truck, 
activating the radar and laser detection systems (CDS followed by 
ODS). 
 
All autonomous safety system operated as designed, preventing 
contact between the heavy mobile equipment. 
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ID Date Description 

SA-843-
18541 

18/01/2015 A manned water cart was travelling down a ramp towards a haul road 
after leaving a tip head. An autonomous haul truck (AHT) was 
travelling up the ramp towards the same tip head. The water cart 
operator had noticed the AHT enter the access and continued 
travelling down the ramp toward the AHT.  
 
As the AHT was preparing to tip the load it began to turn into the 
intended exit path of the water cart. The water cart operator continued 
travelling, crossing the permission line of the AHT and causing the 
collision detection system (CDS) and the obstacle detection system 
(ODS) to activate. 

SA-380-
18526 

15/01/2015 As the driver of a light vehicle (LV) approached an intersection on a 
haul road he observed the flashing light and clearance light of an 
autonomous haul truck (AHT). The driver of the LV looked at the 
screen to view the permission line of the AHT but was unable to view 
it and decided to zoom out on the screen. At that point the LV driver 
saw the headlights of the AHT turn towards him as the two vehicles 
entered the intersection.  
 
The driver of the LV applied the brakes and stopped and the AHT’s 
safety systems were activated to “exception” mode (where all brakes 
are applied) and the vehicle stopped. The two vehicles came to rest 5-
10 m apart. There were no injuries to personnel and no damage to 
equipment.  
 
The driver of the LV called the central controller for permission to 
proceed, the supervisor was notified and an investigation commenced. 

SA-039-
18170 

08/12/2014 At a Y-intersection in an open pit a light vehicle (LV) avoidance 
boundary intersected the lane of an empty autonomous dump truck. 
The crossed path initiated a critical stop resulting in a near miss, with 
the vehicles coming to rest ~ 4.0 m apart. 
 
The autonomous haulage system (AHS) engineering controls were 
effective and activated as per requirements bringing both vehicles to a 
stop. The supervisor was notified and all AHS operations were 
suspended for the remainder of the shift. The incident scene was 
secured. 
 
An investigation into the incident found that the LV driver lost 
situational awareness, having been distracted by focusing on the site 
awareness screen located between the front seats of the vehicle out of 
the field of view of the driver. The Y-intersection was found to be in 
breach of the traffic management plan (TMP) for the site and was in 
the process of being turned into a T-intersection. 
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ID Date Description 

SA-605-
17670 

16/08/2014 An automated haul truck (AHT) turned, under instruction, into the 
path of a manually operated water cart. The AHT was commencing a 
loop to position itself beneath the excavator bucket. 
 
On realizing the intended path of the AHT the water cart operator 
commenced evasive action. However, the two vehicles collided. 
 
An investigation into the use of autonomous vehicles in conjunction 
with manually operated machinery was in progress at the time of 
writing. 

SA-442-
17179 

27/07/2014 A wheel dozer operator who was pushing a tip head requested 
additional loads from the autonomous work area controller. The loads 
were to be dumped at a spot point to further build-up the bund. As an 
autonomous haul truck cusped into position to dump the critical stop 
was triggered by the dozer’s body boundary breaching haul truck’s 
lane. 
 
The truck was stationary for 4 seconds before the dozer’s 
counterweight collided with the truck’s position 3 tyre. This resulted 
in damage to the handrail of the dozer. Autonomous haul truck 
operations ceased and incident scene was preserved to commence 
investigation. 

SA-982-
17177 

22/07/2014 The supervisor in an autonomous operations zone was travelling in a 
light vehicle (LV) 50 m behind a dump truck. The supervisor moved 
off the haul road towards the fingers to locate a lighting plant that was 
needed for a dozer working in another area. The lighting plant was not 
operating and could not be seen from the haul road because it was too 
dark. 
 
After travelling 70 m the supervisor noticed something out of the 
corner of his eye. The autonomous haul truck had turned in front of 
the light vehicle into the finger. The supervisor applied the brakes and 
came to a stop at the same time the truck detected the LV and came to 
a rest. There was < 1 m between vehicles. 
 
The supervisor notified control and requested all autonomous trucks 
be halted. The mining superintendent and day shift supervisor came to 
the scene. 
 
The driver lacked situational awareness and had deviated from the 
static haul lane. There will be a manned exclusion alarm for LVs 
leaving the static lanes. The standards of practice were not 
prescriptive enough and a review of LV driver training will be 
reviewed and outcomes will be reflected in the SOPs. Stockpiles were 
not physically delineated from haul hauls within the autonomous 
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ID Date Description 

operations zone. Stockpile fingers will have separation and designated 
intersections to prevent LVs. 

SA-550-
17048 

10/07/2014 Within an autonomous operating zone a dozer was working on a 
windrow. The dozer’s virtual avoidance zone partially encroached on 
the truck lane. This triggered an avoidance action on the truck. 
 
The avoidance system guided the truck away from the dozer towards 
the right-hand side of its operating lane. The truck came to a stop ~ 1 
m outside its operating lane and 5 m clear from the dozer. 
 
Control was notified and a supervisor was deployed who secured the 
incident scene and commenced an investigation. 
 
As a result of the incident it was communicated to staff that any work 
outside the 48 hour plan had to be risk assessed and approved by the 
mining supervisor. Operator competencies were looked at and 
personnel not deemed suitable for working in the autonomous 
operating zone were placed in another area. Training requirements for 
operating in the autonomous zone were assessed and opportunities for 
improvement identified, modules are in development. Gaps in SOPs 
were likewise identified and the SOP on manned interaction have 
been rewritten. 

SA-
MG-
016-
16933 

14/06/2014 Due to delays an autonomous haul truck was redirected from the 
crusher to deliver material to the high grade area. A production 
supervisor who had been following the truck informed the central 
controller that the material on the truck contained large rocks. The 
truck was redirected to the ROM pad where there was space for this 
type of material. Production supervisor was requested to spot the 
truck into the ROM pad. 
 
On arrival at the ROM the production supervisor observed that the 
truck had stopped at the entrance. The central controller had put a 
system obstacle in place to prevent the truck from entering to allow 
the production supervisor time to assess the area. 
 
The refine function on frontrunner was activated by the supervisor to 
identify the position of the created edge dumps. It appeared that the 
dumping area corresponded with what was on the central controller 
screen. After confirming with the central controller, the production 
supervisor continued driving to the northern end of the ROM to get in 
a safe position to spot the truck. 
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ID Date Description 

 
The central controller removed the system obstacle and haul truck 
entered the ROM and began reversing into the open node area. The 
truck’s position 3 and 4 wheels began to reverse up the dumped 
material, and the position 1 wheel lifted ~ 200 mm in the air. On 
seeing this the supervisor activated the emergency stop button. 
 
The supervisor instructed the central controller to reassign the truck 
from the area, but this could not be done until the emergency stop was 
cleared. After giving permission the truck restarted and continued to 
move backwards with the tray starting to lift up to dump the load. The 
supervisor contacted the central controller and requested a tray stop. 
 
The tray halted partially extended, and the supervisor closed off the 
area before a visual inspection to ensure the truck was in a stable 
condition. The production superintendent was informed, the scene 
preserved and investigation and the recovery phase commenced. 
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APPENDIX B 

DMIRS AHS LOSS OF CONTROL INCIDENT SUMMARIES 

Table B.1 Loss of Control Incident Summries. (Department of Mines and Petroleum 2017) 

ID Date Description 

SA-205-
30271 

16/03/2019 An empty autonomous haul truck (AHT) collided with a loaded AHT 
at an open pit. The empty AHT breached its lane and entered the path 
of the loaded AHT. Autonomous operations were suspended and an 
investigation commenced. It was raining heavily prior to the collision 
and the empty truck experienced a loss of traction. Speed restrictions 
were imposed. Centre windrows will be put in place. 

SA-389-
29984 

11/02/2019 An autonomous haul truck (AHT) at an open pit reversed and made 
contact with a parked AHT. 

SA-356-
27825 

18/05/2018 
 

An autonomous surface haul truck was travelling down the mine 
waste ramp at an open pit when it slid and rotated about 90 degrees 
before rolling onto the cab side. The incident was caused the truck 
moving from wet conditions on the ramp to dry as it slid. The scene 
was isolated and emergency services were called. 

SA-190-
27806 

11/05/2018 
 

The driver of a surface haul truck at an open pit had just tipped a load 
over the tiphead when the brakes failed. He steered the truck into a 
windrow to arrest its movement. The driver attempted to stop the 
truck using the retarder, then the park brake and then applied the e-
stop to no effect. The truck was an autonomous truck that was being 
operated in manual mode due to recurring problems in autonomous 
mode. The truck was due to be unloaded then taken to the workshop 
breakdown bay. 

SA-491-
27100 

09/02/2018 
 

At an open pit, an autonomous haul truck was being inspected and 
calibrated. During the operation, a worker manually drove the truck a 
short distance and parked it. The truck continued to roll forward and 
made contact with a light vehicle (LV). A supervisor was informed. 
No injuries were sustained. An investigation was commenced. 

SA-975-
26260 

19/10/2017 
 

An excavator operator placed a call on an autonomous mining truck 
(AMT) that had been queuing at an autonomous mining pit. As the 
majority of the lane was behind the truck a 3D laser scan of the lane 
was not possible because the AMT did not have permissions to this 
lane upon approach. The AMT reversed, attempted to transition and 
made contact with a windrow within a dynamic load plan. The AMT 
was placed in manual mode, removed from the load plan and an 
investigation followed. 
 
Modification of the load plan boundary had occurred behind a 
windrow exclusion zone. The excavator was working in a narrow area 
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and to allow for the exit lane to plan the windrow exclusion zone had 
been deactivated. With the exclusion zone deactivated the system was 
permitted to dynamically plan a lane through the portion of windrow 
that was inside of the load plan. 

SA-861-
25701 

25/07/2017 
 

An autonomous haulage system (AHS) truck was travelling unloaded 
down a 7 degree curved ramp in an open pit, at 47 km/h, when the 
rear wheels lost traction against the unsealed road surface. This 
caused the truck to initiate medium-braking. The truck slowed to 9 
km/h, while remaining in its lane, before breaching its programmed 
path and causing a critical braking response. The truck then slid to the 
left-hand side and came to rest against a windrow. The total time 
travelled from the initial loss of traction to rest was 9 seconds and 4 
seconds passed from critical braking to rest. 
 
An initial investigation indicates the ramp was overwatered. 
Engineering analysis of the data recovered from the truck showed that 
the truck operated as designed. 

SA-948-
23283 

25/07/2016 An autonomous haul truck made contact with a windrow while 
travelling on a haul road. All autonomous operations were suspended 
pending an investigation. A review of the records from the 
autonomous haulage system showed no fault in the behaviour of the 
system. Once the truck departed from the planned course all safety 
systems functioned as designed. 
 
Maintenance workers identified that the cause of the incident was a 
mechanical failure of the steering system. An investigation is 
underway to identify the failed component and the root cause of the 
failure. 

SA-137-
22340 

04/03/2016 An uncontrolled movement of an autonomous haul truck happened ~ 
80 m up a ramp in an open pit. After being loaded, the truck 
proceeded along a set path to a waste dump via the ramp. As the truck 
ascended the ramp, it engaged in stationary mode for 57 seconds and a 
‘no propulsion’ error activated. 
 
The truck was successfully reset by autonomous mine control on the 
second attempt but started to roll backwards under a reduced retarder. 
The truck rolled backwards for 4 seconds before the emergency 
brakes engaged in autonomous mode. The truck came to a rest against 
the high wall bund 30 – 40 metres from the position in which the 
rolling reset was performed. The truck was rotated clockwise due to 
the left hand rear emergency brakes being engaged. The autonomous 
pit was then stopped and the ramp closed. There were no injuries to 
personnel and no equipment was damaged as a result of the incident. 
An investigation commenced. 
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The no propulsion error was found to be due to the weight of the 
loaded truck on the ramp gradient and a compromised right hand rear 
wheel motor. 

SA-299-
22131 

04/02/2016 While approaching the work area of an excavator, an autonomous 
truck lost traction and braked causing it to slide. The road had been 
recently watered by a water truck. After losing traction, the 
autonomous truck breached the lane, attempted to correct its path and 
maintained its position inside the lane for ~ 45 m. The body boundary 
then breached the lane again when a stop event was activated on the 
truck. Upon braking heavily, the truck slid ~ 20 m coming to rest ~ 4 
m outside of its planned lane. There were no injuries to personnel and 
no equipment was damaged as a result of this event. An investigation 
has commenced. 

SA-800-
22077 

22/01/2016 An autonomous dump truck underwent an internal positioning error 
which resulted in a loss of traction while travelling down a haul road 
ramp. A critical stop was activated resulting in the dump truck 
breaching the virtual lane and coming to a complete stop. 
 
There were no other vehicles in the vicinity at the time of the incident 
and there was no damage to the truck. The area was secured, the 
supervisor notified and the dump truck isolated. An investigation 
commenced. 

SA-171-
21940 

27/12/2015 While travelling loaded on a mine site haul road an autonomous 
mining truck experienced a loss of communication with the control 
module which resulted in an aggressive deceleration and a loss of 
traction event. Due to the activation of a critical stop, the dump truck 
breached the virtual lane and came to a halt after the position 2 tyre 
made contact with the centre separation windrow. The area was 
secured and the supervisor notified. There were no other vehicles in 
the vicinity at the time of the incident. 
 
A site-wide stop was put in place to allow an investigation to be 
carried out. The road was found to be wet from spraying by a water 
cart. The dump truck was removed from operations and multiple 
autonomy layer components were replaced as a precaution. The truck 
was released into production in a lower risk environment with 
ongoing monitoring for potential faults. 

SA-153-
21807 

11/12/2015 An autonomous mining truck was travelling in a pit to an excavator 
when it lost traction. The truck attempted to correct itself and applied 
a critical stop when its avoidance boundary breached the lane. No 
other vehicles were involved in the incident and an investigation 
commenced. 
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SA-591-
21101 

08/09/2015 An autonomous haul truck reversed up to the tip-head to dump its 
load. On reaching its dump point a dozer operator ~ 50 m away 
noticed the rear of dump truck slowly subsiding with the dump 
material. The position 1 and 2 wheels at the front of the truck 
remained stable and at the same level as the dump floor. The rear of 
the truck slumped below the level of the dump floor. 
 
No injury or significant equipment damage was recorded as a part of 
this event. 

SA-157-
21192 

31/08/2015 As an empty autonomous mining truck was travelling back to the 
loading unit the vehicle lost traction and slid on the ramp. The road 
surface was wet from a water cart that had previously travelled over 
the area. 
 
All autonomous operations at pit were stopped and the mining 
supervisor and superintendent were notified. Speed restrictions and 
traction control were applied to that part of the running track. 

SA-311-
19229 

18/04/2015 An autonomous mining truck lost traction while travelling empty 
down a ramp in an open pit during a wet weather event. The truck 
remained in its lane during the loss of control and came to rest 
perpendicular to its direction of travel. The vehicle made no contact 
with earthworks or other machinery. An investigation has 
commenced. 

SA-841-
19003 

19/03/2015 An wheel loader, reversing in an open pit, made contact with an 
autonomous dump truck. The dump truck was stationary for ~ 47 
seconds when a spike was seen in the inertial measurement unit 
(IMU) indicating movement of the truck. 
 
Visual inspection confirmed that the wheel loader had contacted the 
left rear rim and tyre of the truck. Operations in the autonomous area 
ceased and the quarry manager and mining superintendent were 
notified. There were no injuries to personnel. 

SA-460-
18897 

01/03/2015 An empty autonomous haul truck (AHT) was travelling down an in-
pit ramp when it applied its brakes to slow down in order to queue 
behind another autonomous truck at the bottom of the ramp. The truck 
lost traction, triggering a critical stop and subsequent lane breach. 
 
A rain event happened 1 – 1½ hours prior to the incident when a 
speed limit of 35 km/h and a 50% traction control zone was applied to 
the area. Prior to the incident, the traction zone was increased to 70% 
on advice from the pit technician regarding pavement conditions. 
 
Autonomous haul systems (AHS) operations ceased and the alternate 
registered manager, alternate quarry manager and mining 
superintendent were notified. The area was inspected and the AHT 
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was relocated to the workshop for assessment. An investigation has 
commenced. 

SA-910-
18734 

03/02/2015 An autonomous mining truck (AMT) lost communication with the 
positioning control module (PCM) resulting in a critical stop 
command, which caused the truck to slide and breach a lane 
boundary. The AMT was taken out of service for inspection by a 
workshop engineer and an investigation commenced. 

SA-414-
18443 

05/01/2015 An autonomous haulage system (AHS) dump truck lost traction on an 
in-pit ramp during normal operations. The truck came to a controlled 
stop without impact or injury. A preliminary investigation indicates 
that over-watering of the ramp and sub-optimal lane designs 
contributed to the incident. An investigation commenced. 

SA-
MG-
453-
16969 

19/06/2014 An autonomous mining truck travelling on the haul road in manual 
mode with a check driver in the cab, mounted a windrow. There were 
no injuries and the autonomous fleet were suspended. 
 
It appears that the check driver who was calibrating the truck 
inadvertently switched it into manual mode 15 seconds before the 
truck mounted the windrow. 

SA-
MG-
403-
15722 

14/12/2013 An autonomous haul truck reversed over the dump windrow during 
autonomous edge dumping operation. The truck continued down rill 
~10m and stopped. No personal were in the immediate area at time. 
The dump area was made safe and secure. 
 
Autonomous operations were halted, and an investigation 
commenced. 

SA-
MG-
951-
12569 

30/09/2012 As the driver of a water cart approached the waste dump intersection, 
an autonomous haul truck in front of him turned left to head to the 
waste dump. The water cart driver turned his head to the right to look 
at the nearby drills, anticipating they may be ready for and end of shift 
top up with water. 
 
When the water cart driver returned to the haul road he saw another 
autonomous truck turning right through the intersection directly in 
front of the water cart. The water cart driver applied the retarder and 
service brakes but was unable to avoid a collision with the new 
autonomous truck. 
 
The water cart driver initiated the mayday procedure. After failing to 
communicate with the central control the driver pressed the 
emergency shutdown button for the autonomous truck’s control 
system which stopped all such trucks from operating. The driver of 
the water cart was OK and exited the water cart. He was taken to the 
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ID Date Description 

medical centre for an assessment and causal testing. 
 
The scene of incident was attended by emergency response team and 
respective managers and representatives. Both haul truck and water 
cart were isolated and the area demarcated. 
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